LLla6noHn 3a ctaHaapTHO onucaHue n obpbLueHne Kbm API

(Bepcua 1.3.4)

(B cvna ot gatarta Ha npuemMaHe Ha eBpoTO
kaTo opmumanHa Banyta B Penybnuka bbvnrapus)

(BUCTPA

[okymMeHTBbT e 4acT oT HauuoHanHua TexHudecku ctaHgapT 3a baHkoB WHTepdenc 3a
Crangaptmamnpanun Pasnnawanua (BUCTPA) n TexHonormdHa KOMyHUKaUmMa Mexany CUCTeMUTE Ha
OaHKMTE N NUUEH3NpaHNTE JOCTaBYNLM HA NNATEXHU YCAYrn B paMKUTE Ha paslimnpeHaTa aupekTnea
Ha EBponenckna cbio3 oTHOCHO nnaTtexHute yenyrn — PSD 2 Directive (EU) 2015/2366.

Kato 6a3a e mn3nonaeaH gokymeHTa Ha bepnuHckaTta rpyna NextGenPSD2 Implementation
guide, HO C OONBbIIHEHUS KOUTO OTpa3sBaT HauMOHanHUTe cneundukn npu msnonspaHeto Ha API
nHTepdenc 3a JocTbn 4o cMmeTKa.

Tabnuuute C onucaHne Ha CbAbPXaAHMETO Ha NapameTpu, enemMeHTn u atpubytm ca
NPUIOXeHN B opurnHanHusa nm Bua ot gokymeHTta NextGenPSD2 Implementation guide, 6e3 npesog
Ha 6Gbnrapckn esuk, ¢ Len ga ce ocurypu:

- YHudvkauus npu npunaraHeTo Ha cTaHgapTa Ha bepnuHckaTa rpyna

- EpHonoco4Ho pasbupaHe ot Bcuuku LAY 3a uenta M cbAbpPXaHUMETO Ha BCUYKK
napameTpu, enemeHTn n atpubytn npu nsnonssaHe Ha APl nHtepdenc 3a Joctbn go
cMmeTKa.
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1. BbBEAEHUE

1.1. [Ipeducmopusi

C [PSDZ2] EBponencknat cbio3d nybnmnkyBa HoBa OMPEKTMBA OTHOCHO MiaTeXHUTE YCryrn Ha
BbTpeLwwHnsa nasap. OceeH gpyroto [PSD2] cbabpxka pasnopeabu 3a HOBM ycnyru, KOMTo Aa 6baar
ynpaBnsiBaHn oT T.Hap. HocTtaBumumn Ha lMnatexHwn Ycnyrn ot Tpetu ctpauu (AIMY) oT umeto Ha
MonasaTten Ha nnatexuHu ycnyrn (PSU). Te3n HoBum ycnyru ca:

- WHunuuupare Ha nnawaxe (PIS) ot ANY ¢ pona na JOCTABYMK HA NHULUNNPAHE HA
MIALWAHE, npeduHmpaHa B 4n.66 Ha PSD2

- WHdopmauusa no cmetka (AIS) ot ArMY ¢ pona Ha JOCTABYMK HA MHPOPMALMNA 3a
cmeTka, geduHnpana B 4n.67 Ha PSD2

- [loTBbpXOeHUe 3a Hann4HOCT Ha cpeacTia no cmeTka (FCS) ot AIY ¢ ponsa Ha [JocTaB4yumk
Ha MnaTeXxHW MHCTPYMEHTU N MOTBbPXAEHNE 33 HaNMYHOCT Ha CpeacTBa 3a TpaH3akuus
ot cmeTka (PIISP), pednHnpaHa B un.65 Ha PSD2

3a ga pabotu c HoBuTe ycnyru, ANY Tpsbea ga uma goctbn 40 cmeTka Ha lNMonasaTens. Toan
AocTbn 0OMKHOBEHO ce ynpasnsea oT [JocTtaBuunk Ha MnaTtexHu Ycenyrmn 3a ObenyxeBaHe Ha CmeTka
(ArnyoC). CvrnacHo ampektusarta, AMNYOC Ttpsbesa ga ocurypu uHTepdgenc HapedeH ,JocTtbn o
cMmeTKa" KbM HEFOBUTE CUCTEMUN, KOUTO Aa 6baat nanonassanm ot [y B o6xBaTa perynmpan ot [PSD2].

Opyrn nanckeaHmsa 3a BHeAPSABAHETO M M3NON3BAHETO Ha TO3M UHTepderc ce onpenensT oT
TexHudeckn PerynatopeH Ctangapt (RTS) ot EBponenckua 6aHkoB opraH n ce nyGnvkyBaHu B
OdpmunaneH BecTHUK Ha EBponenckata komucms Ha 13.03.2018.

1.2. Ucmopuss Ha OOKyMeHma

Bepcus OnucaHue Ha NpomeHuTe YrebpKaasaHe / NybnukysaHe

- PeweHue 3a nsnonssaHe Ha gokymeHTa NextGen PSD2
Implementation guide, kKaTto 6a3a 3a cb3gaBaHe.

1.0 - YTOuHABaHe Ha ob6xBaTa U gedMHUPaHE HA MeCTHUTE
NAaLaHMA CbC cneumPuUHmN XapaKTepPUCTUKM

YTBbpAaeHa ot PaboTHa rpyna
MpeaocTaBeHa 3a 06CbKAaHe Ha
6aHKuTe ypes ABB.

04.2018
- OnNucaHne Ha KOMMNOHEHTUTE
- KoHKpeTHO onucaHmne Ha APl KOMNOHEHTU, OTHOCHO YTBbpAaeHa ot PaboTHa rpyna
MnawaHma MNpepocTaBeHa 3a 0bcbXaaHe Ha
1.1 JocTtbn o nHpopmauma No CMeTKa 6aHKuTe ypes ABB.
Ob6paboTKa Ha cbrnacus MybnnkyeaHa cnen onobpeHmne
MeTtoamn Ha 3YU Ha C[ Ha BOPUKA 06.2018
Tasu Bepcua Ha AOKYMEHTa npeAcTaBasBa NPOMAHA Ha
BepcuAa 1.1 KaTo cbAbpKa cnegHuUtTe Kopekummn B CeKuma
11.1.1.
1. AeTaiinnTe 3a nnawaHe KbM broaxketa B JSON dopmart ce
rpynupar 8 eguH enemeHT: budgetPaymentDetails
2. Bcnuku enemeHTH 3a NallaHe Kbm broayKeTa cTaBaT Nnoj-
e/1IeMeHTU B CTPYKTypaTa Ha enemeHTa budgetPaymentDetails
1.2 3. EnemeHnTbT documentKind ce npenmeHyBa Ha YTBbpaeHa oT PaboTHa rpyna
regulatoryReportType, KaTo CbAbPrKaHUETO M CTPYKTypaTa ce
3anas3Bar.

4. EnemeHTbT paymentType ce npenmeHyBa Ha servicelevel,
KaTo CbAbpXKaHMETO U CTPYKTypaTa ce 3anasBar.
5. KopeKuma Ha npumepuTe Ha 3aABKKU 3a nNaalaHe B €. 5.3.1
6. MpermeHyBaHe Ha KPaHWU TOYKM:

e BGN Budget Transfer 8 Domestic Budget Transfer BGN




e BGN Credit Transfer 8 Domestic Credit Transfer BGN
e EUR Credit Transfer B SEPA Credit Transfer

7. MpomeHun B cTpyKTypaTta Ha APl Cross Border CT KakTo

cnepsa:
e [lonbniHeHMe € Ko 3a Banbop Ha nrnawaHeTo
e [lonbnHeHue ¢ nosneTa 3a VMime Ha 6aHka Ha nony4arten u
Appec Ha 6aHka Ha nony4arten B criydauTe, Korato He e
npegoctaseH IBAN n SWIFT BIC B HapexgaHeTo

8. NMpomaAHa Ha 3a4b/KUTENHOCT Ha none UHpopmauma 3a
npesogja.
9. 3abenexKa OTHOCHO Ab/XKMHATA Ha nose MHPopmauma 3a
npesoaa B cuctemata bUCEPA
10. AtpunbyT cardNumber He MoKe Aa ce M3NoN3Ba B 3aABKaTa
3a MNoTBbpXKAEHME 32 HAIMYHOCT NO CpeAacTBa.
11. ATpubyt PAN He moXe Aa ce M3Mo/13Ba B 3asiBKUTE 33
Joctbn o cmeTKa. NpenopbyBa ce M3N0A3BaAHETO Ha
enemeHTa maskedPan.
12. MpomaHa B UMeHaTa Ha NoaeTa B CTPYKTypaTa Ha
naaliaHe KbMm OlOAXKeTa, KaKTo cnesBa:

e taxld B taxPayerld

e taxTp B taxPayerType

BcuyKu cnedsawju sepcuu we ce mvsakysam Kamo
donvsHeHUe Ha npedwecmsawume, d He KaKmo 8 c/ay4as 3d

NnpomAaHa

1.3

CbabprKa cnegHuTe 4ONbAHEHMUA:

1. Job6asa ce onucaHue Ha APl 3a MnauwaHe ¢ 6baell, Banbop
(Future Dated Payments), MocTosiHHO HapeXkaaHe 3a
nepuoamyHo nnauwiaHe (Standing Orders for
Recurring/Periodic Payments) n HapexkaaHe Ha MacoBo
nnawane (Bulk Payment)

2. JobaBs ce mHoxecTBeHa 3YW aBTOopUu3auma (3a O/l c
noseve OT egMH nognuc/asTopmsaums)

3. [obaes ce dyHKUMA 332 AHyAMpPaHe Ha NaalLaHe

4. [obassa ce pyHKUMsA 3a NoanuceaHe Ha KowHKUua (Signing
Basket) c uen noanuc/asTopmsauma Ha MHOXECTBEHO
nnawaHe

5. [JobaBs ce aBTOpM3auMATA Ha NOA-pecypcuTe
MnawaHe/KowHunua/Cornacme/AHyanpaHe Ha naallaHe

6. [obass ce HoB pecypc — Card Accounts n metoau Read
Card Account, Card Account Balances, Card Account
Transactions

7. [obaat ce HoBn HTTP xeabpu, KaTo HAaNpUmep AaHHM 33
npunoxexHueto, koeto MY n3nonssa 3a Bpb3Ka C
MNonssatena

8. [1obaBA ce NnoKa3BaHe Ha UMeHaTa Ha COBCTBEHMKA Ha
CMeTKaTa B AeTal/n 33 CMeTKa Ypes A0Mb/IHUTE/THU
noneTta B CbrNacMeTo U ageTalnTe 3a CMeTKa

9. BKnao4yBaT ce NOCTOAHHM HapeXAaHMA B CMUCHKA C
TpaHcakumm no AlS

10. AkTyanmsnpaHe ¢ nonpaskuTe oT bepanHCcKaTa rpyna

a. ChangelogV1.3V1.3.4

YTBbpAeHa ot PaboTHa rpyna




b. Change LogV1.3.4.V1.3.6
¢. V1.3.6 Errata 20200327
11. WHTerpupat ce 4OMbAHUTENHUTE YCAYTN
a. M3BecTABAHE 3a NPOMAHA Ha CbCTOAHME
b. nokasBaHe Ha UMeHaTa Ha COBCTBEHMKA Ha
CMEeTKATa M CMUCHK C NOCTOAHHM HapeX4aHUA
C. Cbriacve Npu NpeaocTaBAHe Ha HAaIMYHOCT
12. fo6aBAT ce npenopbKUTe 3a NONb/IBaHE HA M3bpoeHuTe
noneTa B OTrOBOP Ha 3anuTBaHe 3a ,banaHc” u
» TPAHCAKLUMM" NO CMeTKa

1. Paswwupasat ce NPenopbKMTE 33 NoNbJABaHE Ha
n3bpoeHUTe NoneTa B OTTOBOP Ha 3anuTBaHe 3a ,,banaHc”
n ,, TpaHcakummn® no cmeTka
a. [obaBs ce npenopbKa 3a MAeHTUUKATOP HA
cmeTKa - 4.17.1 UpeHTMdUMKaTOp Ha CMeTKa
b. [dob6assa ce npenopbka 3a header napameTtsp TPP-
Redirect-URI - 4.17.2 TPP-Redirect-URI Header
Parameter
c. [ob6aBAT ce npenopbKu Npu ycTaHOBABAHE Ha
cbrnacue - 4.17.3 YctaHOBABAHE Ha Cbriacme

‘

131 d. Jobass ce lata Ha 6anaHca (referenceDate) - YTebpAeHa ot Pabotka rpyna
4.17.4 NpepocTaBsaHe Ha 6anaHC Ha CMeTKa
e. [ob6aBAT ce NpenopbKu M NPMMEpPU NPU CIUCHK C
TpaHcakuuu - 4.17.5 MNpepoctaBaHe Ha CNUCHK Ha
TpaHCaKuumM OT CMeTKa
2. T[paBAT ce 3a4b/KUTENHM NoNeTa
a. transactionld B Tun 14.24 Transactions
3. AkKTyanusumpaHe c nonpaskute oT bepanHckaTa rpyna
a. Change LogV1.3.6V1.3.8
b. Change LogV1.3.8V1.3.9
1. [dobaBeH e nnatexkeH NPoAYKT 3a He3abaBHM NnaLLAHUA -
instant-domestic-credit-transfers-bgn 8:
a. 5.3.1 MunummpaHe Ha nnawaHe B JSON KoanpaHe
b. 5.3.2 MHMumMmupaHe Ha naauwaHe B XML cbobuieHne
pain.001
132 c. 5.3.3.1 HnummpaHe Ha macoso nnauiaHe (bulk YTebpAena ot Pabotka rpyna
payment) B JSON KogupaHe
d. 5.3.3.2 IHnummpaHe Ha macoBso nnauiaHe (bulk
payment) B8 XML KoaupaHe
e. 11.1 EgMHMYHO NnalaHe
1. TMNpomsaAHa B peKBU3UTUTE Ha BIOAXKETHOTO NallLaHe B /IeBa
(cTpykTypaTa Ha enemeHT budgetPaymentDetails)
a. 11.1 EaMHMYHO NnawaHe
2. [eduHupa Ha He3abaBeH KpeauTEH NPEBO e NeBa, Ypes
nnatexkeH npoaykt domestic-credit-transfers-bgn n HoBa
133 ctoitHocT BLNK 3a Service Level VTBbpAEHa OT PaboTHa rpyna

a. 11.1 EaMHMYHO NnawaHe
3. [obaseH e nnatexeH NPOAYKT 3a He3abaBHM NaaLaHNA B
eBpo - instant-sepa-credit-transfers 8:
a. 5.3.1 MunummpaHe Ha nnawaHe 8 JSON KoanpaHe
b. 5.3.2 MHMuMUMpaHe Ha naawaHe B XML cbobuieHne
pain.001




c. 5.3.3.1 MHnummpaHe Ha macoBo naauwaHe (bulk
payment) 8 JSON kKoaupaHe

d. 5.3.3.2 MHMumMmpaHe Ha macoBo naauwaHe (bulk
payment) 8 XML KogupaHe

e. 11.1 EaMHMYHO NnawaHe

1. MNpemaxBaHe Ha npeBoguTe B neBa (NpoaykTn domestic-
credit-transfers-bgn, domestic-budget-transfers-bgn u
instant-domestic-credit-transfers-bgn) n 3amanaTa nm cbe
SEPA npeBoau (sepa-credit-transfers u instant-sepa-
credit-transfers)

a. 5.3. 3aABKa 3a MHUUMUPAHE HA NAalLaHe

b. 5.3.1. UHnummnpaHe Ha nnauwaHe B JSON KogmpaHe

c. 5.3.2. MHnummpaHe Ha nnawaHe B XML
cbobuieHue pain.001

d. 11.1.EagMHMYHO NnaliaHe

2. [ob6aBsiHe Ha aTpmnbyTh 3a MaeHTUPUKATOP Ha
HapeguTena n NaeHTMPUKATOP Ha Noay4vaTena npu
WHULUMMPAHE Ha nnauiaHe

a. 11.1.EagMHM4YHO NnawaHe

1.3.4 YTBbpAeHa ot PaboTHa rpyna




1.3. Cneuudpukauyusi Ha uHmepghetca , JJocmbn o cMmemka“

To3n OOKYMEHT e 4yacT OT cneuudukaumdara, Koato geduHupa cTaHgapT 3a UHTepdenc
,JOCTbIN OO CMeTKa“ 1 nNocTura onepaTtMBHa CbBMECTUMOCT Ha UHTepdencnte Ha AMNMYOC noHe 3a
OCHOBHUTE ycnyru, onpegenedn ot PSD2. Ha tasm 6a3a [MYOC moxe aa nsnonssa To3u cTaHaapT
KaTO OCHOBa 3a BHeApsiBaHETO Ha uHTepdenc ,Joctbn A0 cMeTka“ B NbfeH obxeaT, 3a ga b6bae
n3uano B cboteBeTcTeue ¢ PSD2.

NHTepdencouT e npoektupaH kato B2B unHTepdenc mexay AMY cbpebp 1 AMNMYOC cbpBbp.
Ha 1031 eTan B T0O31 AOKYMEHT € AeUHNPaH NPOTOKOM KITMEHT-CbPBBLP, Npuemanku, Yye ANY e knueHrT,
T.€. BCMYkn APIl noBuKBaHUA ce nHuummpat oT Hero. B 6baewmTe CTbnkM TO3M NPOTOKON MOXe Aa
O6bae paswmpeH A0 NPOTOKON CbPBbP-CbPBBLP, kbaeTo n AMYOC nHmummpa API noBrkBaHus.

Pamkata 3a onepaTvMBHa CbBMECTUMOCT onpefens onepaTtuBHUTE Npasuna, U3NCKBaHUATA
KbM MOJerna Ha JaHHUTEe U ONUcaHWeTOo Ha npouecuTe npu ,JocTtbn 4o cmeTka“.

To3n OOKyMEeHT peTamnuaupa cTaHgapTa 3a geduHuvpaHe Ha CcbobueHna u nogpobHM
CTPYKTYPU Ha AaHHWM OT nHTepdenca [Joctbn Jo cmeTka. 3a crneundumkaumaTa ce pasnumyasaT gBa
cnosi:

- TpaHcnopTeH crnouv n

- [lpunoxeH crnown

B Tasn Bepcusi Ha OOKyMEHTa 3a MPUNOXHUsS cron we 6baaT onMcaHu caMO OCHOBHUTE
ycnyrn. B Obaewumte Bepcumn Ha Tasn pamMka HAKOW pasWMpeHU YCnyru CbLUO Le CTaHaT 4vacT oT
cTaHgapTa, Crnej Kato Te ca U3SICHEHW U na3apHaTa HyXXaa OT TaX Beve e ngeHtuduumpana.

B aokymeHTa € uen abCcTpakTHO onucaHne Ha NpouecuTe ce n3non3eaT noHsaTussTa Pecypc m
KpanHa Touka, 3a KOMTO cneiBa Aa ce npunara cnegHarta nHTepnpetauus:
- Pecypc: Bug nHgopmauus, koato ce msmcksa ot AMY kbm AMYOC unu ce reHepupa ot
AOMNYOC v cnep ToBa ce TpaHcnopTupa kbm AMMTY
- KpanHa To4ka: KoHKpeTHO nocoveH BuA MHOpMaLna B paMKUTE Ha pecypca, KOUTO ce
pa3MeHsi B paMKuUTe Ha uHTepderca 3a [1ocTbn 4O cMeTKa

Mpumepwn:

{pecypc/xoHKpeTeH BUI}
{payments/sepa-credit-transfers}
WIn

{consents/consent-ID}



2. 3non3saHe Ha CUMBOAUN U HOTauunn
2.1. OCHOBHU U O0ONbLJIHUMESTHU CUMBOJIU

- HabopbT oT cumeonu e kogupaH ¢ UTF 8;

- Cneuundukaumsita n3non3ea camo OCHOBHM TUNoBe AaHHm "String", "Boolean”,
"ISODateTime", "ISODate", "UUID" and "Integer" (c abmkuHa 32 6uta) n 1ISO 6a3unpaxm
cnucbum ¢ kogose. 3a kogoseTte aeduHupann no ISO, ca gageHn pedepeHUnmn KbM
KbM cboTBeTHMA ISO ctangapT B 14.34;

- Max35Text, Max70Text, Max140Text and Max500Text aedpuHmpaTt HM30BE C
MakcumarnHa AbmkuHa ot cboTBeTHO 35, 70, 140 n 500 cumBona;

- AOMNYOC 3agbmkntenHo TpsibBa ga npuemaT TEKCTOBE, KOUTO ca CbCTaBEHU OT
cnegHute cumsonu (basoswu):

ABCDEFGHIJKLMNOPQRSTUVWXYZ

abcdefghijklmnopqgrstuvwxyz

0123456789

[-2:().," +

Wnauyusa (Space)

- Paspewero e ANYOC pa npuvemat v JonbrHUTENHW ByKBEeHW cumBONW (Kupunuua)
CAMO KOI'ATO Te ce cbabpxat B noneta ot Tun TEXT (ume, agpec, OCHoBaHue ...).

ABBITOEXS3UMKNIMHONPCTY ®dXUYWUWbBbLIA
abBragexsmMmmKnMHONPCTY GXUYWLW™DBDDbLIWSA

- Mo3soneHo e AOMNYOC pa koHBepTuMpaT AOMBbAHUTENHUTE CUMBOMWN (KMPUNULA) KbM
©asoBMTE CMMBOMN (NATUMHCKM) C Len CbobLeHnaTa Aa ce npuemaT OT YYXOEeCTPaHHUTE NNaTexXHu

cucTemu.
- 3abpaHeHo e n3non3BaHeTo Ha AOMbIHUTENHUTE CUMBONK B MapkepuTe (Tag), kouTo ce

nons3BaTt 3a Ha4varo un Kpa|7| Ha efnemMeHTa:

lNpumep:

PaspelleHo: <element>Agpec</element>
h: <enemMeHT>ALpec</eRemeHT>
2.2. Homauuu

2.2.1 Homauus npu nodasaHe Ha 3as8Ka

MapameTpuTe Ha 3asaBKUTE OT NPUNOXHUA NporpameH mHTtepdenc (API), napametTpute Ha
3arnaskata Ha HTTP 1 napameTpuTte OT CbAbpPXaHMETO Ha TAMNOTO ce ykassaT B [JepuHuummn Kakto
cnefga (B TabnuyeH Bua):

Attribute Type Condition Description
Description of the semantic of the attribute and further
conditions

Attribute tag | Type of attribute | condition

MoraT ga 6b4aTt 3agafeHu crnegHUTe YCroBus:

- Mandatory: ATpnbyTtuT ce nogabpxa ot ANMYOC u ce nanonsea ot AlY.



Conditional: ATpnbyTbT ce nogabpxa ot ANMYOC n moxe ga ce nanonssa camo no HavmHa
onucaH B cobcTBeHaTa My OOKyMeHTauus 3a noagpbxka Ha uHTepdenca doctbn o
cMeTKa.

Optional: ATpubyTsT ce nogabpxa ot AMNYOC, Ho nanonssaHeTo My € no nsbop 3a ANy
Optional if supported by API provider: ATpnbyTbT MOXe Aa ce nogabpka Mo XenaHue Ha
AOMYOC. Ako ANYOC gokymeHTMpa, 4e nogabpxa atpmbyTa, n3non3BaHeTo My e rno nsbop
3a [Any. Ako AMNYOC He nopgaobpxa atpubyTta, a AlMY ro nanonsea B 3asiBkaTa, TO TS LWe
Obae oTXBbprieHa.

2.2.2 Homauus npu omaosop Ha 3aseKka

MapameTpuTe Ha 3asaBKUTE OT NPUNOXHUA NporpameH mHTepdenc (API), napametpute Ha
3arnaskata Ha HTTP 1 napameTpuTte OT CbAbpPXaHMETO Ha TAMNOTO ce ykassaT B [JeuHuummn Kakto

cnefga (B TabnuyeH Bua):
Attribute Type Condition Description
D ipti fth tic of the attribut d furth
Attribute tag Type of attribute | condition cc?r?;;’lclioo:\c’sn ot the semantic ot the attribute and turther

MoraT ga 6bhaTt 3agafeHu crnegHUTe YCrnoBus:

Mandatory: ATpnbyTeT ce nogabpxa ot AIMYOC.

Conditional: ATpnbyTsT ce nogabpxa ot [NMYOC 1 moxe Aa ce nanonssa camo No HavymnHa
onucaH B cobcTBeHaTa My OOKyMeHTaumsa 3a nogapbXkka Ha uHTepdenca [ocTbn Ao
cMeTKa.

Optional: ATpubyTbT ce nogabpka no xenaHue Ha AMNYOC



3. TpaHCNOPTEH CNOM

KomyHukaumsTa mexagy OMY n ANYOC BuHaru ce rapaHTupa Ypes nsnonssaHe Ha TLS Bpb3ka
¢ TLS Bepcus 1.2 [REC 5246] wnu no-Bucoka. 3a nsbopa Ha wudpupalin naketn crneasa ga ce
cnassat npenopbknte Ha NIST 3a kpuntorpadpcka cuna. OMNYOC moxe ga npunarat v gpyru
N3NCKBaHWS 3a LWndpupaHe, ako ToOBa Ce M3UCKBA OT TsIXHATa HalMoHanHa areHuuns 3a T curypHocT.

Tasn TLS Bpb3ka ce yctaHoBsiBa BuHarm ot AlNY. He e Heobxoammo aa ce cb3gasa HoBa TLS
Bpb3Ka 3a BCsAKa TpaH3akums, Ho [INTYOC moxe aa npekpatu cbuiecTByBalla TLS Bpb3ka, ako ToBa
Ce M3MCKBa OT HACTPOWMKMTE 3a CUIYPHOCT.

Cob3papeHaTta TLS-Bpb3ka BMHaru BKOYBa yaocToBepsiBaHe Ha knueHTa (T.e. [iM1Y). 3a ToBa
yooctoBepsaBaHe, Y tpabea ga uanonsesa kBanuduuupaH ceptudukaTt 3a yooCToBepsBaHE Ha
yebcantoBe. To3nm kBanuduumpaH cepTtudukaTr Tpabea ga 6bae wusgageH oT kBanuduumpad
AOCTaBYMK Ha JoBepuTenHu ycnyrm cbrinacHo pernameHta elDAS [elDAS]. CvbabpkaHuMeTo Ha
cepTtudukata TpsibBa a e cCbBMEeCTUMO C nsncksaHusTa Ha [EBA-RTS].

CeptundukatsT Ha [1ITY TpsibBa ga nokassa BCu4Ykm ponu, kouto AIMY nma npaso ga n3nonaea.


https://tools.ietf.org/html/rfc5246

4. MpunoxeH cnon — Bogewwm npmHUMNK

4.1. MecmononoxeHue Ha napamempume
Nutepdencwt JOCT bl O CMETKA ce 6asupa Ha nogxoga REST ycnyru. (Yeb ycnyrn,
KOUTO ocurypsisaT onepaTmMBHa CbBMECTMMOCT MeXAy KOMMTbpHUTE cuctemu B HTepHeT) [REC
2616].

Toaun nogxon NO3BOMsABa TpaAHCNOPTMPaHE Ha NapamMeTpuTe Ha CbOobLLEeHUS B pasnnyHm
HuBa:
e Hwueo HTTP Header (3arnaeeH pea)
e Hueo path (MaeHTUdUKaLKNA Ha pecypc unu agpec) ¢ AONbIIHUTENHN NapamMeTpu B
3asiBKaTa
e Hueo HTTP Body (cbabpxaHue)

MapameTpuTe Ha cbabpxaHmeTo B cboTBeTHUA HTTP Body we 6baaT kognpanm B JSSON
nnn XML cunHtakenc. CuHtakemc B XML ce nsnonaea caMo KoraTo 3asiBkaTa Cbabpxa:
¢ WHuummpaHe Ha nnawiaHe Bb3 ocHoBa Ha 1S020022 (cbobiieHne pain.001) n
CbOTBETHMS OTFOBOP 3a CTaTyC Ha nnailaHeTo (cbobueHune pain.002) unum
e CbobuieHure 3a nHpopmaumsa Ha 6asaTta Ha nHgopmaums no 1SO20022 (cbobLueHne
camt.052, camt.053 unn camt.054)

Mo n3knoyeHne cbobLeHnsTa 3a OTTOBOP MOXe Aa CbabpXKaT hopmaT Ha OOUKHOBEH
TEKCT B CbOobLLEeHNsATa ¢ MHOpMaLms 3a CMeTKa, 3a Aa NoAAbPXaT hopMaTmTe Ha CbOoOLLEHNS
MT940, MT941 nnn MT942.

MapameTpu Ha cbobLeHnaTa

4.1.1. KodupaHe Ha napamempume 8 cbobweHuUssima Ha pasfiu4yHume HU8a:

- BwuHaru c 6ykBn oT natuHckaTta a3byka

- Ha nuBo HTTP Header: BuHaru 3ano4Ba ¢ rnaBHa 6ykea (Spinal-case)

- Ha nuBo path: BuHaru ce nsnonssat manku 6yksu (spinal-case)

- Ha nueo HTTP Body, ako atpubyTta e B JSON [REC 7159] cbopmaTt napameTbpa BUHAru
3anoyea Cc marnka OykBa, a crnef TOBa € pa3peLLeHo U3Non3BaHe Ha eAMHUYHA rnaBHa
6yksa ( lowerCamelCase )

- Ha HmBo HTTP Body, moxe ga ce usnonssa n XML cuHTakcuc cernacHo 1ISO20022
cTangapT

4.1.2. [lpunasaHe Ha napamempu 3a 0ecbuHupaHe Ha API:
4.1.2.1. Ha HuBo path

Benukn gaHHn, kouto ngeHtndouumpat AMY v agpecupat pecypc:
- lgeHTudukaumnsa Ha gocTtaBumka,
- peHTndukaumsa Ha ycnyraTa,
- MpeHTudukaums Ha nnaTexxHusi NpoayKT,
- MpeHTudurkaums Ha noaTuna Ha NnpoaykTa 3a MHopmMauus no cmeTka
- lgeHTudmkaTop Ha BeYye cbhb3gageH pecypc

4.1.2.2. HanHuso HTTP Header
e [lapameTbp 3a yka3BaHe Ha CMHTakcuca B cbabpxaHneto JSON / XML
e [lapameTbp cbabpxaHue Ha CepTtudukat n nognuc. MNpu nouckeane ot OMNMYOC,
AOrY Tpsabea ga noanvwe cboblieHusTa 3a 3assku. [NognucwbT ce Bknoyea B HTTP-



https://tools.ietf.org/html/rfc2616
https://tools.ietf.org/html/rfc2616
https://tools.ietf.org/html/rfc7159

Header. EnektpoHHnat noanuc Ha Y Tpsabea ga ce ocHoBaBa Ha KBanuduumpaH
cepTudumKaT 3a enekTpoHHN nevaTtn. ToBa ce oTHaca 3a cnydaute B komto AMNYOC
npeueHun, Yye naeHtTuukaumara ot TpaHCNOPTHUA MHTepdENC HE € OOCTaTbyHa.
CbrnacHo npaeBunata Ha EBA-RTS, ceptudukatst Ha OY TpsibBa ga nokassa
BCUYKKM ponn, komuto AIY nma npaBo ga n3nonsea.

e [lapameTbp KOMTO CbAbpXKa AaHHW 3a naeHTUunkauma Ha NonssaTtena. [JaHHuTe,
KouTo ce nssnu4yat ot VIHTepHeT 6a3nMpaHOTO NPUNOXEHNE NN OT TOKbHA 3a
poctbn (ID, IP Address, Token, GEO nokauus ...)

e [lapameTbp Ha faHHM OT NpoTokona (Np. Bpeme Ha nocTbnBaHe Ha 3asBKa,
NaeHTudukaTop Ha 3asBka)

4.1.2.3. [MapameTpu Ha 3asBKaTa:
[onbnHutenHa nHpopmaums, Heobxognma 3a obpaboTBaHe Ha UCKAHETO KaTo agpec
3a ynpaBrieHne Ha npoueca unm unTbp 3a 4OCTbMN 40 KOHKpPeTHa nHdopmaums

4.1.2.4. Ha nHueo HTTP Body

e CbabpXaHMETO Ha BM3Hec gaHHU

e [laHHW 3a aBTeHTUYHOCTTa Ha [Non3eaTtens (PSU)

e VHdopmauus 3a cbobLueHns

e XunepBpb3kuM 3a ynpasneHue Ha npoueca AMNY — AMYOC ot kpan go kpam

lMpenopbyBa ce MHGoOpMaumaTa OT HMBO Header unu OTAENHWM 4acTuU OT Hes da ce
cbxpaHsBa npu OMYOC 3a gonbiHUTENHU NPOBEPKM N CTATUCTUYECKM LIENIM HA HALMOHANHUA Unn
€BPONEenCcKn peryrnaTtopeH opraH.

4.2. [lodnuceaHe Ha cCbOOWEHUS 8 MPUJIOKHUS C/I0U

Mpun nouckeaHe ot AMNMYOC, AMY tpsabea aa noanvile cbobLeHnaTa 3a 3asaBKUTE, KOUTO
ca nanpateHu. Naunckeaneto Ha AMNMYOC Tpsbsa M3pMyHO Aa € NOCOYEHO B HeroBaTa OKYMEHTauns.
Mo gedmHMUMA noanNnCHT ce BKNOYBA KaTo NnapameTsbp B HMBO HTTP-Header.

EnektpoHHmaTt noanuc Ha [IY Tpsabea aa ce ocHoBaBa Ha kBanuduuupaH cepTudumkar 3a
eneKkTpoOHHM neyaTtn. ToBa KBanuuuupaHo yaoctoBepeHne TpsibBa ga 6bae u3gageHo oT
KBanudpuumpaH AO0CTaBYMK Ha [OOBEPUTENHM YCNyrm B CbOTBETCTBME C pernameHTa elDAS.
CbaobpxaHneTto Ha cepTudukata TpsbBa ga € B CbOTBETCTBME C M3nckBaHusTa Ha [EBA-RTS]
HokymeHTaumsaTa 3a uHTepdgenc Joctbn O cmeTka, cbBMecTuM ¢ PSD2, Bepcus 1.0, nybnukysaHa
Ha 08 deBpyapun 2018 r.

CovrnacHo PerynatopHus TexHudeckn Ctangapt [EBA-RTS], ceptudukatst Ha LAY
TpsibBa Aa nokassa BCUYKM POSK, KOMTO MMa NpaBo Aa M3nons3Bea.

Cneuundumkaumara Ha nognuca B HTTP npotokona u koHkpeTHO B yactta HTTP Header
yHUMUMpa U3NonN3BaHEeToO Ha crnegHuTe aTpubyTu:

Attribute Type Condition Description

Digest String Conditional Is contained if and only if the "Signature" element is contained
in the header of the request.

Signature | Section 12 Conditional A signature of the request by the TPP on application level. This
might be mandated by ASPSP.

TPP- String Conditional The certificate used for signing the request, in base64

Signature- encoding. Must be contained if a signature is contained, see

Certificate above.




an/IJ'IO)KeHI/ITe ,El,erVIHI/ILI,I/II/I Ha Te3un anl/I6yTI/I HAMa fa ce NOBTap4dT B NO-HaTaTblUHATa
CI'IeLI,VICbVIKaLI,I/IFI 3a No-J1eCHO 4YeTeHe Ha OOKyMEHTa.

4.3. [HdonbaHumenHo usnosn3zeaHe Ha OAuth2 3a ydocmoegepsieaHe uniu
asmopu3auyusi Ha PSU

API 3a Joctbn oo cmeTka we no3ponssa Ha AMNMYOC ga sHegpsea OAuth2 kaTto meTop 3a
YnpasneHune Ha cbrnacueto Ha Monasaten kbm MY, 3a ycnyra MHuumMmMpaHe Ha nnawaHms u / nnm
NHdopmaums no cmetka. B 103mn cnyyan OMNY we 6bae knueHTa, NMNon3satenaT € cobCTBEHMK Ha
pecypca, a ANMYOC we 6baat pecypcHuAT cbpBbp B abcTpakTHmus mogen OAuth2.

Tasn cneuudvkaums nogabp)ka ABa HadnHa 3a uHTerpupaHe Ha OAuth2. lNMbpeata
Bb3MOXHOCT € yaocTtoBepsiBaHe Ha [lon3aTensa B npeaBapuTenHa cTbhnka, npeobpasyBaHa B
NOeHTUMUKaUMOHEH TOKbH 3a OOCTbM, KOMTO We 6bae n3nona3saH cnep Toea B uHTepdenca XS2A.
Tasu npegBapuTenHa CTbhNKa LWe u3nonssa onuuute 3a obpabotka Ha npoTtokona OAuth2 6e3
npeHaco4BaHe KbM CbpBbpa 3a yaocToBepsiBaHe. ToBa nsnonssaHe Ha OAuth2 we 6bae nocoveHo B
Tasu cneundukauma kato "ObmeH Ha gaHHm ¢ MNonaeatensa npy OAuth2 metog Ha naeHTMdukaunsa".
Bcako OMYOC, koeto npunara OAuth2 meTtoa, Tpsbsa Aa ykaxe B CBOSAATa OOKYMEHTaUMs BCUYKM
AONBbAHUTENHN AeTaunn Ha To3n nHTepdgenc 3a [Joctbn 4O CMeTKa.

3abenexka: Korato ce nanbnHsasa OAuth kato npegBapuTenHarta CTbhnka, U3MCKBaHUATA
3a Hanp. permcTpaumMoHHN CTBIKU N NNNca Ha 3a4b/MKUTENHO nanonssaHe Ha aee SCA B KOHKPETHM
cueHapum camo Ha PIS, kakTo e gecmnHupaHo ot [EBA OP2], TpsibBa oa 6baat pasno3HaTti ot ASPSP.

BTopata Bb3MOXHOCT 3a uHTerpupaHe Ha OAuth2 e wuHTerpauusta kaTo nogxon 3a
3apgbnboyeHo YctaHoBsBaHe Ha WpeHTudHoct (3YWU) upes OAuth2, komto ga ce um3nonsea 3a
OTOpU3NPaHe Npu MHULMMPaHe Ha NnawaHns n obpaboTka Ha cbrnacus.

Koezamo ce usnonssa OAuth2, nosukeaHusma 3a Jlocmbr 0o cmemka“ pabomsim ¢ MOKbH,
emecmo 0a u3rnoJsizeam rpasama Ha [lonzeamersa 8 cberiacuemo. Taka ce ocuaypsaea uHmeapauyus
Ha cbeslacuemo 3a ycryeama u HeliHomo npudobusaHe:

3a ycnyrata PIS, OAuth2 we 6bae nsanonssaHa MHTerpmpaHo ¢ npugobreaHe Ha cbrnacue,
KaTo Ce M3NbIIHABAT CNegHUTE CTbIKU:

1) DaHHnTe 3a nnawaHe oT cmeTka ce nybnukyeaTt (post) B CbOTBETHOTO CbOOLLEHME 3a
MHuunmpaHe Ha nnawlaHe.

2) MpoTtokonsbT OAuth2 ce nsnonaea c uen "Astopmsauusa” 3a npugobreaHe Ha cbrinacue u
paspelleHne 3a Buaa Ha nnawjaHeTo, no T1.1.

3) Cnen ycnewHo oTopusMpaHe OT cTpaHa Ha [lonseaTtensi, CbOTBETHOTO nnawaHe
aBTOMaTM4HO ce nHuummnpa ot AryOcC.

3a ycnyra AIS, OAuth2 we 6bae nsnonssaHa nHTerpupaHo ¢ npuagobusaHe Ha Cbrnacue,
KaTo Ce M3NbIIHABAT CNegHUTE CTbIKU:

1.) JaHHuTe 3a gocTbn Ao MHopmaumoHHute yenyru (AlS) B CbhrnacueTto ce nybnukysaT
(post) kaTo KpanHa Toudka 3a Cbrnacme Ha NpunoxHus nporpameH nHtepdenc (API1) XS2A.

2.) MpoTokonbT OAuth2 ce nsnonsea ¢ uen "Astopusaums" Ha CbrnacueTo, B YacTTa 3a
ycnyrute [loctbn Ao MHpopmMaums no cMmeTka.

3.) OMNY moxe ga m3nonasa nonyvyeHna TokbH OT npotokona OAuth2, 3a goctbn go
KpanHaTa Touka (paspelueHuTe ycnyru 3a nHdopmaums Nno CMeTka; 3a nepuoga Ha BanugHoCT Ha
paspeLleHoTOo cbrnacue, pecn. nepuoaa Ha BanMaHOCT Ha TOKbHA 3@ TEXHUYECKU SOCTbN).

3a Ctbnka 2.) nogpobHocTuTe ca onucann B Pasgen 13.

Mpun n3nonsesaHeto Ha metog OAuth2, 3asskute Ha APl nHtepderica 3a [loctbn 4o
CMeTKa ce OTOpuanpaT C JaHHUTE OT TOKbHA, BMECTO C JaHHU BbBeaeHu oT [lonssarens.



4.4.

Cmpykmypa Ha APl e uHmepdgelica 3a Jocmbn do cmemka (XS2A Interface API

Structure)

NHTepdenchbT 3a [JocTbn OO CMeTKa € opueHTMpaH KbM OCTbn A0 pecypc (Cwrnacue,
Mnawane, MHdopmaums). AIMY ykasBa kakbB KOHKPETEH pecypc nanckea. 3a ga nony4m pecypca, Ay
TpsabBa ga ce npeactaBu M Aa Hanpasu 3asiBka 3a goctbn kbm AMYOC. AMNY Ttpsabea ga noaroteu
CTpyKkTypaTta Ha cBoeTo API, Taka ye ga npmeme otroopa Ha [AIMYOC n BCcuykM npeaoctaBeHn gaHHN

OT Hero.

3asBkaTa TpaHcnopTupa Ype3 HTTP npoTokosn, napameTpu C pasnnuyHo CbabpXaHue

HTTPS://{mocraBuuk}/vl/{ycnyra} {?3agpeHu—-napamMeTpu }

C"b,JI"bp)KaHMeTO Ha KOHKpe€THaTa YyCJlyI'a Ce YyKa3Ba C IOOII'BJIHUTEJIEH

rnapamMeTsp .

KbpeTo:

AO0CTaBYUK — CbAbpXKaTeNHO NMe Ha NpUnoXeHnMeTo (npumep: www.api.testbank.com)
v1 — o603Ha4yaBa BepcusaTa Ha uHTepdenca

ycrniyra — ykasBa Ce BMAa Ha pecypca (cbrnacuve, nrnawaHe, mMacoBO NnailaHe,
nepuoanyHO nnawjaHe, NOANMC Ha KOLIHMLUA OT nnaliaHus, nHdopmaums 3a cMmeTka,
MHdopMaUUs 3a KapTa, NOTBbPXKAEHNE 3@ HANIMYHOCT MO CMEeTKa) M pasLLUMpeHne 3a BUA
1 obxBaT Ha 3asBKaTa (nnawaHe / OmMKeTEeH Npesoa unn cmeTka / banaHc no cMeTka)
?3asBEHM-NapamMeTpn — ca napameTpu, KOUTO Ce M3MNON3BaT KaTo MNTbp NPU NUCKaHe
3a J4oCTbN OO pecypce

napameTpm — ykasBa cbabpxaHue Ha atpubytm B JSON wunu XML dopmar.
KoaunpaHeto B XML 1S0O20022 pain.001 e camo korato 3asaBka ce nsncksa ot AMNYOC
3a onpegeneH nnaTtexeH npoaykT. Benykn octaHanu napameTtpu ce onmcsaT B JSON
dopmar.

CrpyktypaTa 3asaska / OTroBop MOXe [a Cce OnuLle B CrieaHnTe KaTeropum

4.4.1. Path
ATpuBYT, KONTO yKa3Ba Bnga Ha pecypca

MprMep: https://api.testbank.com/vl/payments/sepa-credit-transfers

|ZBp8%)

Ipumep: https://api.testbank.com/vl/consents/consent-ID

4.4.2. Query parameter
ATpunbyTn, KonTo ce aobassa kbm path cnep 3Haka ,, ? “ kaTo ynpaBnsBalm narose Ha
npoueca unu covnTtpupawm atpmbytn Ha meToguTe 3a goctbn yped GET

4.4.3. Header
ATpubytn, kogupanum B HTTP 3arnaBueto Ha 3asBkaTa unu otroBopa (HTTP Request /
HTTP Response). [lpeacrtasnasaT [daHHM 3a Tuna KogupaHe Ha uMHOpMauMATa,
NpoeHTudukaumsa Ha ONY, NoeHtudpmkaumsa Ha [lMonssaTtens, ToyeH 4Yac Ha nogaBaHe Ha
3asiBKaTa, Ko Ha pe3ynTtaT oT obpaboTka Ha 3asBkarTa.

4.4.4. Body

3asBka: VlckaHe 3a nanbrnHeHne Ha PYHKUNA, NOCoYeHa unm puntpupaHa ¢ napameTbp



e OTroBop Ha 3asiBka: ATpUBYyTKU, KOUTO CbAabpXKaT OTFOBOP MO onpefeneHn npasuna B

XML, JSON wnnu TekctoB doopmar.

- B XML dopmat ce npeactaBatr camo cboOuieHust ot Tun camt.052, camt.053,
camt.054, pain.002. CrobuweHne pain.002 ce n3roTBsa camo ako B MbpBaTa CTbIKa
cbobuleHNeTo OT 3asBkaTa € ot Tun pain.001.

- TekctoB dopmaT ce M3nosnsBa caMo B Cryyan Ha TpaHCNopTUpaHe Ha CcbobLueHns
MT940, MT941 n MT942

- [pwn Bcu4km octaHanm cnyvam otroBopute ca JSSON kogupaHu

- [JocrtaBka Ha pecypc oT obxeata Ha JOCTbIT JO CMETKA moxe ga cbabpxa u
XvnnepBpb3Ka 3a U3NbNHEHWE Ha NpoLEeC Mo MaeHTUdUKaumsa nnm 4ocTbn 4o pecypce
CbC 3Ha4YuTeNeH obem ot MHopmaLms.

KoposeTe 3a HTTP oTroBop, kKOMTO MoraT ga ce u3nonssart B To3n XS2A nHTepdenc, ca
nocoyeHu B pasgen 14.11.

4.5. MHoe20-8aslymHa cMemka

OedunHnuma: MHoro-BanyTHa cMeTKa € CbBKYMHOCT OT pasfnyHuM MOA-CMETKU, KOUTO ca
agpecuvpar oT evH 1 cbl, naeHtTudukatop (kato IBAN, Hanp.). [Nog-cmeTkuTe ca 3aKOHOBO PasfnnuyHn
N BCUYKM Ce pasnuyasBaT No TAxHaTa BasnyTta, canga v TpaH3akuuu. ioeHTudurkatopbT Ha cMeTKaTta
kato IBAN 3aegHo ¢ BanyTa, BMHaru yHuMKanHo agpecvpa nog-cMeTka Ha MHOro-BasiyTHa cMeTKa.

Tasu cneumdmkaumna nogabpxa agpecrpaHe Ha MHOro-BanyTHU CMETKU, KaKTO Ha arpermpaHo
HMBO, Taka M Ha HMBO NoA-cMeTka. ATpMbyTbT 3a koA BanyTa B CbOTBETHATa CTPYKTypa OT OAHHM
"Account Reference" no3sonsBa narpaxagaHeTo Ha CTPYKTYpU KaTo:

{"iban": "DE40100100103307118608"}
nnu

{"iban": "DE40100100103307118608",
"currency": "EUR"}

AKO OCHOBHaTa CMeTka € MHOro-BarnyTHa cMeTKa Toraea:
e MbPBOTO NO30BaBaHe ce OTHAcs A0 agpecupaHe kbm To3u IBAN 3a BCcuykn noa-
CMETKUN KbM HEro;
e BTOPOTO NMNO30BaBaHe Ce OTHacCH camo 3a noAd-cmeTkaTa BbB BarnyTa eBpo.

Tasu cneundukaumna Ha HTepdenca ce oTHacs 3a Nog-CMeTKM Ha MHOro-BasnyTHU CMETKM Mo
CbLLNS HAYMH, KaKTO Npn OBMKHOBEHN CMETKN. TOBa Ce OTHACHA KaKTO 3a MHMUMMPAHE Ha nnawaHus,
Taka 1 3a ycnyrurte 3a nHgopmaumsa no cMeTka.

3abenexka: MpoayKkTbT C MHOrO-BanyTHU CMETKMU Ce M3MNoJSi3aBa Ha HAKOM nasapu B EBpona,
Hanp. B OHSanH-6aHKOBUTE NPOAYKTU Ha Benrnnckusa nasap. NogapwbxkkaTta Ha Ta3n YHKUMOHANHOCT
B UHTepdenca APl XS2A e npunoxmnma camo Ha Te3u nasapu

4.6. Aemopu3auusi Kamo KpatliHa mo4kKa e pecypc
C HacTosWwaTa Bepcus Ha TO3M AOKYMEHT Ce BbBeX4a HOBa KpalHa To4ka 3a aBTopusaumsd
Ha TpaH3akuun npun ycnyrmte 3a MHUWUMnpaHe Ha nnallaHe U yCTaHOBABaHe Ha cCblrnacue. Tasu
beHKLI,VIFI ce m3nonsea B cny4vanTte, KOMTO U3NCKBAT aBTOpU3aLnd OoT Kpal7IHI/IFI MNonsBaTten:

- WM3nonsBaHe Ha 3YW C HAKOMKO HMBA, NPU KOUTO JafeHa TpaH3aKums ce Hyxaae

OT paspeLueHne oT noseye oT eaunH Nona3eaTen, Hanp. B KOPNOopaTUBEH KOHTEKCT,

- [lopgnuceaHe Ha rpyna TpaH3akumm ¢ egHa 3YW aBTopusauus, KakTo ce npegnara B
OoHnanH 6aHkupaHeTo Ha noseyeTo AIMYOC



- [lognuceaHe Ha rpyna TpaH3akuMm C HAKONKO HuBa Ha 3YW, korato ce u3uCKBa
aBToOpu3auma oT noseye oT eanH NonsBaTen, Hanp. B KOPNOpPaTUBEH KOHTEKCT.

Tasn HoBa (OyHKUMOHANHOCT MOXe Aa ce npunara M B npoueca Ha aBTopu3auus Ha
NHOMBUAOYanHU 3asiBKW, KOETO e 3HayMma NMpomsiHa B Moena Ha BepcusiTa NoAAbpXKaHa A0 To3u
MoMeHT. [locerawiHata yHKLUMOHANHOCT 3a MHTerpaums Ha npoueca no aBTopmsauust B criydamTe Ha
WHMLUMMPaHe Ha nnallaHus Unm ycTaHoBsIBaHE Ha Cbriacue BCe ouwe ce noaabpxa.

[MpouechT Ha aBTOpM3aLMA Ce OTAENS OT NpoLeca Ha NofnyyYyaBaHe Ha pecypcu B pesynTtaT
OT NoJaBaHETO Ha 3asBKW 3a NnaljaHe unu yctaHoBsiBaHe Ha cbrnacue. C gpyru oymu npuy 3asiBka 3a
lMnawaHe KaTo pecypc, 3a KOeTo ce N3NCKBaT N Bposi aBTOpM3aumK, Le ce NosBABa NnaTeXeH pecypc
3a n 6posa aBTOpM3aumm kaTo nog-pecypcu (SCA sub-resources).

pynupaHeTo Ha HAKOSKO TpaH3aKuMu 3a eanH obLL NpoLec Ha aBTopu3auns ce noaabpxa
KaTo KpalHa TouYka 3a NoAnNUcBaHe Ha KolHuua. Toea e donbsIHUMeENHa (OYHKUUSI KOSIMO MoXKe 0a
610e npednoxeHa om AIMYOC.

Ako Tasun dyHkums ce npegnara ot AMYOC, ONMY moxe nbpBO a nofjaje AaHHW 3a
nnawaHe u coernacue, 6e3 ga 3anoyHe paspelweHneTo. [bpBa CTbMNKa € rpynMpaHe Ha CBbp3aHuTe
pecypcu 3a nnawaHe u cbrracue B kowHuua. CnegpawaTa CTbika € Ypes u3nonssBaHe Ha KomMmaHaa
3a NOANMCBaHE Ha KOWHWULK, KaTo KpanHa To4dka. Taka ce ctapTvpa aBTopu3aums Ha CbAbpXKaHUETO
B KOLLUHMLATA.

Cnepgpawarta kapTuHa npegoctaBda obuy nperneg Ha abcTpakTHUS Moaen npu pasnuyHu
cLeHapuu:



Mopen Ha gaHHM 3a egHOKpaTHO nnailaHe Mopen Ha gaHHM 3a egHOKpaTHO nnailaHe
c egHa 3YW aBTopusauus ¢ HaKonko 3YW aBTopusaumm

Payment
resource

Payment

resource

Auth. sub-
resource

Auth. sub- Auth. sub-

resource 1 resource n

Moaen Ha gaHHWTe 3a yMbHOMOLLLABaAHETO Ha rpyna TpaH3akuumn ¢ MHoxecTBo 3YW aBTopmsaumm

Payment resource 1

Signing-
Payment resource 2 basket

resource

Consent resource 1

Auth. sub- Auth. sub-
resource 1 resource n

3a6enexka: [INYOC Ttpsibea ga nogrotesm nogpobHO onucaHme B CBOSITa LOKYMEHTaUMS 3a MeToha U
orpaHuMyeHuaTa Npu rpynMpade Ha nnaiwaHus. Korato npegnara yHKUMsiTa 3a KoLHMLA 3a noanuc,
AMYOC moxe ga orpaHnyn rpynupaHeTo Hanpumep:

- KbM BCUYKM BUOOBE NiallaHNs KakTo ca MHMUMMpaHK (C egHa unv noBeye aBTopusaums
ce NoanucBa KolHMuaTa OT BCMYKM HapeaeHu nnawaHusa 6e3 orpaHnyeHuns),

- 3a uHAMBMAOyanHu nnawaHus (MbHO orpaHMYeHme - BCAKO NallaHe e ce oTopusnpa
NooTAENHO C eAMH UK HAKONKO noanuca),

- KbM eauvH u cblw, Bug nnawade (AMNMYOC rpynMpa B KOWHWLA CaMO KpeauTHU
TpaHcdepu OT €AuH U Cbll TUM U U3UCKBA edMH UMK HSKOMKO noanuca 3a usanaTta
KoLHMUa).

3abenexka: Ha To3n etan ctaHAapTbT He 06xBaLLa BCUYKM Bb3MOXHU CIly4aun Ha rpynupaHe nopagu
MHOroGpoONHUTE BapuvaHTX U pasnuyHa CTeneH Ha CMOXHOCT O0CODEeHO B KOPNOpaTUBEH KOHTEKCT.
CobluecTByBaT pasnmyHy NOANTUKM OTHOCHO cyma, Bpor Ha nognucu, pes 3a NognucBaHe U T.H.

OnTnMunsauma Ha npoueca 3a nogaBaHe Ha eAHOKPATHU NialwlaHnsa

Obwumar mogen, onucaH no-rope, uauckea ot AlNY ga craptupa gBa noa-npoueca npu
WHMLMMPAHE Ha nnallaHe, Cb3gaBaHe Ha KoWHMua 3a NoanucBaHe unm nogaBaHe Ha cbrnacue. Npu
nHMunmnpaHe Ha nnawaxe Tun CENA KpeanteH npeBog ToBa 61 AoBeno 4o 3asBka:

POST /payments/sepa-credit-transfers {payment data}

KOATO reHepupa nnaTexHuss pecypc M Bpbla paymentld kato uaeHTudukauus Ha
pecypcuTe.

Cnen ToBa 3ano4sBa mnpoueca Ha YMbIIHOMOLLA@BaHe, KaTo Cb3gaBa Nog-pecypc 3a
aBTOpM3aUNd CbC 3asiBKa:



POST /payments/sepa-credit-transfers/paymentld/authorisations
KaTto cneq ToBa ce Bpblia agpec Ha aBTopu3aums 3a To3u Noa-pecypc.

lMpunaraHeTo Ha TOBa M3UCKBaHe 3a BCSAKa OTAEeNHa aBTopmu3auns 3a TpaH3akumu, Hanp. B
noaxoga Redirect Ha 3YW 6u yBenuuun 3HauntenHo 6posi Ha APl nosukBaHuaTta. Mopagn Tasu
npuynHa Hacrtosdwara cneuudukauma Bce owe nossonssa Ha AMNYOC ga cb3gage aBToMatu4HO
Heobxoammna Bpor Ha agpecu 3a aBTopusauna n aa gage 4ocTbn Ao Te3um nog-pecypeuv Ha Ay, kato
BbpHE CbOTBETHUTE XUNEPBPBH3KN, onncaHu B Pasgen 4.12. PeayntatbT 3a cTaTyc Ha aBTopu3aumdara
ce nonyyasa cnej KomaHgara:

GET /payments/sepa-credit-transfers /paymentld/authorisations/authorisationld

kbaeTo AMYOC nmnnmunTHO reHepupa pecypca 3a aBTopusaums n ngeHtudukatopa my.

4.7. OmmMsiHa Ha niaawaHe kKamo KpaliHa mo4Ka 8 pecypc
Ycnosusita 3a nstpmsaHe/otternsHe Ha Cbornacue 3a MHpopmaumoHHn ycnyru ypes Ay
ca OnucaHu B OLLIe B Ha4anHaTa Bepcus. YnpaBneHMeTo Ha cbrracneTo ce obpaborea mexay AMMY um
[MonsBaTenst n cbrnacueTo 3a 4OCTbMN A0 MHAOPMAaLMOHHM yCcnyrn moxe aa 6bae otaeneHo, 6e3 oa
MMa CTpaHMyeH edoekT BbpPXY U3MbIIHEHNETO Ha TpaH3aKUMnTe.

Ot Ta3n Bepcusa cneumdmrkaumaTa e noaabpxa oTMAHA Ha MHULMUMPAHO NnallaHe 4ypes
AOrY. To3n npouec e pasgeneH Ha ABe CTbIKK:

1. USTPMBAHE (DELETE) Ha CbOTBETHUA peCcypc, KOoraTto He Ce U3NCKBa aBToOpM3aUunS.

2. 3a cTapTupaHe Ha npoueca no aHynMpaHe Ha nnawliaHe, ako Ce U3MCKBa aBTOpU3aLMS:
KomaHpga: POST payments/sepa-credit-transfers/paymentld/cancellation-authorizations

BTopata ctbnka mMoxe ga ©bae nponycHaTa, korato [OMNYOC He un3uckBa u3pudHa
aBTOpM3auma 3a aHynupaHe. HeobxoanumocTTa 3a aBTopmu3aums Ha aHynmpaHeTo ce cbobLiaBa Ypes
nanpatlaHe Ha CbOTBETHU xnnepepb3ku kbM OIY, cp. Pasgen 4.12.

MoaxoobT Ha aHynMpaHe u4pe3 aBTopu3auusl e ce YynpaBnsiBa 4pe3 noa-pecypc
paspeLleHne 3a aHynmpaHe Ha nnawjaHe no aHanorus ¢ paspeLleHnsTa 3a UHULUMpaHe Ha nnawjaHe.
WcTtopusaTta Ha nsnonssaHuTe nog-pecypcute npu paspelleHne 3a MHULMMpaHe Ha nnawaHe He ce
NPOMEHAT Npe3 Lenusa XM3HEH LMKbLIT Ha NnawaHeTo C Len Aa ce 3anasu ucrtopusta My oTHavasno
Aokpan. CnegHuTe KapTUHKM nokasBaT NPOMEHUTE Ha HUBO PeCcypcC NPU UHULUUPAHO NnaLlaHe:



Mopen Ha gaHHMTe 3a eQHOKPaTHO NnnallaHe Mopen Ha gaHHUTe 3a oTMsiHa Ha nnawaHe 6e3
¢ egHa 3YW aBTopusauus 3YW aBTOpM3auma

Scheduled

P t Payment Transaction
o resource status changed to
resource CANC
resource no longer
Auth. sub- Auth. sub- addressable

resource

resource

Mopgen Ha gaHHUTe 3a OTMAHa Ha NnauwlaHe, Korato ce nsunckea 3YW aBstopusauus

Pavment Cancellation
re::wce —| author. sub-
resource

Auth. sub-
resource

CbOTBETHUTE OpUTMHArHK Noa-pecypcu 3a aBTopu3auns octaBaT HEMPOMEHEHN MpK
BCUYKM CNyYan Ha OTMSIHA Ha MHMLMMPAHO NnallaHe.

3a TpaH3akuun, npu KouMTo € Heobxoaumma MHorocteneHHa 3YW aBTopu3auma 3a
NoOTBbPXAEHME, MOXE Oa € Heobxoamma n mHorocteneHHa 3YW aBTopusaums 3a aHynmpaHe. Ako
nonntukata Ha AMNYOC u3nckBa ekBMBANEHTHOCT Ha paspelleHneTOo, MOoAenbT 3a OTMSHa e
CbAbpXXa noseYve Nog-pecypcu 3a OTMsHa.

4.8. WN3uckeaHusi KbM KOHMeKcmHume 0aHHuU Ha [lon3eamen

CnegHute enemMeHTU OT AaHHM npenpawaTt nHdopmaums 3a lNonssaten / ANy
MHTepdenca n paswmnpsasaTt npoueaypuTe 3a ynpasneHue Ha pucka Ha AINMYOC. HactoaTtenHo ce
npenopbyBa Te3n eNeMeHTU Ha JaHHWM da ce n3npawat BbB BCUYKM CbObOLLEHNS 3a 3asBKa B
pPaMKUTE Ha TpaH3aKuusaTa 3a UHMUMMPAaHe Ha nnalwjaHe unm 3a Cb3gaBaHe Ha cbrracue, T.e. NoToum
¢ BkntoyeHa PSU naoeHtndukaums. No-HatarbluHUTE AePUHNLMM HA NapamMeTpuTe Ha 3asiBkaTa B
CbOTBETHUTE CEKLUN HE MOBTAPAT AePUHNLMATA HA Te3M eflieMeHTN C Len no-gobpa 4eTumoctT.
EOMHCTBEHOTO U3KIHOYEHME €, KOraTo YCIOoBUS, pasfinyHu OT ,He3aabimkutenHu®, ce npunarart 3a
KOHKpPETHM cboOLLeHns 3a 3asaBka, Hanp. 3a I[P agpeca Ha PSU. Noeeye nogpobHOCTM ca
npegocTaBeHun B nperneia Ha gaHHuTe B Pasgen 5.2 unu Pasgen 6.2.




Attribute

Format

Condition

Description

PSU-IP-Address

String

Optional

The forwarded IP Address
header field consists of the
corresponding HTTP
request IP Address field
between PSU and TPP.

PSU-IP-Port

String

Optional

The forwarded IP Port
header field consists of the
corresponding HTTP
request IP Port field
between PSU and TPP, if
available.

PSU-Accept

String

Optional

The forwarded IP Accept
header fields consist of the
corresponding HTTP
request Accept header
fields between PSU and
TPP, if available.

PSU-Accept-Charset

String

Optional

see above

PSU-Accept-Encoding

String

Optional

see above

PSU-Accept-Language

String

Optional

see above

PSU-User-Agent

String

Optional

The forwarded Agent
header field of the HTTP
request between PSU and
TPP, if available.

PSU-Http-Method

String

Optional

HTTP method used at the
PSU - TPP interface, if
available.
Valid values are:

e GET

e POST

e PUT

e PATCH

e DELETE

PSU-Device-ID

String

Optional

UUID (Universally Unique
Identifier) for a device,
which is used by the PSU,
if available.

UUID identifies either a
device or a device
dependant application
installation. In case of an
installation identification
this ID need to be unaltered
until removal from device.

PSU-Geo-Location

Geo Location

Optional

The forwarded Geo
Location of the
corresponding HTTP
request between PSU and
TPP if available.

3abenexka: MHdbopmauus 3a Nonssarten / AN1Y nHTepdenca moxe aa ce nanonsea ot AMNYOC kato
BXOAHW OaHHM 3@ CUCTEMUTE 3a OTKPMBAHE Ha M3MaMu 1 3a yrpasreHne Ha pucka cu. Hsakom
AMYOC n3nonseat Tasu MHpopMauma 1 3a ga U3Kn4vaT HIKOM MeToamM 3a yAoCToBepsiBaHe
(Hanpumep Hskom AMNMYOC He nosBonsasaT nosiydyasaHe Ha OTP 4ype3 SMS Ha cbLmnsa cmapTdoH,
N3non3BaH 1 3a camarta TpaH3akuus). B gonbnHenne, NMYOC moxe ga ce Hanoxu ga nonyyasa
KOHKpeTHa MHdopMauus, cBbp3aHa C YCTPONCTBOTO, 3a Aa MOXe [a noaabpa onTuMuanpaHa
npolenypa 3a npeHacoyBaHe Ha npunoxeHue-kbM-npunoxerHune 3a TPP. Nopagn Tean npnynHn
curnHo ce npenopbyBa TPP ga BknioyBa udnarta a3y nHgopmaumsa B CbOTBETHUTE CbOOLLIEHNS 33
3asBka. Jlunceallara nHpopmaumsa Moxe ga goseae 40 OLEeHKa Ha NoTpebuTenckoTo YCTPOMUCTBO
KaTo HENPUIOXMMO 32 MeToAa 3a YAOCTOBEPSIBAHE UK A0 Kracugukaumnsa Ha Tekyliata TpaH3akums



KaTo ,TpaHCaKumsa ¢ NO-BMCOK PUCK®, Hanp. Nnopaan aTakm CBbp3aHu Cbe cecusTa. 1o To3m HaunH
BEPOSATHOCTTA 32 OTXBbPJIAHE Ha Ta3u TpaH3aKuna nopagu pesynrtart OT OTKpMBaHe Ha namamu u /
UnNun ynpaereHne Ha pucka moxe aa 6bae ysenunyeHa, Bx. [XS2A-SecB] 3a nogpobHocTw.

4.9. MH3uckeaHus 3a udeHmudbukayusi Ha Iy

[PSD2] sagbvmkaBa naeHtudpunumpaneto Ha Y aa e ypes elDAS cepTtudukaty,
cBbp3aHu ¢ PSD2. CneundunyHnte ceptudmkaTtin, KOUTO LLie ce uanonseaT B KOHTekcTa Ha PSD2, ca
noco4venun B [ETSI PSD2]. 3nckBaHuaTta, aepuHupann B [XS2A-OR], nanckeat Ha Oy
noeHtudpukaumna ypes QWAC n / unn QSEAL cepTtudukat, nsnonssaH ot ArY.

ArY e ot6enasaH B elDAS ceptudumkara cbe 3akoHHOTO cu ume. M Bce nak Y moxe ga
n3non3Ba TbProBCKM HaMMeHoBaHUSA (Mapku) kbM Non3saTens, KOUTO CUIHO ce pasnuyasar OT
3aKOHHOTO MY mnmMe. 1o To3n HauMH Moxe Aa e oT nonsa 3a Ay, ako AMNYOC e B cbecTOAHME Oa
N3nonssea CblUNTE TbProBCkM HanmeHoBaHus Ha [ITY cnpsimo Non3sBaTens BbB BCUYKM CBbP3aHN C
MonaBaTtens npouecu kato SCA. KOHKpeTHM HaMMeHOBaHUSA Ha TbprosBckaTa Mapkarta Ha [I1Y morat
Aa 6baaT BbBeAEeHM B MOMeTOo 3a cepTudumkaT Ha opraHm3aumoHHaTa eauHuua (MapKkmpaHo ¢ eTukeT
,OU). AMNMYOC moxe ga urHopmpa 3anucu B ToBa rnorie.

MosicHeHue: 3non3saHeTo Ha noneto OU Ha ceptudmkat ot AMY we aoseae 4o n3nons3saHeTo
Ha HAKOMKo cepTudmkaTa, ako [AY Bb3HamepsBa Aa nanoniasa pasfnnyHM TbProBCKU MapKu npu
paboTaTa cu.

3abenexka: /3anon3saHeTo Ha noBeYve OT eanH ceptudmkat ot ANMY, Hanp. nopagn pasnuyHn
3anuvcu B OU He 03HayaBa, Ye yrnpaBreHneTo Ha CbrnacmMeTo TpeTupa Teaun pasnnyHu ceptudukaTi
KaTo pasnuyHu eguHuum. Mo nogpasbupaHe 3aKOHHUAT COBCTBEHMK Ha cepTudmKaTa € KOHTpareHT
3a ynpasrieHue Ha JoCTbla Ypes cbrnacue, a He TbproBckaTa Mapka, untupana B nosneto Ha OU.

4.10. HN3uckeaHusi kbm URIs Ha MY
AOrY moxe ga npegoctasun HAkonko URI Ha AOMNMYOC kato napameTpu 3a criegsawm
CTBbIKM Ha NPOTOKOMa Ha B3anmogenctame. OT cbobpaxeHus 3a cUrypHocCT TpsibBa fa ce rapaHTupa,
ye Te3n URI ca 3awmtenn ot eIDAS QWAC Ha [I1Y, nanonssaH 3a ngeHtudpunumpane Ha Ary.
Mpunara ce cnegHoTO:

URI, kouto ce npepoctasaTt oT Y B TPP-Redirect-URI unu TPP-Nok-Redirect-URI,
TpsibBa Aa cbOTBETCTBAT Ha AOMeENHa, 3awmuTeH oT elDAS QWAC ceptudukara Ha [i[1Y B noneto
CN nnun SubjectAltName Ha cepTudmkata. Mons, o6bpHeTe BHUMaHue, 4e B cnyyam Ha example-
TPP.com kaTo BbBexaaHe Ha ceptudukaTt TPP-Redirect-URI kaTo

e www.example-TPP.com/xs2a-client/v1/ASPSPidentifcation/mytransaction-id nnu

e redirections.example-TPP.com/xs2a-client/v1/ASPSPidentifcation/mytransaction-id
Ouxa 6unmn cbBMeCcTUMM.
[ednHnumnTe cbc 3amecTBaLLM CMMBOMN Ce B3eMaT npeasung npyu NPpoBEPKUTE 3a CbOTBETCTBUE OT
AOrnyoc.
MosicHeHue 3a B 6baewe: ANMYOC B 6baelie moraT ga OTXBbPIAT 3ad9BKUTE, ako NpeaoCTaBeHNTe
URI agpecun He otroBapAT. ToBa BCe OLLe He e BanuaHo 3a Tekyllata Bepcus Ha cneundgukaumara.
NMosicHeHue 3a B 6baewe: [Nopagn npnynHM 3a murpaums, Tasm cneumdukaumsa gasa maHgaT Ha
AOMY na nopavpxa TPP-Redirect-URI, nanonsesaH BbB BCUYKKM NMPOLIECU HA pa3pellaBaHe 3a
KOHKpETHa TpaH3akuus N0 BPEME Ha XU3HEHMS LUMKBLI Ha Tasn TpaH3akuus. ToBa Moxe ga 6bae
npemaxHaTo B criegsawiata Bepcusa Ha cneumdukauymaTa.
MosicHeHue 3a B 6bAaewe: OrpaHnyerHnaTta 3a URI we ce npunarat 3a URI Ha AIY, nanon3saxu B
6baewwm push yenyrm Ha AMYOC.

4.11. Memodu Ha docmbn Ype3 API (APl Access Methods)
CnepgpawmTte Tabnuum cbabpkaT obLw, nperneq Ha metoauTte 3a goctbn no HTTP,
nogabpXKaHu OT KpanHUTE TOYKM Ha NPUNOXHUA nporpameH nHtepdgenc (API), n ot pecypcu,
cb3ganeHu vpes t1o3m APL.




MpunoxHuat MNporpamen NHTepderic (API) narotsex ot 1Y tpsabea ga noaavpxa
cTaHgapTHUTe MeToaum 3a AocTbn cbrnacHo HTTP npoTokona.

MeTtog POST — 3a cb3gaBaHe Ha pecypc. (MHuunmnpaHe Ha nnawaHe; NpenocraBaHe Ha

cbrnacue)

Metop PUT - B cnyyau 3a ycTaHOBsIBaHe Ha MOEHTUYHOCT Ha nonssaTtens npun MmeTos

Embedded

MeTtog GET — 3a nonyyaBaHe Ha nHgopmaums, cebp3aHa ¢ ycnyra JOCT bl 4O
CMETKA. lNMpumepHO Npu nckaHe 3a pe3ynTaT OT 3asiBKa UNv UCKaHe 3a CTaTyC Ha nnalljaHe.
Metog DELETE — 3a ustpmBaHe Ha gaHHu nNo KOHKpeTHo cbrnacue 3a JOCTbI1 40

CMETKA.

OcBeH TOBa e aecmHMpaHo ganun Ta3u NoadpbXKKka Ha MeToaa € 3aAbliKUTENHa Unm
onumoHanHa 3a [MNyOC no Ttasu cneundukauyms.

CnepgBa Tabnuua ¢ MeToauTe Ha AOCTHN M yNpaBreHne Ha KOHKPeTHU pecypcu

4.11.1. KpaliHu moyku 3a Pa3nnawaHus

Endpoints/Resources Method | Condition Description

payments/{payment-product} POST | Mandatory | Create a payment initiation resource addressable
under {paymentld} with all data relevant for the
corresponding payment product. This is the first
step in the API to initiate the related payment.
Section 5.3.1 and 5.3.2

payments/{payment- GET Mandatory | Read the details of an initiated payment.

product}/{paymentlid} Section 5.5

payments/{payment- GET Mandatory | Read the transaction status of the payment.

product}/{paymentid}/status Section 5.4

bulk-payments/{payment-product} POST Optional | Create a bulk payment initiation resource
addressable under {paymentld} with all data
relevant for the corresponding payment product.
This is the first step in the API to initiate the
related bulk payment. Section 5.3.3

bulk-payments/{payment- GET Mandatory | Read the details of an initiated bulk payment.

product}/{paymentlid} Section 5.5

bulk-payments/{payment- GET Mandatory | Read the transaction status of the bulk payment.

product}/{paymentid}/status Section 5.4

periodic-payments/{payment- POST Optional |Create a standing order initiation resource for

product} recurrent i.e. periodic payments addressable
under {paymentld} with all data relevant for the
corresponding payment product and the
execution of the standing order. This is the first
step in the API to initiate the related
recurring/periodic payment. Section 5.3.4

periodic-payments/{payment- GET Mandatory | Read the details of an initiated standing order for

product}/{paymentlid} recurring/periodic payments. Section 5.4

periodic-payments/{payment- GET Mandatory | Read the transaction status of the standing order

product}/{paymentld} /status for recurring/periodic payments. Section 5.4

{payment-service}/{payment- POST | Mandatory | Create an authorization sub-resource and start

product}/{paymentld}/authorisations

the authorization process, might in addition
transmit authentication and authorization related
data. This method is iterated n times for a n times
SCA authorization in a corporate context, each
creating an own authorization sub-endpoint for
the corresponding PSU authorizing the
transaction.




The ASPSP might make the usage of this access
method unnecessary in case of only one SCA
process needed, since the related authorization
resource might be automatically created by the
ASPSP after the submission of the payment data
with the first POST payments/{payment-product}
call. Section 7.1

{payment-service}/{payment- GET Mandatory | Read a list of all authorization sub-resources Ids
product}/{paymentld}/authorisations which have been created. Section 7.4
{payment-service}/{payment- PUT Mandatory | Update data on the authorization resource if
product}/{paymentid}/authorisations/ for needed. It may authorize a payment within the
{authorisationld} Embedded | Embedded SCA Approach where needed.
SCA Independently from the SCA Approach it supports
Approach, |e.g. the selection of the authentication method
Conditional | and a non-SCA PSU authentication.
for other |Section 7.2 and Section 7.3
approaches
{payment-service}/{payment- GET Mandatory | Read the SCA status of the authorization.
product}/{paymentld}/authorisations/ Section 7.5
{authorisationld}
{payment-service}/{payment- DELETE Optional | Cancels the addressed payment with resource
product}/{paymentlid} identification paymentld if applicable to the
payment-service, payment-product and received
in product related timelines (e.g. before end of
business day for scheduled payments of the last
business day before the scheduled execution
day).
The response to this DELETE command will tell
the TPP whether the
- access method was rejected
- access method was successful, or
- access method is generally applicable, but
further authorization processes are needed.
{payment-service}/{payment- POST Optional | Starts the authorization of the cancellation of the
product}/{paymentid}/cancellation- addressed payment with resource identification
authorisations paymentld if mandated by the ASPSP (i.e. the
DELETE access method is not sufficient) and if
applicable to the payment-service, and received
in product related timelines (e.g. before end of
business day for scheduled payments of the last
business day before the scheduled execution
day). Section 7.1
{payment-service}{payment- GET Optional | Retrieve a list of all created cancellation
product}/{paymentid}/cancellation- authorization sub-resources. If the POST
authorisations command on this endpoint is supported, then
also this GET method needs to be supported.
Section 5.7
{payment-service}/{payment- PUT Mandatory | Update data on the cancellation authorization
product}/{paymentid}/cancellation- for resource if needed. It may authorize a
authorisations/{authorisationld} Embedded | cancellation of the payment within the Embedded
SCA SCA Approach where needed.
Approach, | Independently from the SCA Approach it supports
Conditional | e.g. the selection of the authentication method
for other |and a non-SCA PSU authentication.
approaches | Section 7.2 and Section 7.3
{payment-service}/{payment- GET Mandatory | Read the SCA status of the cancellation

product}/{paymentid}/cancelation-
authorisations/{authorisationld}

authorization.
Section 7.5




4.11.2.

KpatiHu moyku 3a VIHgbopmauusi no cMemka

Endpoints/Resources

Method

Condition

Description

accounts

GET

Mandatory

Read all identifiers of the accounts, to which an
account access has been granted to through the
/consents endpoint by the PSU. In addition, relevant
information about the accounts and hyperlinks to
corresponding account information resources are
provided if a related consent has been already
granted.

- Remark: Note that the /consents endpoint
optionally offers to grant an access on all
available payment accounts of a PSU. In this case,
this endpoint will deliver the information about
all available payment accounts of the PSU at this
ASPSP.

Section 6.6.1

accounts/?withBalance

GET

Optional

Read the identifiers of the available payment
account together with booking balance information,
depending on the consent granted. Section 6.6.1

accounts/{account-id}

GET

Mandatory

Give detailed information about the addressed
account. Section 6.6.2

accounts/{account-id}
/?withBalance

GET

Optional

Give detailed information about the addressed
account together with balance information. Section
6.6.2

accounts/{account-id}/balances

GET

Mandatory

Give detailed balance information about the
addressed account. Section 6.6.3

accounts/{account-ld}
/transactions

GET

Mandatory

Read transaction reports or transaction lists of a
given account, depending on the steering parameter
"bookingStatus"

For a given account, additional parameters are e.g.
the attributes “dateFrom” and “dateTo”. The ASPSP
might add balance information, if transaction lists
without balances are not supported. Section 6.6.4

accounts/{account-id}
/transactions/?withBalance

GET

Optional

Read transaction reports or transaction lists of a
given account, depending on the steering parameter
"bookingStatus" together with balances.

Section 6.6.4

accounts/{account-id}
/transactions/{transaction-id}

GET

Optional

Read transaction details of an addressed transaction.
Section 6.6.5

3ab6enexka: Mimante npeasug, Yye napametpute {account-id} morat aa 6bgat mapkupanum ot AMNYOC
Taka, Yye peanHute Homepa Ha cmeTkn, kato IBAN nnn PAN, ga He ca yacT oT gedomHuuuute Ha API
3a uenuTe Ha 3awmTaTta Ha gaHHuTe. Tasm TokbHM3auma ce ynpasngasa ot [ANMYOC.

4.11.3.

KpaliHa moyka 3a kapmoga cMemka

Tasun KpanHa To4ka JoCTaBs MH(popMaLms 3a CMeTKaTa, CBbp3aHa C KpeauTHa KapTa, KbaeTo
cMeTKaTa ce M3MnoJi3Ba 3a CbrnacyBaHe Ha TpaH3akuuuTe ¢ KpeauTHU KapTu Ha [on3sartens. Tasu
KpanHa To4Ka He € NPSKO CBbp3aHa C KpeaAUTHUTE KapTu KaTo Takmea, a ¢ oMHaHcoBaTa CMeTKa 3a4

CbOTBETHUTE KapTu.

Endpoints/Resources

Method

Condition

Description




card-accounts GET Optional Read all identifiers of the card accounts, to which an
account access has been granted to through the
/consents endpoint by the PSU. In addition, relevant
information about the card accounts and hyperlinks
to corresponding account information resources are
provided if a related consent has been already
granted. Section 6.7.1

card-accounts/{account-id} GET Optional Give detailed information about the addressed card
account. Section 6.7.2

card-accounts/{account- GET Optional Give detailed balance information about the

id}/balances addressed card account. Section 6.7.3

card-accounts/{account- GET Mandatory Read transaction reports or transaction lists related

id}/transactions to a given card account For a given card account,

additional parameters are e.g. the attributes
"dateFrom" and "dateTo". Section 6.7.4

3a6enexka: VMimante npeasua, Yye napameTpute {card-account-id} morat ga 6bgaT MapkupaHu ot
AMYOC Taka, 4e peanHuTe Homepa Ha cmeTku, kato IBAN unu PAN, oa He ca yacT ot gepuHuummre
Ha API 3a uenuTte Ha 3awmTaTa Ha gaHHUTe. Tasn TokeHnsauus ce ynpasnsasa ot ANMYOC

4.11.4. KpatiHa moyka 3a cbesacue
Endpoints/Resources Method Condition Description
consents POST Mandatory Create a consent resource, defining access rights to

dedicated accounts of a given PSU-ID. These
accounts are addressed explicitly in the method as
parameters as a core function. Section 6.4.1
consents POST Optional As an option, an ASPSP might optionally accept a
specific access right on the access on all psd2
related services for all available accounts.
As another option an ASPSP might optionally also
accept a command, where only access rights are
inserted without mentioning the addressed
account. The relation to accounts is then handled
afterwards between PSU and ASPSP. This option is
supported only within the Decoupled, OAuth2 or
Re-direct SCA Approach.
As a last option, an ASPSP might in addition accept
a command with access rights
e to see the list of available payment
accounts or
e to see the list of available payment
accounts with balances.

Section 6.4.1
consents/{consentld} GET Mandatory Reads the exact definition of the given consent
resource {consentld} including the validity status.
Section 6.4.3
consents/{consentld} DELETE Mandatory Delete the addressed consent. Section 6.5
consents/{consentld}/status GET Mandatory Read the authentication status of the addressed
consent resource. Section 6.4.2
consents/{consentld} POST Mandatory Create an authorization sub-resource and start the
/authorisations authorization process, might in addition transmit

authentication and authorization related data.
The ASPSP might make the usage of this access
method unnecessary, since the related




authorization resource will be automatically created
by the ASPSP after the submission of the consent
data with the first POST consents call. Section 7.1
consents/{consentld}/authorisation GET Mandatory Read a list of all authorisation sub-resources IDs
s which have been created.
Section 7.4
consents/{consentld} PUT Mandatory for | Update data on the authorization resource if
/authorisations/{authorisationld} Embedded SCA | needed. It may authorize a consent within the
Approach, Embedded SCA Approach where needed.
conditional for |Independently from the SCA Approach it supports
other SCA e.g. the selection of the authentication method and
approaches a non-SCA PSU authentication.
Section 7.2 and Section 7.3
consents/{consentld} GET Mandatory Read the SCA status of the authorization.
/authorisations/{authorisationld} Section 7.5

4.11.5.

KpatiHa moyka 3a cbenacue 3a [lomebpxxdeHue Ha Hanu4yHoCm Ha

cpedcmea o cmMemka

Endpoints/Resources

Metho
d

Condition

Description

consents/confirmation-of-funds

POST

Optional

Create a consent resource to register a TPP
for the confirmation of funds service for a
given account by a PSU for a given PSU ID.
Section 10.2

consents/confirmation-of-funds/{consentld}

GET

Mandatory

Reads the exact definition of the given
consent resource {consentld} including the
validity status.

Section

DELETE

Mandatory

Terminate the addressed consent.
Section

consents/confirmation-of-
funds/{consentld}/status

GET

Mandatory

Read the consent status of the addressed
consent resource.
Section

consents/confirmation-of-
funds/{consentld}/authorisations

POST

Mandatory

Create an authorisation sub-resource and
start the authorisation process, might in
addition transmit authentication and
authorisation related data.

The ASPSP might make the usage of this
access method unnecessary, since the
related authorisation resource will be
automatically created by the ASPSP after the
submission of the consent data with the first
POST consents call.

Cp. [XS2A-1G]

consents/confirmation-of-
funds/{consentld}/authorisations/{authorisatio
nid}

PUT

Mandatory
for Embedded
SCA
Approach,
Conditional
for other
approaches

Update data on the authorisation resource if
needed. It may authorise a consent within
the Embedded SCA Approach where
needed.

Independently from the SCA Approach it
supports e.g. the selection of the
authentication method and a non-SCA PSU
authentication.

Cp. [XS2A-IG]

consents/confirmation-of-
funds/{consentld}/authorisations/{authorisatio
nid}

GET

Mandatory

Read the SCA status of the authorisation.
Cp. [XS2A-IG]




4.11.6. KpaliHa mo4ka 3a nodnuceaHe Ha KowHuua
Endpoints/Resources Method Condition Description
signing-baskets POST Optional Create a signing basket resource for authorizing
several transactions with one SCA method. The
resource identifications of these transactions are
contained in the payload of this access method.
Section 8.1
signing-baskets/{basketld} GET Optional Retrieve the signing basket content. Section 8.2
signing-baskets/{basketld}/status GET Optional By ERRATA 07.02.2019
signing-baskets/{basketld} DELETE Mandatory Delete the signing basket structure as long as no
authorization has yet been applied. The underlying
transactions are not affected by this deletion.
Section 8.4
signing-baskets/{basketld} POST Mandatory Create an authorization sub-resource and start the
/authorisations authorization process, might in addition transmit
authentication and authorization related data.
The ASPSP might make the usage of this access
method unnecessary, since the related authorization
resource will be automatically created by the ASPSP
after the submission of the basket data with the first
POST consents call. Section 7.1
signing-baskets/{basketld} PUT Mandatory for | Update data on the authorization resource if needed.
/authorisations/{authorisationld} Embedded SCA | It may authorize all transactions in the addressed
Approach, sighing basket within the Embedded SCA Approach
conditional for | where needed.
other SCA Independently from the SCA Approach it supports
approaches e.g. the selection of the authentication method and a
non-SCA PSU authentication.
Section 7.2 and Section 7.3
signing-baskets/{basketld} GET Mandatory Read the SCA status of the authorization.
/authorisations/{authorisationld} Section 7.5

4.11.7.

KpatiHa moyka 3a nomebpXX0eHUe Ha Hasiu4Hocm no cMemka

Endpoints/Resources

Method

Condition

Description

funds-confirmations

POST

Mandatory

Checks whether a specific amount is available at
point of time of the request on an account linked to a
given tuple card issuer(TPP)/card number, or
addressed by IBAN and TPP respectively.

Section 10.2

3abenexka: Metogute PUT HTTP morat ga 6baat agantupanu kbM TexHmdeckunte PATCH
mMeToau B 6baella Bepcua Ha cneundukaumata. CbOTBETHOTO peLleHne Lwe ce 0Tpasu B HacToswmTe
nasapHu npaktukn n padotarta no ISO TC68 / SC9 / WG2 3a duHaHcosuTe API ycnyru.

4.12. HTTP Response Codes and Additional Error Information
Tpabsa ga ce npaBu pasnuka mexgy otroBopute Ha HMBO HTTP n oTroBopuTe Ha HMBO
Response Body. KoabT 3a otroBop Ha HMBO HTTP npoTtokon, cbobuiaBa 3a yCneLwwHo uim HeycneLwwHo
npuemaHe Ha 3asBka ot [IMY. CtaTycbT Ha MCKaHeTO 3a nnawiaHe unm cbrnacue OobUKHOBEHO ce
BpbLua kato HTTP kog 200 (ycnelwHa) He3aBUCMMO Januv AeVCTBUTENHOTO nnallaHe oT CbobLeHneTo




UNn CbrnacmMeTo e ycnewHo 3aBbplieHo unm He. KogoseTte 3a otroBop Ha HTTP 4XX tpsibea aa ce
AaBaT camo ako HacTosiwaTa 3asBka He Moxe Aa 6bae nsnbrHeHa.

Ha HnBo Response Body ce npegocrtaBAT OTroBopu, CBbp3aHu C YCNELHOTO U3MNbITHEHNE
Unn gocTtaBka Ha pecypca.

CnepBa Tabnuua c kogoseTe 1 oTroBopuTe Ha HMBO HTTP:

Status code

Description

200 OK

PUT, GET Response Codes

This return code is permitted when the request is repeated due to a time-out. The
response in that might be either a 200 or 201 code depending on the ASPSP
implementation.

The POST for a Funds request will also return 200 since it does not create a new
resource.

DELETE Response Code where a payment resource has been cancelled successfully and
no further cancellation authorization is required.

201 Created

POST Response code where Payment Initiation or Consent Request was correctly
performed.

202 Accepted

DELETE response code, where a payment resource can be cancelled in general, but
where a cancellation authorization is needed in addition.

204 No Content

DELETE Response code where a consent resource was successfully deleted. The code
indicates that the request was performed, but no content is returned.

400 Bad Request

Validation error occurred. This code will cover malformed syntax in request or incorrect
data in payload.

401 Unauthorized

The TPP or the PSU is not correctly authorized to perform the request. Retry the request
with correct authentication information.

403 Forbidden

Returned if the resource that was referenced in the path exists but cannot be accessed
by the TPP or the PSU. This code should only be used for non-sensitive id references as it
will reveal that the resource exists even though it cannot be accessed.

404 Not found

Returned if the resource that was referenced in the path does not exist or cannot be
referenced by the TPP or the PSU.

When in doubt if a specific id in the path is sensitive or not, use http code 404 instead of
403.

405 Method Not Allowed

This code is only sent when the http method (PUT, POST, DELETE, GET etc) is not
supported on a specific endpoint. It has nothing to do with the consent, payment or
account information data model. DELETE Response code in case of cancellation of a
payment initiation, where the payment initiation cannot be cancelled due to legal or
other operational reasons

406 Not Acceptable

The ASPSP cannot generate the content that the TPP specified in the Accept header.

408 Request Timeout

The sever is still working correctly, but an individual request has timed out.

409 Conflict

The request could not be completed due to a conflict with the current state of the target
resource.

415 Unsupported Media
Type

The TPP has supplied a media type which the ASPSP does not support.

429 Too Many Requests

The TPP has exceeded the number of requests allowed by the consent or by the RTS.

500 Internal Server Error

Internal server error occurred.

503 Service Unavailable

The ASPSP server is currently unavailable. Generally, this is a temporary state.

4.13. JonwaHumenHa uHgopmMayusi 3a 2peWKuU




3a pga ce nocturHe no-gobpa YeTMMOCT, OCHOBHATa YacT Ha JOKYMEHTa On1cBa OTrOBOPUTE CaMo
B Crly4Yal Ha nonoxuTeneH pe3yntart ot obpaboTkaTta. CneaBalmsaT pasgen aBa KOHKPETHU NpaBuna
3a cny4yan Ha oTpuuarteneH pesyntart ot obpaboTkaTa.

4.13.1. Header

KaTo usino, egHu u cblum npaBuna OTHOCHO HaNMYMETO Ha 3arnaBHM efleMeHTU ce npunaraTt u
3a MONOXWUTENHW, N 3a oTpuuaTenHu oTroBopu. WM3knioyeHne ce npaswm 3a crydaute, KOraTo e
Bb3HMKHaNa rpelka npean camarta obpabotka. MNMpumepn 3a TakmBa criydam Ha rpeLukn ca obm
rpewwkn Ha cbpBbpa (06mkHoBEHO C¢ 50X hitp koa 3a OTroBOp) U - B 3aBUCUMOCT OT U3MbIHEHWETO -
BanuanpaHe Ha ceptudukata. B te3n cnyyamn Ha rpewka OMNYOC moxe ga nponycHe nocoveHute
3arnaeHu enemeHTn. Korato obaye Beyve e npoBeaeHa yHKUnoHanHa obpabotka, AMNMYOC Bce owe
Ce U3NCKBa [a BKIOYBA 3a4bIMKUTENHUTE (M aKO € NPUNOXKUMO YCNOBHUTE) 3arfaBHN €fIEMEHTU CbLLO
B OTpuuUaTeneH OTroBop.

4.13.2. Body

Bcuukun onvcaHusa Ha enemMeHTUTe Ha TANOTO B JOKYMEHTa ce npunaraT camo 3a crnyyau C
nonoxuteneH otroeop. CvoTBeTHUTE aTpmbyTn cblo TpsabBa Aa 6baaT npegocTaBeHn B TANOTO,
KbAeTO € Bb3MOXHO M npunoxumo. OcseH ToBa APl TpabBa pga npegnara [ONbAHUTENHA
MHOpMaUUA 3a rpeLLkun, KakTo e onucaHo B pasgen 4.13.3, korato APl cbpBbpbT € TEXHUYECKU B
CbCTOSIHME Aa S NpeJocTaBMu.

4.13.3. JonbaHumersnHa uHgbopmMauus 3a 2peku

Ako e Heobxoagumo, OMNMYOC moxe ga cbobwm Ha OIMY gonbnHuTenHa nHdopmaums 3a
rpellka B gnarnora “sasiBka / OTroBop” B pe3ynTaT Ha KOWTO ce nonyyasaT kogoseTe 3a otrosop HTTP
4xx nnun 5xx. Tasu cneundukauua npeanara gse Bb3MOXHocTM 3a AOMMYOC - ga npegasaT camo
OCHOBHaTa WK OCHOBHATa 3aefHO C AonbfHUTENHaTa nHgopmaums 3a rpewkun. ANMYOC moxe ga
n3bepe egHo oT peweHusTa. Mmante npensua, Ye AonbrHMTENHaTa MHGOpMaumMa 3a rpellka e
AETaWNHUAT KOO 3a rpelka, KOWTO oborataBa WHdopmauuaTa Ha ocHOBHMA Tun "Koa Ha
cboOLeHneTo", KakTo e agehmHnpaH B pasgen 14.11.

B cnyyaute, korato Hama geduHMpaH OCHOBEH KO 3a rpelwka B otroBopa no HTTP
response code B Pasgen 14.11, He moxe fa ce u3nonssa 1 JoNbIHUTENHA MHOPMaLUS 3a rpeLuka.

4.13.3.1. CneuyuguyHa donwriHumernHa uHgopmayus 3a epewku rno NextGenPSD?2

Cneundukaumata no NextGenPSD2 npegnara cobGCTBEH HauMH 3a TpaHCNOPTMpPaHe Ha
AonbNHUTENHa MHGOopMaums 3a rpewkn. B Heqa, ponbnHuTenHata uHoOpMmauus 3a rpeluka ce
n3npawa go Ay c nomowita Ha enemeHT oT AaHHu tppMessagelnformation n atpmbyT “category” cbc
ctonHocT "ERROR". ATpnbyTbT "code" nokassa rpewikarta, cp. Pasgen 14.11 u, ako e npunoxumo,
NbTHA HA eNeMeHTa Ha CboOLLIEHNETO 3a 3asiBKa, KOMTO NPOBOKMpa ToBa CbobLyeHne 3a rpewka. OcBeH
TOBa ce npeanara nosne B CBOOOAEH TEKCT, 3a ONMCaHME Ha rpeLukaTa unu gencTeusaTa, konto Tpsibea
Aa 6baart npegnpuetn ot ANY.

To3n enemeHT Ha rpewka Moxe ga 6bae BrpageH BbB BCMYKM CbOOLWEHNA Ha 6asaTta Ha
JSON ot uHTepdenca Joctbn go cmetka. Ako kbM [IY 6bae manpateHa nHpopmaums 3a rpeLuka,
CbCTOSIHMETO Ha TpaH3akumaTa BuHarun e "OTxBbpreHa”.

Mpumep 1: (Access token not correct)

{"tppMessages": [ {
"category": "ERROR",
"code": "TOKEN INVALID",



"text": "additional text information of the ASPSP up to 512
characters"

bl

B ponbnHeHne cboOLIEHMETO 3a OTroBOpP MOXE Ada CbAbpxa cekuus _links, cbabpkawa
XunepBpb3Ka, 3a Aa cbobwu Ha [Y cnegpawarta CTbnka, ¢ uen ga u3derHe cneaBally rPeLuKu.
Pasgen 4.12. ToBa ce oTHacsa 0Ccob6eHO 3a criydyauTe Ha rpeLlky npu aBTeHTuKaums Ha onseaTens,
Korato MOXe [a ce HaroXm NoBTOPHO BbBeXJaHe Ha AaHHUTe 3a aBTopu3aund ypes AMY.

Mpumep 2: (Password incorrect)

{"tppMessages": [{

"category": "ERROR",

"code": "PSU CREDENTIALS INVALID",

"text": "additional text information of the ASPSP up to 512 characters"

Y1y

" links":

{"updatePsuAuthentication":{"href":"/vl/payments/sepa-credit-
transfers/1234-wertig-983/authorisations/123auth456"}

}

4.13.3.2. CmaHdapmu3upaHa donbriHUMenHa uHgopMayus 3a 2pewKu
B [REC 7807] e onucaHo cTaHAapTHO onpegerieHMe Ha nHdopmaumsTa 3a rpewku. No-gony ca
AevHMpaHM n3nckBaHMA 3a TOBa Kak Aa Ce M3Mnof3Ba Tasu cTaHgapTuavpaHa WHgopmauus 3a
rpeLLKkn B KOHTEKCTa Ha uHtepderica NextGenPSD2 XS2A.

Response Code
OTrosopuTe 3a rpeLkn Ha HMBO HT TP oT TunoBse 4xx unn 5xx ca geuHupanu B pasgen 4.9.

Response Header

Attribute Type Condition Description

Content-Type String Mandatory The string application/problem + json is used

Response Body

Attribute Type Condition Description

type Max70Text Mandatory A URI reference [RFC3986] that identifies the problem
type.

Remark For Future: These URI will be provided by
NextGenPSD2 in future.

title Max70Text Optional Short human readable description of error type. Could be
in local language. To be provided by ASPSPs.
detail Max500Text Optional Detailed human readable text specific to this instance of

the error. XPath might be used to point to the issue
generating the error in addition.

Remark for Future: In future, a dedicated field might be
introduced for the XPath.

code Message Code Mandatory Message code to explain the nature of the underlying
error.



https://tools.ietf.org/html/rfc7807

additionalErrors Array of Error Optional Might be used if more than one error is to be
Information communicated

_links Links Optional Should refer to next steps if the problem can be resolved
e.g. for re-submission of credentials.

Mpumep:

HTTP/1.1 401 Unauthorized

Content-Type: application/problem+json

Content-Language: en

{

"type": "https://berlingroup.com/error-codes/TOKEN_INVALID",

"title": " The OAuth2 token is associated to the TPP but is not valid for the addressed service/resource.",

"detail": " additional text information of the ASPSP up to 512 characters ",

"code": "TOKEN_INVALID",

"additionalErrors": [ {
"title": "The PSU-Corporate-ID cannot be matched by the addressed ASPSP.",
"detail": "additional text information of the ASPSP up to 512 characters",
"code": "CORPORATE_ID INVALID"
Lo D,

" links": {}

}

4.14. UHpopmayuss 3a cmamyc

4.14.1. UHbopmayusi 3a cmamyc npu ycryeaa 3a UHUyuupaHe Ha niauaHe

Cuctemute ot Tuna backend Ha AINYOC 3a nnawaHus, nogabpxat craTtyca Ha
TpaH3akKumdaTa, KonTo e geuHupan B ctaHgapt 1ISO20022 v ce pasrnexga B Tasu cneumdukaums kato
enemeHT oT gaHHu "transactionStatus". ANYOC we goctaesa T03m cTaTyc BbB BCUYKM CHOOLLEHMS 3a
OTroBOp cnep kaTo e 6un cb3gafeH pecypc 3a NHULMMPAHE Ha MallaHe U ako CbOTBETHOTO 3asBEHO
CcbOobLLEeHNE e NpaBUHO hopmMaTMpaHo N HAMa Apyra TexkKa rpeLuka npu obpaboTkaTa.

CTaTyCbT Ha TpaH3akumaTa Npy MHUUMMPaHE Ha nrawaHe ce MNPOMEHs No Bpeme Ha
npoueca Ha UHULMMpaHe, B 3aBMCUMOCT OT peaynTaTa npu NoL-CTbMNKN KaTo NPOBEPKM Ha hopmaTw,
nposepkn Ha SCA, NpoBepPKM Ha CMeTKa, CBbP3aHN CbC CbrnacneTo unm ceobogHaTa HanMYHOCT, UMK
B 3aBMCUMOCT OT Ha4yarnoTo Ha NpoLecuTe 3a NOAroToBKa Ha AEHS.

B kpas Ha nnaTtexHusa npouec CbCTOAHNETO Ha TpaH3akuusaTa B nogcucremata Ha [NyYOC
e "RJCT", KoeTo O3Ha4aBa "OTXBBbpPNEHo" nnm "ACSC", KoeTo o3Ha4yaBa
"AcceptedSettlementCompleted". B 3aBucMmocT oT npoueca Ha ocdeToBoasaBaHe Ha [AIMNMYOC, pucka
OT AENCTBUTENHOTO NnallaHe, CbCTOSAHMETO Ha PMHaAHcCoBaTa CMeTKa Ha cMmeTkaTta Ha [lon3sartens
UNn gatarta u Yaca Ha UHUUUUpaHe, NOCNeaHNSaT cTaTyCc MoxXe Aa 6bae gocTurHat cned onpeenex
nepuoa M crneg Kato MpouecbT Ha 3anovBaHe Ha MnawaHeTo e 6un TakbB (uHANM3MpaH.
CnepoBaTenHo, uHopmauusaTa 3a cratyc B npoueca Ha obpaboTka Ha WMHULMMPAHOTO nnawjaHe
MOXe [a ce pas3fenu Ha cnegHuUTe KOOOBeE:

"PDNG", konTo o3Ha4aBa "npegcrosaw” ce nsnonsea ot ANYOC 3a ga nundopmupa Ay
OTHOCHO (hakTa, Yye nnawiaHeTo He € AOCTUrHano 6a3oBMTE NPOBEPKMY;

"RCVD", konto o3HayaBa " Received" ce nsnonsea ot [iN"YOC 3a ga nHdopmupa Oy
OTHOCHO (baKTa, Ye nnawiaHeTo € AOCTUrHano Ao 6a3oBUTE NPOBEPKY;



"ACTC" obosHavaBa “Accepted Technical Validation”, ¢ koeTto ce noTBbpxaaBa
noeHTuukaumsaTa Ha llonssaTtensa, M ycnewHaTa Banvaaumsa Ha CUHTaAKCMca M cemMaHTukata 3a
WHULUUNPAHOTO NnaLlaHe;

"ACWC" «koeto o3HadaBa "AcceptedWithChanges", npu KoeTo npoBepkute 3a
aBTEHTUKaLMS, CUHTAKTUYHN N CEMAHTUYHK (MPOoayKTOBKM) 3anucu ca ycnewHn n ArNyYOC nHdpopmupa
ArY, 4e HAKOW NPOMEHN ca BUNKn NPUNOXeHU NpK 3anoyYBaHETO Ha NNallaHeTo, Hanp. Ha 3asiBeHaTa
AaTa Ha MU3NbITHEHNE;

"ACCP*, nma 3HadeHue "Accepted Customer Profile”, c koeTo ce noTBbpxgasa ycnelwHa
npoBepka Ha puckosusi npocun Ha lNon3BaTens;

"ACFC", koeto o3HaudaBa "AcceptedFundsChecked", no cmetkata Ha [lons3eartens
HaNMYHOCTTa Ha cpeAcTBaTa € NpoBepeHa NONOXUTESHO;

- "ACSP", cbc 3HauveHne “Accepted Settlement in Process”, korato nnawiaHeTo e
HacO4YeHO KbM NnaTexHa CUCTEMA, C OYaKBaHe Ha pe3ynTaT OT CETb/IMEHTA;

"ACSC", ce usnonsea npu CTaHAapTHM NnalljaHMs OTHOBO CbC 3HaveHue “Accepted
Settlement Completed”, koeTo MHOpMUpa 3a ycneLleH Kpar Ha nnailaHeTo OT cTpaHa Ha aebuTopa;

"ACCC", ce u3nonsea camo npu HesabaBHM nnawiaHus cbC 3HadveHue “Accepted
Settlement Completed”, koeTo HOpMMpa 3a ycneLleH Kpan Ha nNnawaHeTo OT CTpaHa Ha KpeauTopa;

"RJCT", koeTo o3Ha4aBa "OTXBbpreHo";

"PART", ce nanonssa npu nHMuunpaHe Ha MacoBo nrawliaHe cbce 3HavyeHue ,PartiallyAccepted”,
KOeTO MHopMMpa, 4Ye BCUYKU 3a4bIDKUTENHW aBTOpM3auMuM ca NpemMuHann, HO He BCUYKU
nnawiaHus ca NnpMeTn nopagu Apyrv NPUYHUHN.

AOrY moxe ga noucka ypes 3aaska kbM OINMYOC ga ce vH@opmupa 3a CbCTOSHMETO Ha
TexHu4eckus npouec Ha 3YW kato 4acT OT npoueca Ha MHUUUMpaHe Ha nnawaHeto. Manonsea ce
cbobueHneto GET SCA Status Response Message. OTroBopbT 3a cTaTyca Ha ngeHtudukaumsTta ce
npegocTaBsa Ypes enemMeHTa 3a gaHHu "scaStatus”.



Mpu npoBepka 3a HaNU4YHOCT, crieundmrKaumaTa NPeaoCTaBs He3aabIMKUTENEH eNeMeHT

"fundsAvailable": true/false

Konto moxe pga ce wuanonsea 3aegHo ¢ koposete "ACTC", "ACWC" un "ACCP" B
CbOOLLEHNETO 3a OTrOBOP Ha CbCTOSIHMETO. Ypes3 Hero ce ykasBa, Ye npoBepkaTa Ha cpeacrearta €
buna obpaboTeHa ¢ nocoyeHus pesynTtart. ToBa € eOuH U Cbll efleMeHT OT JaHHUTE, U3MNON3BaH B
3agBkaTta 3a MNoTBbpXAaBaHe Ha cpeacTBaTta, U Moxe ga 6bae m3nonssaH ot AMYOC, 3a ga
nHdopmupa OIMY 3a HannM4YHOCTTa Ha cpeacTBa, CbrnacHo nanckBaHusaTa Ha [EBA-RTS].

[opn ako npoBepkaTa Ha cpeacTBaTa € MONOXUTENHa, nnawaHeTo moxe ga 6bae
OTXBBbPJIEHO Ha NO-KbCHa (hasa nopagu Apyru NPUYMHM.

Mpumep 1: MnuHana e TexHMyecka Banngaunsa 1 NofoXunTenHa npoBepka 3a HanuyHoCT
{"transactionStatus": "ACTC",
"fundsAvailable": true}

B cnyyan, 4ye HAMa HanNn4yHM cpeacTBa, NNawaHeTo MoXe Bee oLle Aa He 6bae OTXBBbPIIEHO
nopaau npaktukata Ha ANMYOC u Yye we Yaka NUKBUMOHOCT 3a onpefeneH nepuon ot Bpeme.

Mpumep 2: MNpoBepeH e KNMeHTCKUs Npodurn 1 No cMeTKaTa HAMa A0CTaTbYHO HAIIMYHOCT,
HO MnallaHeTo BCe OLe He e OTXBBbPIIEHO.

{"transactionStatus": "ACCP",
"fundsAvailable": false}

MNnawaHe ¢ 6bAeLwWwa gaTa n nepmoanyHNTE NNawaHusa ca ABarta Buaa nnawaHus, Kouto
He ce M3NbMHABAT AMPEKTHO cnea nHuuyumpaHeTo. 3a aaTta Buaa nnawaduna ANMYOC moxe aa uma
HamaneHa Wnn HUKaKkeBa NPOBepKa Ha noTpebutenckna npodun UM HanMYyHOCTTa Ha CpeacTea,
nopagu akra, ye ENCTBUTENHUTE NalaHMa ce U3BbPLUBAT NO-KbCHO. KpanHUAT cTatyc no Bpeme
Ha npoueca Ha nHuumMmpaHe Ha nnawadeto e "ACTC" nnu "ACCP" B 3aBMCMMOCT OT npoueaypuTe Ha
AOMYOC B cBouTe OHNanH kaHanu. EneMeHTbT 3a AaHHM 3a HanuyHuTe cpeactBa "fundsAvailable"
CbLLO MOXeE Aa Ce CbAbpKa B Ciyyaln, Ye e u3BbplUeHa NpoBepKa Ha HanNUMYHOCTTa Ha cpeacTBaTta
npuv 3anoYBaHeTo Ha NnallaHeTo.

CraTtyc 3a oTMeHeHO nnawaHe - Cnea ycnewHo aHynMpaHe Ha UHULMUPAHO nnawaHe,
CbOTBETHUAT CTaTyC Ha TpaH3akuuaTta npuema ctomHocT "CANC". Toau cTaTyc Ha TpaH3akuusaTa Lie
ce BpblLUa, A40KaTO OTMEHEHUAT pecypcC 3a MHULMMPaHEe Ha MnallaHeTo e agpecupyem.
3abenexka: To3n kog BCe oOule He € YacT OT KOAOBETE 3a CbCTOSHMETO Ha TpaH3akuumute no
1ISO20022. bepnuHckaTta rpyna Lie BHece CbOTBETHO UCKaHe 3a NPOMSIHa.

Cratyc 3a 4yacTM4YHO OTOpMU3UpaHO MJaliaHe B npoueca Ha MHoxecTtBeHa 3YU -
BbBexaa ce gonbnHuteneH ctatyc "PATC" 3a "Partially Accepted Technical Correct". MHnuuunpaHo
nnawiaHe, KOeTo e OoTopu3npaHo MoHe OT eauH [lon3Barten, HO BCe OLWEe He e OKOHYaTerslHo
OTOPU3NPAHO OT BCUYKM n3nckyemu onssatenu.

Oo6w, monen Ha NHdopmaumsa 3a cTatyc
CnepBawiata kKapTUHKa NpeaocTaBs o0Lwma moaen 3a TpaHcopmaumsaTa Ha CbobLeHneTo
npes pasnuyHuTe CTaTyCun B HETOBUS XKM3HEH LIMKBIT:



Statuses according applied checks

Communication layer Booking & accounting
— Bank Interbank
RCVD
(Received)

Status of batch boocking bank
Type A in the XS24 interface —t ‘

ACTC (AcceptedTedhnidalCorrect)

‘7.7\ ACWC (AcceptedWithChanges
=g 1 3
| ! ]
ACCP
(AcceptedCuUStomerProfile)
| 4
Status of batch bocking bank ACFC

Type B in the XS24 interface

(AccetpedFunIt-; Checked)

ACSC (Accepted
SettlementCompleted debtor)

TPP interface

Status of realtime booking bank
in the XS2A interface

RICT (Rejected)

ACCC, (Accepted
CANC (Cancelled)

SettlementCompleted creditor]

Real end status in bank backend

Used end status in the XS2A interface
depending on bank logic in online banking

Intermediary stati
communicated to TPP

—

4.14.2. HHbopmayusi 3a cmamyc npu ycnyeaa 3a IHghopmauyusi 1o cmMmemka Kamo
rnpouec om npedocmassHe Ha cbafacue

Ycnyrute 3a MIHdopmaumnsa no cmeTka npeacTtaBnsBaT pecypcu, OnMcaHn B CbrinacmMeTo Ha
nonssatens npeg AMYOC. B npoueca Ha YcraHoBABaHe Ha cbrracue, CtaTyCbT Ha pecypcuTe B
CblnacnmeTo MoXe ga ce NpoMmeHda. 3a pasnuka OT Mnpoueca Ha MHUMUMMpaHe Ha nnailadHe, npu
npoBepka Ha pecypca 3a cbrnacue e Heobxoammo camo 3YW n HaAma obpaTHa Bpb3ka ¢ backend
npunoxenunata Ha OMNMYOC. EnemeHTHT 3a gaHHM 3a cTaTyca Ha cbrracueTo ce geduHupa KaTto
"consentStatus".

BbB dasarta YcraHoBsiBaHE Ha cbrnacume, 3a enemeHTa ,consentStatus® ce nogagbpxkat
kogoBeTe "received”, "rejected" n "valid". Te ce oTHacAT 3a LANOTO cbrnacue.

Cnep ycnelwHo oTopuanpaHe Ha cbriacue oT cTpaHa Ha lNonseaTtens, oTAenH1MTe pecypcu
B CbllacnMeTo MOXe [a NPOMEHAT cTaTyca Ch No BPEME Ha XXM3HEHUS LUKDBIT, 3@ KOETO ce nogabpxar
cnegHvTe KoOoBE:

"expired": Cbrnacueto e nstekno (Hanpumep crneg 90 gHu).

- "revokedByPsu": Cbrnacueto e otmeHeHo oT [lonssartens

- "terminatedByTpp": AIMY e npekpaTtun cbrnacmeTo

ArY moxe ga naternn Teamn ctatycu B cboblleHne yped GET Status Response.

B npoueca Ha ycTtaHoBsBaHe Ha cbrnacue OMNYOC nHpopmupa OMMY 3a CbCTOAHMETO Ha
TexHnyeckus npouec Ha 3YU B pamkmnte Ha cbobueHneto GET SCA Status Response Message. 3a
Tasu Len ce U3nonaea eneMeHTbT 3a AaHHn "scaStatus”.



4.15. Xunepepb3ku 3a yrnpasseHue Ha APl npouecu

NHTepdenchbT 3a [locTbn 40 CMeTKa U3nckBa npu ycryrute 3a VIHnuumpaHe Ha nnawaHe u
NHpopmaumsa 3a cmeTkaTa ga ce HanpasaT Hakorko 3asasku ot MY kem AMNYOC. Cneg nckaHeTo 3a
MHnummnpaHe Ha nnawaHe n VickaHeTo 3a cbrnacue 3a mHpopmaumsa 3a cmetka npu OAMNMYOC ce
reHepupa cboTBeTHUA BN pecypc. Cneg toea AMNYOC npepoctaBsa 103n pecypc Ha [IY, a B yactTa
Location Header Ha oTroBopa MOXe [ija ce CbabpiKa XunepBpb3ka KbM Cb3afeHNsa pecypc.

Mpn OTroBOp Ha UCKaHe W Ha BCUYKWM criedBalun 3asBKM B pamMkuTe Ha ycnyrute, AMNMYOC
MOXe [a Brpaam xmnepBpbaka 3aeHo ¢ "Mapkep" 3a HemHaTta ceMaHTuKaTa. Tasmn XunepBpb3ka MoXe
Aa 6bae nnm oTHocuTeNHa Bpb3ka, (C uen ga ce cnectn Macto, Hanp. ¢ "/ v1 / payments / sepa-credit-
transfers" nnm moxe ga 6bae rmobanHa Bpb3ka — OT BUAA:

https://www.testbank.com/psd2/vl/payments/sepa-credit-
transfers/asdf-asdf-asdf-1234.

mobanHuTe BpPB3KM MOXe ga ca Heobxogumum npu Hakom obCcToATencrtea, Hanp.
npeHaco4ysaHe. MapkepbT Ha xunepBpb3KkaTa TpaHCnopTMpa (QYHKUMOHANHOCTTa Ha pecypca,
agpecupaH oT Bpb3kaTa, Hanp. "redirect".

XnnepBpb3KUTE 3a ynpasBneHue ce TpaHcrnopTupar B enemMeHTa 3a AgaHHu "_links". Toun
MOXe Aa CbAbpXXa eHa Ui HAKOSMKO XUNEPBPBH3KU:

[Mpmvep: " links": {
"redirect": "https://www.testbank.com/asdfasdfasdf",
"self": "/vl/payments/sepa-credit-transfers/1234-wertig-983"

}
Cnucbk Ha xunepBpb3knTe e geduHmpard B Cekuma 14.6

CnegBa Tabnuua CbC CbAbPXKAHMETO Ha XWUNEPBPBL3KUTE 3a YyNpaBfieHME, KaKTO WU
AONBHUTENHN €NEeMEHTU Ha OaHHUTE, KOUTO Ce TPpaHCMnopTMpaT B KOHTEKCTa Ha CbOTBETHaTa
xunepBpb3ka. JonbAHUTENHN BPb3KM MoraT ga 6bvaat gobaBeHn oT npunoxeHuaTta Ha OMYOC.
MpenopbuBa ce [TYOC ga onuwat B JOKYMEHTaumMaTa C N3non3BaHeTo Ha NoBeYe XunepBpb3ky, 3a
Aa He 6baat urHopupanm ot Y.

Additional Link

Hyperlink Related Data Description

startAuthorisationWith (challengeData) The link to an endpoint where the authorization of a

PsuAuthentication transaction or of a transaction cancellation shall be
started, where PSU authentication data shall be uploaded
with the corresponding call.
Remark: In rare cases the ASPSP will ask only for some
dedicated ciphers of the passwords. This information is
then transported to the TPP by using the "challenge" data
element, normally used only in SCA context.

startAuthorisationWith (challengeData) Same as startAuthorisactionWith PsuAuthentication, but

EncryptedPsuAuthentication password is encrypted on application layer when uploaded.

updatePsuAuthenication (challengeData) The link to the payment initiation/consent resource, which

needs to be updated by a PSU password and eventually the PSU
identification if not delivered yet.

Remark: In rare cases the ASPSP will ask only for some
dedicated ciphers of the passwords. This information is then
transported to the TPP by using the “challenge” data element,
normally used only in SCA context.

updateEncryptedPsu (challengeData) Same as updatePsuAuthentication, but password is encrypted
Authentication on application layer when uploaded.




startAuthorisationWith scaMethods This is a link to and endpoint where the authorization of a
AuthenticationMethodSelection transaction or of a transaction cancellation shall be started,
where the selected SCA method shall be uploaded with the
corresponding call.

selectAuthenticationMethod scaMethods This is a link to a resource, where the TPP can select the
applicable strong customer authentication methods for the PSU,
if there were several available authentication methods.

authoriseTransaction challengeData, A link to the resource, where a “Transaction Authorization
chosenScaMethod Request” can be sent to. This request transports the result of
the SCA method performed by the customer, generating a
response to the challenge data.

startAuthorisationWith challengeData, A link to an endpoint, where an authorization of a transaction or
TransactionAuthorisation chosenSCAMethod a cancellation can be started, and where the response data for
the challenge is uploaded in the same call for the transaction
authorization or transaction cancellation at the same time in the
Embedded SCA Approach.

4.16. Pa3wupsieaHe Ha ampubymume 3a 0aHHU

AOMYOC moxe ga pobass v gpyrm atpmbyTy 3a JaHHM KbM CbOOLLEHMSTa 3a OTroBOp.
TakvnBa paswmnpeHns Tpsabea ga 6baat AOKyMeHTupaHu B AokymeHTauuaTa Ha OIMNYOC 3a HeroBus
nHTepdgenc Joctbn Ao cmeTKka. Te3n atpmbyTn Ha gaHHM moraT ga 6baat urHopupanu ot ArY wnum
mMoraT ga 6baaT uHTepnpeTMpaHu, Camo KakTo e onpeaeneHo oT gokymeHTaumsTta Ha OMYOC.

AMYOC moxe ga nobasu JONBIHUTENHN HE3AABIMKUTENHN aTpmbyTn 3a AaHHW, KOUTO Aa
6baat nogageHw, Hanmp. 3a cb3gaBaHe Ha gonbnHuTenHu ycnyrn. OcseH ToBa, AMNMYOC moxe aa
noucka ot AINY ga nogage gaHHM 3a obpaboTka Ha cobctBeH Tvn AaHHKM (Proprietary Data). ToBa
n3nckesaHe Tpsbsa ga ce nybnukysa ot AMYOC B AoKyMeHTauusaTa my.

3abenexka: Npean aa ce geduHupat gonbrHuTenHu atpnbyTtu, ot AMNYOC ce nsnckea ga
npeacrTaBn TAXHOTO onucaHue Ha paboTHaTa rpyna NextGen B bepnvHckaTa rpyna, KbaeTo we 6bae
B3€TO pelleHne 3a cTaHaapTU3npaH NoAxoa 3a CbOTBETHUTE aTpUBYTK Ha LaHHW.

4.17. [lonbseaHe Ha ampubymume 3a OaHHU
3a foa npegocTaBu KavyecTBeHa ycnyra Ha ceouTte Nonasatenu ypes 1Y v ga € B CMHXPOH
cbC ctaHoBuue Ha EBponenckua baHkoB OpraH (EBO) oTHOCHO npedkuTe npwu npefocTtaBsHe Ha
ycnyru oT TpeTtu ctpanu cbrinacHo PSD2, ANMYOC tpsbsa ga n3nbiHW CriegHnTe NpenopbKu, KOUTO
Cce OTHaCAT 1 3a NpeauLlHN BEPCUMN Ha TO3M cTaHgapT:

4.17.1. HNdeHmugpukamop Ha cMemka
Korato cmeTkaTa uma IBAN nspaxkeHune, ToraBa fa ce nogasa Ta3u CTOMHOCT B noneTo iban
KaTo nageHtTudukaTop Ha cmeTtkata B Tuna Account Reference nnun Account Details.
4.17.2. TPP-Redirect-URI Header Parameter
[a B3ema nog BHMMaHune napameTtbpa TPP-Redirect-URI, korato e nogageH ot MY v cneg

noTBbpXAaBaHe Ha cbrracueTo oT [lonasaTtena npu Redirect meTtoa, Aa ro npenpallaHa Ha agpeca
OT TO31 NapameTbp. 3a ToBa nma ctaHosuwe EBA/OP/2020/10 Ha EBO ot 04.06.2020 r — 16. (ii).
4.17.3. YcmaHoesisaHe Ha cbanacue

[la npuema 3aaBkK 3a cb3gaBaHe Ha cbrracume, B KOUTO He e nonbiHeH IBAN Ha cmeTku,
T.e. nog-atpmbyTn "cmeTkn", "canga" v "TpaH3akumu", KOUTO Aa CbAbpXaT camMo NpaseH MacuB Unu
KbOeTo ce wusnonseat noa-atpmbytn "availableAccounts", “availableAccountsWithBalance”, wnu
"allPsd2" - Bcunykm cbe ctonHocT "allAccounts” nnm “allAccountsWithOwnerName”, onucanu B Pasgen
6.3.1.2 VckaHe 3a ycTaHOBsIBaHE Ha Cbrracue KbM ClMCHK OT CMETKN nnu 6e3 nocoyeHa cMmeTka. Taka
ce npemMaxpa npevkarta 3a HeobxoanmocTTa OT pbyHO BbBeXaaHe Ha IBAN ot NonseaTtens, 3a KoaTo
nma ctaHosuwe EBA/OP/2020/10 Ha EBO o1 04.06.2020 r - Account selection.

4.17.4. [lpedocmassiHe Ha basilaHC Ha cMemka
[a nonbnea B otroBopute Ha AlS 3asBku n3bpoeHnTe noneTa:
e Tekywo pasnonaraemo cango (balanceType="“interimAvailable”);




[aTa Ha 6anaHca (referenceDate).

4.17.5. [lpedocmassiHe Ha cnuchbK Ha mpaHcakuuu om cmemka
[a nonbnea B otroBopute Ha AlS 3asaBkun nsbpoeHnte noneta:
Cnmncbk ¢ 6anaHcu no cmeTkaTta (balances) — korato e n3nonasaH napameTbpa withBalances n
3aaBeHuAT nepmog e mmHan, ANOYC Tpsbea aa BpbLa macmB OT HanaHcu No cmeTkarta 1 To3n
MacuB Ada CbAabpxa HavaneH (openingBooked) u kpaeH (closingBooked) 6anaHc 3a nepuoaa

Ha 3asBKaTa 3a CNUCHK C TpaHcakuuu;

e YHuKaneH naeHtudukaTop Ha pecypca Ha TpaHcakuuaTa B [NYOC (transactionld;

e Account Ha TUTYNnApa Ha cmeTkaTa (creditorAccount unn debtorAccount) - B ctTangapTta Hama
N3puyHa MHOMKaUMA 3a NnocokaTa Ha ABWXKEeHWe Ha cpefCcTBa B eHa TpaHCcaKuu4, 3aToBa Aa
ce uanonaeat nonetara creditorAccount unun debtorAccount. Korato TpaHcakuusaTa e
AebutHa, ce nonbnea creditorAccount Ha kKopecnoHAeHTa, KbAETO € HaNMYeH n
3aabmxkuTenHo debtorAccount Ha TUTYnNSpS, a KOraTo TpaHcakuuaTa e KpeauTHa, ce nonbrisa
debtorAccount Ha kopecnoHaeHTa, KbOeTO € HanndeH 1 3agbimkutenHo creditorAccount Ha
TUTYNAPS;

e Account Ha kKopecnoHaeHTa (creditorAccount nnn debtorAccount), KbaeTo € HannyeH;

¢ Vme Ha kopecnoHgeHTa (unu creditorName, nnu debtorName;

e [laTta (bookingDate);

e Banbop (valueDate);

e OcHoBaHue (remittancelnformationUnstructured).

Mpumepu 3a TpaHcakumm no cmeTkata Ha Tutynsapss DE67100100101306118605:
e KpeauTeH NpeBop No CMeTKaTa Ha TUTYNAps

"transactionId": "9577805583",
"entryReference": "1234567 002",
"debtorName": "Ivan Ivanov",
"debtorAccount": {

"iban": "BG80OUNCR70001623981166"
bo
"creditorAccount": {

"iban": "DE67100100101306118605"
by
"transactionAmount": {

"currency": "EUR",

"amount": "2205.67"
b
"bookingDate": "2020-10-31",
"valueDate": "2020-11-01",
"remittanceInformationUnstructured": "credit transfer"

e Takca — NOMbJIHEHMU ca:
o creditorName - oTcpellHaTa cTpaHa, B3eTa Takca OT CMeTKaTa Ha TUTYnsps 3a NpeBof;

o B debtorAccount e nocoyeHa cmeTkaTa Ha TUTYNAPS, 3allOTO TpaHcakumaTa e oebuTHa.

"entryReference": "1234567",
"creditorName": "Deutsche Bank",
"debtorAccount": {

"iban": "DE67100100101306118605"
by
"transactionAmount": {

"currency": "EUR",

"amount": "1.67"
by
"bookingDate": "2020-10-25",
"valueDate": "2020-10-26",
"remittanceInformationUnstructured": "Credit transfer fee"

e JIMXBa — NOMbJIHEHN Ca:
o debtorName - oTcpeluHaTta cTpaHa, HayMcneHa nMxea No cMeTKaTa Ha TUTYNApPS;



o B creditorAccount e nocoyeHa cmeTkaTa Ha TUTYNAPS, 3aW0TO TpaHcakuuaTa e
KpeauTHa.

"entryReference": "1234567 001",
"debtorName": "Deutsche Bank",
"creditorAccount": {

"iban": "DE67100100101306118605"
bo
"transactionAmount": {

"currency": "EUR",

"amount": "2.67"
b
"bookingDate": "2020-10-31",
"valueDate": "2020-11-01",
"remittanceInformationUnstructured": "Monthly interest"

e CTOPHO Ha KpeauTHa onepaums

"transactionId": "3",
"bookingDate": "2021-01-01",
"valueDate": "2021-01-01",
"transactionAmount": {
"currency": "EUR",
"amount": "-4.50"
b
"debtorAccount": {
"iban": "DE67100100101306118605",
"currency": "EUR"
}
"remittanceInformationUnstructured": "Incorrect invoice"

e CTOPHO Ha AebuTHa onepauns

"transactionId": "4",
"bookingDate": "2021-01-01",
"valueDate": "2021-01-01",
"transactionAmount": {
"currency": "EUR",
"amount": "-4.50"

by

"creditorAccount": {
"iban": "DE67100100101306118605",
"currency": "EUR"

b,

"remittanceInformationUnstructured": "Incorrect invoice"

4.18. [lpumep
B onncaHna no-gony npumep ca BKNIOYEHU CLeHapunTe 3a nofgasaHe Ha 3asBska ot Y n

otrosopute ot [INMYOC.

Request

- MY mn3npawa 3asBka ot ceoeTo API 3a nsanbnHeHne Ha nnauwaHe ot Bug SEPA kpeanteH
TpaHcdep

- Cnepga nHgopmaums 3a kogmpaHeTo u gopmat Ha cbobuieHneto (JSON)

- WNHdopmaums 3a vaeHTUUKauua Ha TpaH3akuuaTa U uaeHTUUKaUMOHEeH HOMep Ha
3asiBkaTa usgageHa ot Ay

- WHdopmauunsa 3a NonssaTtens, |IP-address, MeCcTONOMOXEHME U TEXHUYECKN NapameTpu

- [aTa u yac Ha nogaBaHe Ha 3asiBkaTa

- [Hetannu 3a nnawaHeTo B ynomeHaTus no-rope gpopmat JSON



POST https://api.testbank.com/vl/payments/sepa-credit-transfers
Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64;rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 06 Aug 2017 15:02:37 GMT

{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "DE2310010010123456789"},
"creditorName": "Merchantl23",

"creditorAccount”: {"iban": "DE23100120020123456789"},
"remittanceInformationUnstructured": "Ref Number Merchant"

}

Response in case of a redirect

- ANYOC BpbLa otroBop Ha [IY 3a ycnewHo npueTa 3asiska Ha HMBo HTTP

- BptbLua oTroBop, 3a ctatyca Ha 3asdBKaTa 3a nrnatlaHe - Nofly4yeHo yCcneLHo

- [llpenaBa nHdopmMauma 3a NOEHTUPUKALNOHEH HOMEP Ha MnaLlaHeTo

- [Nlopaea nHgopmauusa kbm AIY 3a redirect xunepepb3ka ypes kosTo NonssaTtens cnegsa
Aa noTBbpamn CBOSATa NOEHTUYHOCT

- WNHdopmaums 3a xunepBpb3ka (NIMHK KbM HavanHaTa TOYKa Ha 3adBkaTa) OT KOATO
lMonsesatensa Ha APl Ha OIMY mMoxe pa noucka craTyc Ha nnawjaHeto no Herosus
naeHTudmkaumoHeH Homep crneg 3YU

Response
HTTP/1.x 201 Created

Response Body

{

"transactionStatus": "Received",

"paymentId": "1234-wertig-983",

" links": {
"redirect": "https://www.testbank.com/asdfasdfasdf",
"self": "/vl/payments/sepa-credit-transfers/1234-wertig-983"
}



5. Ycnyra 3a nHuuumpaHe Ha nnallaHe

5.1. [Ipouyec Ha MHUyuupaHe Ha nnaujaHe

[On3anHbT Ha npunoxHus nporpameH uHTepdenc (API) ce pasnuyaBa npu pasnuyHuUTe
nogxogn Ha 3YWN (Embedded, Redirect, OAuth2 nnu Decoupled). lNpouecbT Ha uHUUMMpPaHe Ha
nnaiwiaHus 3aBucK B ronsmMa crteneH oT noaxoga Ha 3YW, npunarad ot AIMNMYOC. Hawn-cnoxeH e
npoteca npu npunaraHe Ha Embedded noaxoa, KOMTO OCBEH BCUYKO Ce pasaend Ha pasfnnuyHu Metoaum
3a ygocTtoBepsiBaHe, HanudHu 3a lNonasatens. Mo-gony ce npencrass obuw, nperneg Ha pasnuyHn
cueHapun 3a APL.

5.1.1. Redirect nodxo0 Ha 3YU — ¢ u3pu4Ho cmapmupaHe Ha asmopu3ayusi

Ako AMNYOC nopaobpxa nogxopa Redirect 3YW, notokbT OT cbobueHus B ycnyrata 3a
MHULUMMPaAHe Ha NnaljaHusa e npocT. [MbpBO ce m3npalwa 3asBka 3a UHUMUMMPAHE Ha nnallaHeTo, a
cnep ToBa ce nycka n3pu4Ho uckaHe ot AOl1Y 3a ctapT Ha aBTopm3auuaTa. ToBa e nocreaBaHo OT
npeHaco4YBaHe KbM canTa 3a ynbnHomowaBaHe Ha AMYOC. Y moxe aa nomcka nHgopmauus 3a
cTaTyca Ha 3agaBKaTa cref kaTo cecusata 6bae BbpHaTa KbM Heropata cuctema.

PSU PISP ASPSP

l PSU initiates a payment via a TPP > l

1. Payment-Initiation Request

validate
= elDAS certificate
*» request syntax
* ipp role
END b} — — — = — — — — T~ _ . +* semantics
/) http Codes: 401, 400, 403

http Statuscode: 201 (Created)

—[ [ ASPSP-SCA-Approach: REDIRECT

3. Start Authorisation Request

validate

* elDAS cerificate
*  request syntax

* semantics

™, 4a. Star-Authorisation Response (NOK
< (enp ) — 2 Sar-Adhonsaton Res honse NOK) _
.~/ hitp Codes: 401, 400, 403

Feedback to the customer: hitp Statuscode: 201 (Created)
Authorise the transaction (redirect)

_ PSU re-directed to an authorisation webpage ofthe AsPSP " ]

The PSU autherises the payment

'

Redirect back to TPP J

5. Payment-Status Request

validate

+ elDAS ceriificate
» request syntax

< 6. Payment-Status Response * semantics

http Statuscode: 200 (OK) — 15020022 Status




5.1.2. Redirect nodxo0 Ha 3YW — ¢ uspu4yHo cmapmupaHe Ha aemopu3sauus ¢ Koo 3a

rnomenbpxxdasaHe

B ponbnHeHne kbM ropHua cueHapuin, moxe aa 6bae nomnckaHa ot AMNMYOC 3agaBka 3a

noTBbPXAeHWe Ha aBTopusaumaTa ot AlY, cnen kaTto cecmndaTa ce npeHacovBa KbM cuctemaTa Ha
AMY vn cnep koHTpona Ha Y Bbpxy Hed. B kpanHa cmeTka Moxe fa e Heobxoauma 3asBka 3a
CbCTOsIHME Ha nnawaHe ot [TY 3a npoBepka Ha TOYHOTO CbCTOAHME HA MHULIMMPAHOTO Ha

nnawaHe.
PsSU PISP ASPSP
l PSU initiates a payment via a TPP - 1
= 1. Payment-Initiation Request o
L validate
s+ elDAS cerfificate
#  request syntax
it * tpp role
< (Pvp) 22 Famentinhaton Response (NOK). 112 sanares
M hitp Codes: 401, 400, 403
< 2b. Payment-Initiation Response {OK)
- hitp Statuscode: 201 (Crested)
]: 1 ASPSP-SCA-Approach: REDIRECT
3. Start Authorisation Request o
walidate
# elDAS certificate
» request syntax
<« 4a. Start-Authorisation Response (NOK) * semantics
http Codes: 401, 400, 403
Feedback to the customer: < 4b_Start-Authorisation-Response (OK)
" Authorise the fransaction (redirect) - hitp Statuscode: 201 (Created)
query-paramefer state
PSU re-directed to an authorigation webpage of the ASPSP
With query parameter scate > I
|
I
I
. The PSU authorises the payment I
Query parameters state and confirmationCode |
Redirect back to TPP - ol
i Ta £i tionTode con
Cuery parameters =tate and confirmationd e Session fixation
by state
parameter
] 5. Transaction Authorisation Confirmation Request validate ]
confirmationCode = *  elDAS certificate
& request syntax
. i i . *  Semantics
Ll & 6. Transaction Authorisation Confirmation Respons|{ [« Specifically
- http Statuscode: 200 (OK) — scaStatus confimmationCode
] 7. Payment Status Request - validate
- * elDAS certificate
P 8. Payment-Status Response v rEquest syniax
* hitp Statuscode: 200 (OK) — [S020022 Status semantics

5.1.3. Redirect nodxo0 Ha 3YN — aemomamu4yHo cmapmupaHe

To3n nogxon € onucaH U B NbpBaTa BepCud Ha CTaHAapTa npegu ga ca BbBedeHU noa-

pecypcute 3a aBtopusaumsa. Ako AMNYOC nogabpxa nogxona Redirect 3YW, a cnep npyemaHe Ha
MHMUMMpAaLLLaTa 3asBKa 3a nnawaHe, [Mon3BaTtens aBTOMATMYHO Ce MpPeHaco4yBa KbM canTa 3a
ynbnHomMowasaHe ot AMNMYOC. 3agaBkata 3a crtaTyc Moxe Aa 6bae novckana ot AI1Y, cnep kaTo
cecusTa 6bae npeHacoyeHa obpaTHO KbM cuctemara Ha Y.



PSU

PSU initiates a payment via a TPP

PISP

ASPSP

1. Payment-Initiation Reguest

Y

validate
+ elDAS certificate
= request syntax
— 2a. Payment-Initiation Response (NOK) * feprole
-« (E-Na i » semantics
— http Codes: 401, 400, 403
< 2b. Payment-Initiation Response (OK)
o Feedback to the customer: http Statuscode: 201 (Created)
—[ h Authorise the transaction (redirect) T ASPSP-SCA-Approach: REDIRECT
J_ PSU re-directed to an authorisation webpage of the ASPSP >
L | < The PSU authorises the payment
Redirect back to TPP ot
3. Payment-Status Request - validate
= +  elDAS cerfificate
= request syntax
L le
< 4. Payment-Status Response . Sfm'; ntics

http Statuscode: 200 (OK) — 15020022 Status



5.1.4. Redirect nodxo0 Ha 3YN — asmomamu4HO cmapmupaHe ¢ Koo 3a
nomebpxxdasaHe
B ponbnHeHne kbM ropHusa cueHapun, moxe aa 6vae nouckaHa ot AMNMYOC 3asaBka 3a
noTBbPXAeHNEe Ha aBTopusaumaTta ot OIY, cnen kato cecusita ce npeHacoyBa KbM cuctemaTa Ha
AOMY n cnen koHTpona Ha [AlNMY Bbpxy Hes. B kpanHa cmeTka Moxe fga e Heobxoaumma 3asiBka 3a
CbCTOsHME Ha nnawaHe ot [IY 3a npoBepka Ha TOYHOTO CHLCTOSAHME HA MHULIMMPAHOTO Ha NnallaHe.

hitp Statuscode: 200 (OK) — scaStatus confimationCode

PSU PISP ASPSP
l PSU initiates a payment via a TPP - l
i 1. Payment-Initiation Request -
* validate
« elDAS certificate
«  reguest syntax
~—~, 2a. Payment-Initiation Response (NOK) * ook
< I\EN |;\'— _ -~ Tayment-iniaton Rest ponse (NO®) _ | + semantics
_ ,/‘J http Codes: 401, 400, 403
Eeedback to the customer < 2b. Payment-Initiation Response (OK)
¢ Avithar L http Statuscode: 201 {Created)
itk et ASPSP-SCA-Approach: REDIRECT
query-parameter state
PSU re-directed to an authori®ation webpage of the ASPSP
‘..-*Jith-quefy-pafamcic. gstate
-
< The PSU authorises the payment
Query parameters state and confirmationCode
Redirect back to TPP o
Query parameters state and confirmationCode control ) "
« Session fixation
by state
parameter
validate
3. Transaction Authorisation Confirmation Request * elDAS cerlificate
confirmationCode " : ;egrﬁzitﬁgnm
L 4. Transaction Authorisation Confirmation Response *  Specifically
‘ :I:

5. Payment-Status Request validate

» ¢lDAS certificate
* reguest syntax

« tpprole

+ semantics

v

6. Payment—status F!esponse
T hitp Statuscode: 200 (OK) - ISO20022 Status T

F

5.1.5. OAuth2 nodxo0 Ha 3YN — aemomamu4yHoO cmapmupaHe

Ako OMYOC nogoabpxa OAuth2 3YW noaxoa, noTokbT € MHOro nogobeH Ha nogxoda 3a
Redirect c aBTomMaTnyHO npeHaco4BaHe. BMecTo Aa npeHacoyBa KbM CbpBbP 3a y4OCTOBEpsiBaHe Ha

3YW, npotokonbT OAuth2 (konto ce nogabpxa ot ANMYOC) ce nsnonssa MPEKTHO 3a Npoueca Ha
aBTOPM3MpaHe Ha TpaH3aKLuuu.



PSU PISP ASPSP

l PSU initiates a payment via a TPP » l
1. Payment-Initiation Request o
Ll validate
*  elDAS certificate
= request syntax
* ipprole

< _2a Payment-initiation Response (NOK) semantics
hitp Codes: 401, 400, 403 I

hitp Statuscode: 201 {Created)
ASPSP-SCA-Approach: REDIRECT

OAuth Protocol: Integrate PSU to ASPSP Interface I e

da
elDAS certificate
semantics

validate

elDAS certificate

Binding certificate access token
request syntax

tpp role

semantics

3P -Status uest
Access Token
4. Payment-Status Response

http Statuscode: 200 (OK) - 1IS020022 Status

A

MoaxoabT Ha OAuth2 3YW ¢ n3puryHO cTapTupaHe Ha npoueca Ha aBTOpU3NpaHe € aHanormyeH.



5.1.6. OAuth2 nodxod Ha 3YN — asmomamu4yHO cmapmupaHe ¢ KOO 3a
nomebpxxdasaHe
B ponbnHeHne kbM ropHusa cueHapun, moxe aa 6vae nouckaHa ot AMNMYOC 3asaBka 3a
noTBbPXAeHNEe Ha aBTopusaumaTta ot OIY, cnen kato cecusita ce npeHacoyBa KbM cuctemaTa Ha
AOMY n cnen koHTpona Ha [AlNMY Bbpxy Hes. B kpanHa cmeTka Moxe fga e Heobxoaumma 3asiBka 3a
CbCTOsHME Ha nnawaHe ot [IY 3a npoBepka Ha TOYHOTO CHLCTOSAHME HA UHULIMMPAHOTO Ha NnalyaHe.

MoaxoabT Ha OAuth2 3YW ¢ n3puyHo ctapTMpaHe Ha npoueca Ha aBTopu3npaHe CbC CTbIKa 3a
NOTBBbPXOaBaHe Ha TPaHCaKUMATa € aHanornyeH.

PSU PISP ASPSP

l PSU initiates a payment via a TPP > l

1. Payment-Initiation Request

P ™ validate
+ elDAS certificate
= request syntax
J— = tpp role
«|mnpy————— - — L + semantics
hitp Codes: 401, 400, 403

hitp Statuscode: 201 (Created)

I T ASPSP-SCA-Approach: REDIRECT

A

_ Feedback to the customer:
Althorise the transaction (redirect to Authentication Server)
query-parameter state

PSU re-directed to an authorisation webpage of the ASPSP (Authorization Request)

Withquery parameter st=c= (a0 -
T - validate
E = Client ID
* Redirect URI
= TPP Role
The PSU authorises the ment
< pay!
Query parameters giate and code (a.0.)
L_| Redirect back to TPP
Query parameters state and code d control
+ Session fixation
by state
parameter
Token Request > :
Query parameter code validate :
+ elDAS certificate
* semantics
< Token Response
-«
- . . . validate
3. Transaction Authorisation Confirmation » «  elDAS cerfificate
Access Token * Binding certificate access token
*  requestsyntax
P 4. Transaction Confirmation Response * ftpprole
hitp Statuscode: 200 (OK) — 15020022 Status * semantics

5. Payment-Status Request

Y

6. Payment-Status Response
hitp Statuscode: 200 (OK) — 15020022 Status

A

5.1.7. Decoupled nodxod Ha 3YU

MoTokbT Ha TpaH3akumsTa B OtaeneH 3YW noaxoa e nogobeH Ha nogxoaa 3a Redirect 3YU ¢
aBTOMaTU4HO cTaptupaHe. Pasnukata e, ye AMNYOC usucksa o1 [lonseBatend ga ynbSHOMOLUM
nnawaHeTo 4Ypes cneynanHo MOBUITHO NPUMOXKEHNE UM OPYTro NPUMOXKEHNE UM YCTPOMCTBO, KOETO
€ He3aBUCMMO OT MHTepdenca 3a oHnanH 6aHknpane. ONYOC ucka ot AMMY ga ysegomu Nonssatens
Ha ycnyraTta 3a ToBa ygoCTOBepsiBaHE 4pe3 m3npalwaHe Ha CbOTBETHOTO CcbobuweHune kato "Mons,
n3nonssanTe NPUNoOXeHNEeTO CU XXX, 3a Aa yOOCTOBepUTe nrailaHeTo".

Cnep npoueca Ha 3YU mexay OMYOC u MNonssatens, O1Y Tpabesa aa novncka pesynrtaTta oT
TpaH3akumara.



PSU

PISP ASPSP
PSU initiates a payment via a TPP - 1
- 1. Payment-Initiation Request -
= validate
+  glDAS certificate
= reqguestsyntax
. = ipp role
<« (Enp) — 22 Paymentnitiation Response (NOK) | |, cemantics
A http Codes: 401, 400, 403
- 2b. Payment-Initiation Response (OK)
o Feedback to the customer: L | b htip Stauscode: 201 (Created)
h Authorise the transaction via app ox* ASPSP-SCA-Approach: DECOUPLED
< The ASPSP pushes the challenge to an authorisation afjp and requests a strong customer authentication (SCA)
The PSU authogses the payment >
3. Payment-Status Request -
L validate
=  elDAS cerfificate
* request syntax
*  fipp role
" 4, Payment-Status Response =  semantics
- http Statuscode: 200 (OK) — 1ISO20022 Status



5.1.8. Embedded nooxo0 6e3 3YU (kbMm cuaypeH nony4yamersi)

Mpwn Bcekn cnyyan Ha Embedded noaxop, MNMonssatens Tpabea ga ce ngeHTudguumpa ¢ nbpeu
daktop npean ga ce npunoxm metogq Ha 3YW upes ANY kbm AMNYOC. Korato nnaTtexHoTo
nHuumnpaHe e npueto 6e3 3YUM metoa (Hanpumep Kpeamtopa e B CnMCbka 3a ocBoboxgaBaHe OT
3YW), Nonseatena npegocrasn naeHtudukaumsata cu (user name) vpes AOMY kem AMYOC n Hanp.
napona nnu OTP.

PSU PISP ASPSP

Y
—

l PSU initiates a payment via a TPP

1. Payment-Initiation Request

Y

validate
+ elDAS certificate
request syntax

T tpp role
- L/EI o) _ %8 Payment-nitiation Response (NOK) semantics

N http Cedes: 401, 400, 403

2b. Payment-Initiation Response (OK)

Feedback to the customer: http Statuscede: 201 (Created)
Please present your User-1D & Password ASPSP-SCA-Approach: EMBEDDED

A

A

User-1D & Password

¥

3. Start Authorisation Request {with PSU Authentication) o
Body: <user-ID> & <password> - :|

4, Start Authorisation Response

htip Statuscode: 201 (Created) — Credentials ok
Transaction Status Payment initiated.

5. Payment-Status Request

A J

6. Payment-Status Response
Feedback to the customer: hitp Statuseode: 200 (OK) — ACCT, REJT,...

Payment initiated

F 9

A




5.1.9. Embedded nodxo0 npu eduHcmeeH memod Ha 3YU

B cny4yan, ye e Hanuue camo eguH 3YW metoad, kbM "npoueca” ce gobass "3asBka 3a
paspeluaBaHe Ha TpaH3akuunsa", kbaeto AlMY npenasa gaHHUTE 3a y4OCTOBEPSIBAHE Ha KIWEeHTa, Harp.
OTP c BKkNOYEHO AMHAMUYHO CBbp3BaHe C JaHHUTE 3a TpaH3akuudaTa.

PSU PISP ASPSP
l PSU initiates a payment via a TPP - l
- 1. Payment-Initiation Request .
L validate
+ elDAS cerificate
*  reguest syntax
- o =  tpprole
P I/E;D\- _23'_Paimfn£_|n_nlgt|011 Eeipo_ns_e QIC_)KL - - * zemantics

“___“ htip Codes: 401, 400, 403

. 2b. Payment-Initiation Response (OK)
Feedback to the customer: - http Statuscode: 201 (Created)

Please present your User-1D & Password ASPSP-5CA-Approach: EMBEDDED

A

User-1ID & Password

g 3. Start Authorisation Request (with PSU Authentication)
Body: <user-ID= & <password= =

4_ Start Authorisation Response

A

P Feedback to the customer: hitp Statuscode: 201 (Created) — Credentials ok
" Please generate the OTP with your Photo OTP device Challenge e.g. Photo OTP bitmap

oTP

= 5. Authorisation-Update Request
Body: <OTP=

¥
[ ]

6. Authonsation-Update Response
http Statuscode: 200 (OK) — Payment Status

A

7. Payment-Status Request

A J

8. Payment-Status Response
hitp Statuscede: 200 {OK) — ACCT, REJT, -

A

Feedback to the customer:
Payment authorised

—
A



5.1.10. Embedded nodxod ypes usbop Ha memoo 3a YU

Ako AMNYOC nopaobpxa Hakonko 3YW metoaa npu To3m npouec ce npegnara nsbop Ha 3YU
meToa 3a [lonseatenda. ANYOC nbpBO npegoaBa HanuyHute metoau Ha ONMY. OMNY moxe ga mm
dunTpmpa, ako He MOXe Aa Noaabpka TEXHUYECKM BCUYKM MeToau 3a yaoctoBepsiBaHe. Cnepn ToBa
HanNU4HUTE MeToam ce npeactaBaAT Ha NonseaTens 3a nsbop.

P5U PISP ASPSP
l PSU initiates a payment via a TPP ~ l
= 1. Payment-Initiation Request -
o validate
*  elDAS cerificate
*  reguest syniax
__ pitiati - # tpp mole
< (o) 25 Paymentinitation Response (NOK) __ | |1 Z TS
“__/ hitp Codes: 401, 400, 403
. 2b. Payment-Initiation Response (OK)
< Feedback to the customer: - http Statuscode: 201 (Created)
Please capture your User-ID & Password ASPSP-SCA-Approach: EMBEDDED

User-10 & Password

L

3. Start Authorisation Request (with PSU Authentication}]
Body: <user-lD> & <password= = |: :|

4_ Start Authorisation Response

F 9

Feedback to the customer: hitp Statuscode: 201 (OK) — Credentials ok
Please select SCA method Available SCA methods

F

SCA method

v

5. Authorigation-Update Request
Body: <SCA method=>

L
| —
| I

6. Authorisation-Update Response
hitp Statuscode: 200 (OK) — Challenge e.g. Photo OTP bitmap

r'y

o Feedback to the customer:
l=ase generate a one time password with your photo OTP devi

oTP -
g 7. Authorisation-Update Request =
Body: =0TP= =
- 5. Authorigation-Update Response
- hitp Statuscode: 200 (OK) — Payment Status
9. Payment-Status Request 2
» 10. Paymeni-Status Response
o Feedback to the customer: - http Statuscode: 200 (OK) — ACCT, REJT, .
T = Payment authorised
5.1.11. KombuHauusi om nomouu cbc cmeceHU 3YW nodxodu

B cnyyan, ye ANMNYOC nogabpxa Hsakonko nogxona Ha 3YW 1o Tpsbea nbpBO Aa Npeanoxm
SCA metoguTe Ha pasnonoxeHue 3a lNonssatens. Cnep mnsbopa Ha Monssatensa 3a 3YWM noaxopn
AOrMYOC npunara cbotBeTHaTa cxema 3a "Redirect”, "Decoupled”, “Embedded”.



Ako OMNYOC nopgaobpxa 3a lNonsesatensa Han-manko ,decoupled” 3YU metog u B CbLLOTO

Bpeme noHe eauH 3YW meToa, komTto He e ,decoupled”, ToraBa ropHute notoum morat ga 6vaar
CMECEHM KaKTo crneasa:

B cnyyan, 4ye AMNYOC crtaptMpa NOTOKa Ha MHMUMMPaHe Ha nnawaHeTo c redirect,
Mon3eaTens moxe ga u3bepe B canta 3a ygoctoBepsiBaHe Ha [AMNMYOC metopa 3a
decoupled ygoctoBepsaBaHe. ToBa e npo3payHo 3a AlY n Hama BnvsiHne BbpXy notouuTe,
AeduHUpaHu no-rope.

B cnyyan, ye AMNYOC ctapTupa noTtoka 3a nHMumMmpaHe Ha nnaiwaHeto ¢ embedded 3YU
noaxoa, AMNYOC we npenoctaBm cnUChbK Ha Hann4YHUTE metoam 3a 3YWM kbm Nonseartens
ypea [OIY. Ako T[lonseatena wu3bepe MeTon 3a YyAOCTOBEpsiBAHE, KOWTO W3MCKBa
DECOUPLED 3YWU noaxopn, Toraea [IMYOC ce pasknoHsiBa B NOTOKAa Ha TpaH3akunuTe 3a
DECOUPLED noaxoa, kakto € nokasaHo no-rope: AMYOC we BbpHe cboTBETHUA HTTP
AnYOoC - 3YWM nopxon cbe crtonHoct "DECOUPLED" u TekywoTo CbCTOAHWE Ha
3ano4BaHeTo Ha nnawaHeto, Hanp "ACTC" 3a KOPEKTHU TEXHMYECKN NPOBEPKM, HO 3a MNo-
HaTaTbWHN OENCTBUA e BbpHe xunepspb3ka "self' unu "status". 3a ga nonyuu
OKOH4YaTeNHMS cTaTyCc Ha TpaH3akuusTa, cnefBawoTo uckaHe Ha [AIY Tpsabea ga 6bae
3asBkaTa 3a cratyc GET.

B cnyuvan, ye AOMNMNYOC tpsabea ga pewwun mexay nogxona "Decoupled" n "Redirect” 3YW,
AOMNnYOC cbwo Moxe nbpBo ga npegnoxun 3YWM metogute Ha pasnoniokeHue Ha
Mon3BaTenss n cneg ToBa ga ce pasknoHaBa B noaxoga "Decoupled" mnn "Redirect”
cbrnacHo nsbopa my.



5.1.12. MHoxxecmeeHa 3YU aemopusauus: [Tpumep 3a nooxoda c Redirect 3YU

MHoxecTBeHaTa 3YW aBTOopu3auusa nogabpxa paspelleHMeTo 3a nnawaHe OT HAKOSMKO
Monseartenu, Hanp. paspeweHne Ha npuHuuna 4 oun. MHoxectBeHa 3YW aBTopusaumsa BuHaru ce
o6paboTBa C M3pPUYHO CTapTUpaHe Ha aBTopusaums. No-gony e nokasaH NOTOKBLT 3a OTOPM3MpPaHe Ha
npuHumuna 4 o4n, npu konTo u asete 3YW aBTopmsaummn ce nssbpLuBaTt Ype3 Redirect.

PSU PISP ASPSP

l PSU initiates a payment via a TPP » l l

1. Payment-Inifiation Request -
L validate
= glDAS certificate
= request syntax
.,  Za.Paymentnitiation Response (NOK) = fteprole
- END-)} __________________ | |+ semantics
— http Codes: 401, 400, 403
I I I'tmE-:m-usmde: 201 {Created)
3. Start Authorisation Request -
| ] vatidate
«  elDAS cerificate
= reguest syntax
—,  4a. Start-Authorisation Response (NOK) » semarntics
(END - T L. -
M hitp Codes: 401, 400, 403
d 4b. Start-Authorisation-Response (OK)
_ Feedback to the customer: - http Statuscode: 201 (Created)

Authorise the transaction (redirect)

PSU re-directed to an authorisation webpage of the ASPSP

L | & The PSU authonses the payment

1 Redirect back to TPP -
5. Payment-Status Request » validate
= elDAS cerificate
= request syntax
6. Payment-Status Response = semantics
hitp Statuscode: 200 (0K} — ransactionSt. PATC
1

F 3

7. Start Authorization Request validate

= e2lDAS cerificate
= request synitax
= samantics

-

—,  Ba. Start-Authorisation Response (MOK)
| - ENE:-/,r ——————————————————
T p— hitp Codes: 401, 400, 403

- Bb. Start-Authorisation-Response (OK)
Feedback to the customer: - http Statuscode: 201 (Created)

Authorize the transacticn (redirect)

F

PSU re-directed to an authorigation webpage of the ASPSP

The PSU authogses the payment

F Y
—

Redirect back to TPP

L 4

9. Payment-Status Request v | | validate

= glDAS certificate
= request syntax
- 10. Payment-Status Response =  semantics

hitp Statuscode: 200 {OK) — transactionSt. ACTC




3abenexka: To3n NOToK He 3aBUcK OoT MeToda Ha 3YW. MHoxecTBeHUTe aBTopmsauumn no 3YU
Ce U3BbpLLBAT, KAaTO Ce M3Mon3Ba N NbTU 3asiBKaTa 3a CTapT 3a n NbTn 3YW, KbOeTO CbOTBETHUAT
meToa Ha 3YW e npeacrtaseH kato Redirect 3YWN. Tean 3YU npouecu cblio morat ga ce reHepupar
egHoBpemeHHo oT AINMYOC c¢ uen ga ce cnectat API nssmkeaHums.

5.2. 0630p Ha OaHHUMe 3a ycJsly2ama 3a UHuUuuupaHe Ha naawaHusi

CnepgHarta Tabnuua geduHMpa TEXHUYECKOTO ONMCaHMEe Ha abCTpakTHUSA MOAEN Ha AaHHW,
onpegerneH B npasunaTta 3a ycnyrata MHnyuunpaHe Ha nnawade. KonoHute gasat obuw, norneg Bbpxy
APl npoTokonuTe, KakTo cregsa:

KonoHata "Data element" nanonssa abctpaktHuTe enemeHTn Ha gaHHu, no [XS2A OR], 3a
Aa OOoCTaBu Bpb3KaTa KbM npasunaTta u AeUHULMUTE Ha POSiv B TO3M AOKYMEHT.

KonoHata Attribute encoding gnaBa onpefeneHneto 3a genCTBUTENHO kogupaHe B API
XS2A, kakTo e fedUHNPaHO B TO3N JOKYMEHT.

KonoHute "Location" onpegenat kora CbOTBETHUTE €fleMeHTU Ha [JaHHuTe ce
TpaHcnopTupar kato napameTpu Ha HTTP Ha HuBo path, header nnu body n ca B3eTtu ot
ceptucukatute elDAS. Mong, o6bpHeTe BHUMaHUE, Ye enemMeHTUTe OT AaHHWN, CBbP3aHu
CbC cepTudumkaT 3a ygoctoBepsiBaHe Ha yeb canT, He ca eneMeHTU Ha AENCTBUTENHOTO
obaxpaHe ot APIl. Te ca noco4eHu TyK, Tbi KaTo ca 3agbiokuTenHu B obpaboTkaTta Ha
OekeHoa wn MoraT ga ©ObaaT TpaHCNopTMpaHuM OT KpanHata Toyka Ha APl kbm
npunoxenneto Ha AMNYOC. Mons, o6bpHeTe BHUMaHWe, Ye 3a pasnuka oT ToBa JaHHUTE
3a YyOOCTOBeEpeHusiTa 3a €eNneKkTpOHHUA neyaT MoraT ga ObaaT TpaHcnopTupaHu B
crneuunanHo 3arnasue Ha noneto HTTP.

KonoHa "Usage" paBa o6w, nperneg Ha M3NOn3BaHETO Ha €feMeHTM OT OaHHW B
pasnuyHuTe ycnyrmn n APl nosuksaHus. B [XS2A OR] obaxgaHuaTta XS2A ce onucsaT Kato
abcTtpakTHu API noBukBaHus. Te3n obaxaaHunsa we 6baat TEXHUYECKM peanmanpaHin KaTto
komangn HTTPS POST, PUT n GET. ObaxgaHunaTa ce pa3gensT Ha cnegHute obaxxaaHus
3a lHnummnpaHe Ha nnaiiaHe:

e 3asiBKaTa 3a MHUuuupaHe e nbpBaTa CTbKa B NPUMOXHUA NporpamMmeH nHTepgenc
(API1) 3a Bcsika TpaH3akuus B pamkuTe Ha ycnyraTa [nawaHe. ToBa noBukBaHe
reHepupa CbOTBETHUS pecypc. VHuumanmanpaHeTo Ha nnawaHusta Moxe aa
obxBaHe eHOKpATHO NnaiiaHe, rpynoBu NnawaHnsa 1 NepuoanyHn nNnaLlaHus.

e [loBuKBaHETO 3a akTyanuaauusi Ha JaHHU € noBukBaHe npu koeto ANMY Tpsbea ga
nobaBn gaHHKM, CBbp3aHM C maeHTudumkauma Ha [Nona3satena u cnep Koeto ce
TpsabBa fga ce BbpHe KbM MbpBOTO obaxaaHe. TakoBa MOBUKBaHe MOXe [a ce
MOBTOPW HAKOMKO NbTU (ocobeHo npu 3YUN metog Embedded).

e lAckaHeTo 3a paspelLeHne ce u3nonssa camo npu meton Embedded, 3a ga ce
paspeLun TpaH3akumnaTa B cryyan Ha HeobxoaMMOCT OT BTOPO yOoCTOBepsiBaHe Ha
dakTopa.

e 3asiBKaTa 3a CbCTOAHWE Ce U3MNOJSi3Ba B CrnyyauTe crie yCrnewHo U3nbiiHeHne Ha
3YW v OIY ce Hy)kgae oT no-kbCHa MHopmaums 3a pesynrara.

M3nonsBa ce cnegHOTO M3MNon3BaHe Ha CbKpalleHus B konoHute " Location n Usage "

X: TO3n enemeHT OT JaHHUTE Ce TpaHCnopTUpa Ha CbOTBETHOTO HUBO.

m: 3a4bMKUTENHO

0: HezagbmkutenHo 3a usnonasaHe ot ANy

c: YcnosHo. YcnoueTto ce onpegens ot AMYOC n Tpabea ga e onvcaHo B agpecmpaHuiTe
Ha NPUNOXHNA nporpameH nHtepdgenc (API) cbCToAHUS.

Cnepgpawara Tabnuua He caMmo onpeaenst U3NCKBaHUATa KbM CbOOLLIEHUATA 3a 3a8BKN, HO

N M3NCKBAHWA 3a €efleMEeHTUTE Ha [aHHMTEe B CcboOlleHusaATa 3a OTroBOpMU. Te3n mnanckBaHus ce



npunarat camo B cnyyan Ha kog 3a HTTP otrosop 2xx. B cnyyat Ha HTTP oTroBop kog 4xx nnm 5xx
M3NCKBaAHWUS, ce npunaraT onpegenexHnTe B pasgen 4.8.
3abenexka: [loBeveto TexHuyeckn dyHkumm kato GET ... / {paymentld} n GET ... /

{authorisationld} 1 3asiBkaTa 3a aHynupaHe He ca obxBaHaTu OT Ta3u Tabnuua.

Location Usage
Data element Attribute encoding £ Dé g = E g g’ g g E’- g § §
Sl e8| 8|E|lz2|S|s|s|<|s]|=]|=
S| = S|£|E|5|5/12|2|5|3
TPP Registration Number X | m m m m
TPP Name X | m m m m
TPP Roles X | m m m m
TPP . National = Competent % | 'm m m m
Authority
Resource ID X m m m
Payment Product payment-product X m m m m
Request Identification X-Request-ID X mimim{m|m|m|m|m
Access T'oken Authorization X c c © c
(from optional OAuth2)
Further signature related data | Digest X c c © c
TPP Signing Certificate TPP-Signature-Certificate X [ c c [
TPP Electronic Signature Signature X c c © c
Transaction Status transactionStatus X m m m m
Funds Availability Flag fundsAvailable X c
PSU Message Information psuMessage X o] o] o] o
TPP Message Information tppMessages X o] o] o] o]
PSU Identification PSU-ID X c c
PSU Identification Type PSU-ID-Type X [ [
& | Corporate Identification PSU-Corporate-ID X c c © c
E« Corporate ID Type PSU-Corporate-ID-Type X c c © c
g PSU Password psuData.password X c
E IP Address PSU PSU-IP-Address X m o o o
S |IP Port PSU PSU-IP-Port X 0 o o 0
* | Psu user Agent PSU-User-Agent X o o o o
GEO Information PSU-Geo-Location X o o o o
E]l%lgtrr]rs;tion PSU related PSU-Accept X o o o o
PSU-Accept-Charset X o o o) o
PSU-Accept-Encoding X o] o] o] o]
PSU-Accept-Language X o o o o
PSU-Http-Method X o o o) o
PSU-Device-ID X o o] o o
Redirect Preference TPP-Redirect-Preferred X o
Decoupled Preference TPP-Decoupled-Preferred X o]
Redirect URI TPP TPP-Redirect-URI X c
TPP-Nok-Redirect_URI X o]
Authorization Preference TPP-Explicit-Authorisation-Preferred X o
Rejection Preference TPP-Rejection-NoFunds-Preferred X o]
TPP Notification URI TPP-Notification-URI X o
'Fl;lfelierenl\cl;ce)tfication Content TPP-Notification-Content-Preferred X o
TPP Brand Information TPP-Brand-Logging-Information X o
PSU Password psuData.password X c




Chosen SCA Method chosenScaMethod X c
SCA Challenge Data challengeData X G G
PSU Authentication Data scaAuthenticationData X m
Request Identification X-Request-ID X mi m{m|m|m|m|m
ASPSP-SCA-Approach ASPSP-SCA-Approach X o] o]
Available SCA method scaMethods X c c

o | Resource ID paymentld X m

§ Transaction Fees transactionFees X o}

v | Transaction Fee Indicator transactionFeelndicator X o]

é Transaction Status transactionStatus X m m m

E PSU Message Information psuMessage X o] o] o]
TPP Message Information tppMessages X o] o] o]
SCA Challenge Data challengeData X G G
Redirect URL ASPSP _links.scaRedirect X c

lMoBukBaHUATa B MHTEpdenc 3a [JocTbn 4O CMeTKa, KOUTO npeactaBnsaBaT cbobLeHus, Le
O6baaTt geduHMpaHn B crneasawmTe pasnenu.

3abenexka: MapkepbT “Timestamp” 3a 3adBka Ha BCAKO NMOBUKBAHE CE CbAbpXKa B 3a4biHKUTENHUSA
dopmaTt Ha HTTP header "Date". Toan mapkep He ce cbabpxa B Tabnuumte ¢ aHHM No-4ony, Tbi
KaTto ToBa e 3agbikuTtenHo none 3a HTTP header u ¢ uen ga ce msberHaT KOHMMAMKTU C Apyru
npoueaypu 3a cneumdukaums.

IP agpec / nopt n gonbnHuTenHa nuHopmaums, cebp3aHa ¢ Nonsearens.

CnegHute enemMeHTM OT AaHHMTE OT ropHata Tabnuua npenpawaTr WHdopmauus 3a
nHtepcperica Monsearten / AY n nogobpssart npouenypuTte 3a ynpaeneHue Ha pucka Ha OMYOC.
[MpenopbynMTenHO € Te3n eneMeHTN OT AaHHW Aa NPUCHCTBAT BbB BCUYKM CbOOLLEHMS 3a 3asiBKU B
pamMKuTe Ha NMoToKa OT TpaH3akuMu 3a UHUUUMpaHe Ha nnawaHus. [No-Hagony B TabnuyeH Bug e

npenoctaBeHa [OOMbNHUTENHA MHOPMAaLMS

(onMcaHue) 3a napameTpuTe Ha 3asBkata M

aedomHnumsaTa Ha Te3um enemeHTn. Kato uskniodeHve B onmcaHmeTo 3a IP agpeca Ha PSU e
"He3aabIMKMTENHO", HO NPY 3asiBKa 3a MHMLUMMpPAHE Ha NnallaHe ce npunara "3agbimKUTenHo".

Attribute Format [Condition Description
The forwarded IP Address header field consists of the
PSU-IP-Address String Optional |corresponding HTTP request IP Address field between PSU and
TPP.
. . The forwarded IP Port header field consists of the corresponding
PSU-IP-Port St t I
SU or ring Optiona HTTP request IP Port field between PSU and TPP, if available.
The forwarded I[P Accept header fields consist of the
PSU-Accept String Optional |corresponding HTTP request Accept header fields between PSU
and TPP, if available.
PSU-Accept- . .
Charset String Optional |see above
PSU-Accept- . .
Encoding String Optional |see above
PSU-Accept- String Optional |see above
Language
. . The forwarded Agent header field of the HTTP request between
PSU-User-Agent String Optional PSU and TPP, if available.
PSU-Http-Method [String Optional [HTTP method used at the PSU — TPP interface, if available.




Valid values are:
GET
POST
PUT
PATCH
DELETE

UUID (Universally Unique Identifier) for a device, which is used by
the PSU, if available.

PSU-Device-ID String Optional |UUID identifies either a device or a device dependent application
installation. In case of an installation identification this ID need to
be unaltered until removal from device.

Geo The forwarded Geo Location of the corresponding HTTP request

PSU-Geo-Location Location Optional between PSU and TPP if available.




5.3. 3asieka 3a UHUUuUupaHe Ha naawaHe

CTtangapTbT BKMOYBa crneuudurknTe Ha nnawaHusaTa B HauMoOHanHa BanyTa, KakTto U
KpeauTHUTe TpaHcdepy B Yy>KaecTpaHHa BanyTa.

A. PasnnawaHusma e HauuoHasnHa easiyma ca 06ocobeHu 8 08e kamezaopuu:
- SEPA KpeguteH npeBoa, BKIIOYNTENHO U KbM BlogKeTeH pasnopeanten
- SEPA Hes3abaeH kpeguTeH npesoq

CraHgaptbT nogavpxa n atpmbyT 3a n3bop Ha RTGS nnaTtexHa cuctema 3a KpeauTeH
npesoag — TARGET.

B. KpedumeH mpaHcgep 8 YyxxdecmpaHHa gasiyma:
- KpeauteH npesog B yyxgectpaHHa Banyta (Non SEPA)

C. OepaHuyeHus 3a pa3mepa Ha cymama rnpu UHuyuupaHe Ha rnpesood

CobrnacHo gencreallara perynauus, npu HapexagaHe Ha npeBoj 3a cyma Hag 15,000 espo
ce M3NCKBa NnogaBaHe Ha Aeknapauus 3a npomnsxon Ha napudHuTe cpeactea. B Ttasm Bpbaka [YOC
(6aHka) Mma NpaBOTO Aa OTKaXe U3NbIHEHMETO Ha npeBof 3a cyma Hag 15,000 eBpo vnm HenHaTa
PaBHOCTOMHOCT B YyXAa BanyTta, TbW KaTto Ha To3u eTan B CTaHaapTa He ce nogabpXka meTo[ 3a
npunaraHe Ha geknapaumsa KbM NpeBoa

5.3.1. MHuyuupaHe Ha nnawaHe 8 JSON KoOupaHe

lNoBukBaHe — POST /v1/payments/{payment-product}
[ ANY cb3paea u M3npalla 3asiBka 3a UHMUMmMpaHe Ha nnatade kem AMYOC /

Path

Attribute Type Description

The addressed payment product endpoint, e.g. for SEPA Credit Transfers (SCT).
The default list of products supported in this standard is:

e sepa-credit-transfers

String |e cross-border-transfers

e instant-sepa-credit-transfers

The ASPSP will publish which of the payment products/endpoints will be
supported.

payment-
product

Query Parameter

Hama Query Parameter



Request Header

Attribute Type Condition Description

Content-Type String Mandatory | application/json

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
This is the unique ID of TPP for the payment initiation regarding
PSD2 article 46b, 47 and EBA RTS article 29.

PSU-ID String Conditional | Client ID of the PSU in the ASPSP client interface. Might be
mandated in the ASPSP’s documentation.
It might be contained even if an OAuth2 based authentication
was performed in a pre-step or an OAuth2 based SCA was
performed in an preceding AlS service in the same session. In
this case the ASPSP might check whether PSU-ID and token
match, according to ASPSP documentation.

PSU-ID-Type String Conditional | Type of the PSU-ID, needed in scenarios where PSUs have
several PSU-IDs as access possibility.
In this case, the mean and use is then defined in the ASPSP’s
documentation.

PSU-Corporate- String Conditional | Identification of a Corporate in the Online Channels

ID Might be mandated in the ASPSP’s documentation. Only used in
a corporate context.

PSU-Corporate- String Conditional | This is describing the type of the identification needed by the

ID-Type ASPSP to identify the PSU-Corporate-ID content.
Mean and use is defined in the ASPSP’s documentation. Only
used in a corporate context.

Authorization String Conditional | Bearer Token. Is contained only, if an OAuth2 based
authentication was performed in a pre-step or an OAuth2 based
SCA was performed in an preceding AlS service in the same
session.

Consent-ID String Optional This data element may be contained, if the payment initiation
transaction is part of a session, i.e. combined AIS/PIS service.
This then contains the "consentld" of the related AIS consent,
which was performed prior to this payment initiation.

PSU-IP-Address String Mandatory | The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU and
TPP.
If not available, the TPP shall use the IP Address used by the TPP
when submitting this request.

TPP-Redirect- Boolean Optional If it equals "true", "URI of the TPP, where the transaction flow

Preferred

shall be redirected to after a Redirect. Mandated for the Redirect
SCA Approach, specifically when TPP-Redirect-Preferred equals
“true“,“

This entry is not mandated in the integrated OAuth case, since

the redirect URI is transported during the OAuth protocol.

If it equals "false", the TPP prefers not to be redirected for SCA.
The ASPSP will then choose between the Embedded or the
Decoupled SCA approach, depending on the choice of the SCA
procedure by the TPP/PSU.




Attribute

Type

Condition

Description

If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the SCA method chosen by
the TPP/PSU.

TPP-Rejection-
NoFunds-
Preferred

Boolean

Optional

"If it equals "true" then the TPP prefers a rejection of the
payment initiation in case the ASPSP is providing an integrated
confirmation of funds request an the result of this is that not
sufficient funds are available.

If it equals "false" then the TPP prefers that the ASPSP is dealing
with the payment initiation like in the ASPSPs online channel,
potentially waiting for a certain time period for funds to arrive to
initiate the payment.

TPP-Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected to
after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Nok-
Redirect-URI

String

Optional

If this URI is contained, the TPP is asking to redirect the
transaction flow to this address instead of the TPP-Redirect-URI
in case of a negative result of the redirect SCA method. This
might be ignored by the ASPSP.

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers to start the authorisation
process separately, e.g. because of the usage of a signing basket.
This preference might be ignored by the ASPSP, if a signing
basket is not supported as functionality.

If it equals "false" or if the parameter is not used, there is no
preference of the TPP. This especially indicates that the TPP
assumes a direct authorisation of the transaction in the next
step, without using a signing basket.

TPP-Rejection-
NoFunds-
Preferred

Boolean

Optional

If it equals "true" then the TPP prefers a rejection of the
payment initiation in case the ASPSP is providing an integrated
confirmation of funds request an the result of this is that not
sufficient funds are available.

If it equals "false" then the TPP prefers that the ASPSP is dealing
with the payment initiation like in the ASPSPs online channel,
potentially waiting for a certain time period for funds to arrive to
initiate the payment.

This parameter may be ignored by the ASPSP.

TPP-Notification-
URI

String

Optional

URI for the Endpoint of the TPP-API to which the status of the
payment initiation should be sent.

This header field may by ignored by the ASPSP, cp. also the
extended service definition in [XS2A-RSNS].

TPP-Notification-
Content-
Preferred

String

Optional

The string has the form

status=X1, ..., Xn

where Xi is one of the constants SCA, PROCESS, LAST and where
constants are not repeated.

The usage of the constants supports the following semantics:
SCA: A notification on every change of the scaStatus attribute for
all related authorisation processes is preferred by the TPP.
PROCESS: A notification on all changes of consentStatus or
transactionStatus attributes is preferred by the TPP.

LAST: Only a notification on the last consentStatus or
transactionStatus as available in the XS2A interface is preferred
by the TPP.

This header field may be ignored, if the ASPSP does not support
resource notification services for the related TPP.




Attribute Type Condition Description

TPP-Brand- String Optional This header might be used by TPPs to inform the ASPSP about
Logging- the brand used by the TPP towards the PSU. This information is
Information meant for logging entries to enhance communication between

ASPSP and PSU or ASPSP and TPP.
This header might be ignored by the ASPSP.

Request Body

[aHHnTe, Kouto TpsibBa ga O6baaT TpaHCNoOpTMpaHM B 3adBKaTa, 3aBUCAT OT u3bpaHaTa
KpanHa Toyka (pasnnaiwiateneH npoaykT) 3a npuroxHua nporpameH nHtepdenc (API). B Pasgen 11
Ha TO3M OOKYMEHT ca npegocrtaBeHn CtanHgapTHuTe 1 JJonbnHuTenHuTe aeuHnumm Heobxoanmm 3a
NOKpMBaHe Ha M3NCKBAHWATA Ha MeCTHUTE ocobeHocTM Ha nasapa. [No-HaTtaTblHKM onpeaeneHuns
CbLLO MOXe aa 6baaTt AobaBeHN Npu Bb3HUKBAHE HA HOBU cneumdukn 3a obwHocTtTa nnu ArnyOC.

Response Header

Attribute Type Condition Description
Location String Mandatory | Location of the created resource (if created)
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA-Approach String Conditional | This data element must be contained, if the SCA Approach is
already fixed. Possible values are:
e EMBEDDED
e DECOUPLED
e REDIRECT
The OAuth SCA approach will be subsumed by REDIRECT..
ASPSP-Notification- Boolean Conditional | true if the ASPSP supports resource status notification services.
Support false if the ASPSP supports resource status notification in

general, but not for the current request.

Not used, if resource status notification services are generally
not supported by the ASPSP.

Shall be supported if the ASPSP supports resource status
notification services, see more details in the extended service
definition [XS2A-RSNS].

ASPSP-Notification- String Conditional | The string has the form

Content status=X1, ..., Xn

where Xi is one of the constants SCA, PROCESS, LAST and where
constants are not repeated.

The usage of the constants supports the following semantics:
SCA: Notification on every change of the scaStatus attribute for
all related authorisation processes is provided by the ASPSP for
the related resource.

PROCESS: Notification on all changes of consentStatus or
transactionStatus attributes is provided by the ASPSP for the
related resource.

LAST: Notification on the last consentStatus or

transactionStatus as available in the XS2A interface is provided
by the ASPSP for the related resource.

This field must be provided if the ASPSP-Notification-Support
=true. The ASPSP might consider the notification content as
preferred by the TPP, but can also respond independently of
the preferred request.




Moneto "Location" ce u3nonsea kaTto Bpb3ka KbM Cb3gageHus pecypc. Hama pgpyrm
cneumuyHN N3nCKBaHUSI.

Response Body

Attribute Type Condition | Description
transactionStatus Transaction Mandator | The values defined in Section 14.13
Status y Transaction status might be used.
paymentld String Mandator | resource identification of the generated
y payment initiation resource.
transactionFees Amount Optional Might be used by the ASPSP to transport the

total transaction fee relevant for the underlying
payments. This field includes the entry of the
currencyConversionFees if applicable.

currencyConversionFees Amount Optional Might be used by the ASPSP to transport
specific currency conversion fees related to the
initiated credit transfer.

estimatedTotalAmount Amount Optional The amount which is estimated to be debted
from the debtor account

estimatedinterbankSettlementAmou | Amount Optional The estimated amount to be transferred to the

nt payee.

transactionFeelndicator Boolean Optional If equals “true”, the transaction will involve

specific transaction cost as shown by the ASPSP
in their public price list or as agreed between
ASPSP and PSU.

If equals "false" or is not used, the transaction
will not involve additional specific transaction
costs to the PSU unless the fee amount is given
specifically in the data elements transactionFees
and/or currencyConversionFees.

scaMethods Array of Condition | This data element might be contained, if SCA is
authenticatio | al required and if the PSU has a choice between
n objects different authentication methods. Depending

on the risk management of the ASPSP this
choice might be offered before or after the PSU
has been identified with the first relevant factor,
or if an access token is transported. If this data
element is contained, then there is also an
hyperlink of type
"selectAuthenticationMethods" contained in
the response body.

These methods shall be presented towards the
PSU for selection by the TPP.

chosenSca Authenticatio | Condition | This data element is only contained in the
Method n object al response if the APSPS has chosen the Embedded
SCA Approach, if the PSU is already identified
e.g. with the first relevant factor or alternatively
an access token, if SCA is required and if the
authentication method is implicitly selected.




Attribute Type Condition | Description
challengeData Challenge Condition | It is contained in addition to the data element
al "chosenScaMethod" if challenge data is needed
for SCA.
In rare cases this attribute is also used in the
context of the "updatePsuAuthentication" link.
_links Links Mandator | A list of hyperlinks to be recognised by the TPP.
y The actual hyperlinks used in the response

depend on the dynamical decisions of the ASPSP
when processing the request.

Remark: All links can be relative or full links, to
be decided by the ASPSP.

Type of links admitted in this response, (further
links might be added for ASPSP defined
extensions):

"scaRedirect": In case of an SCA Redirect
Approach, the ASPSP is transmitting the link to
which to redirect the PSU browser.

"scaOAuth": In case of a SCA OAuth2 Approach,
the ASPSP is transmitting the URI where the
configuration of the Authorisation Server can be
retrieved. The configuration follows the OAuth
2.0 Authorisation Server Metadata specification.

"confirmation™:

Might be added by the ASPSP if either the
"scaRedirect" or "scaOAuth" hyperlink is
returned in the same response message. This
hyperlink defines the URL to the resource which
needs to be updated with

a confirmation code as retrieved after the
plain redirect authentication process with the
ASPSP authentication server or

an access token as retrieved by submitting an
authorization code after the integrated OAuth
based authentication process with the ASPSP
authentication server.

"startAuthorisation":

In case, where an explicit start of the
transaction authorisation is needed, but no
more data needs to be updated (no
authentication method to be selected, no PSU
identification nor PSU authentication data to be
uploaded).

"startAuthorisationWithPsuldentification":
The link to the authorisation end-point, where
the authorisation sub-resource has to be
generated while uploading the PSU
identification data.

"startAuthorisationWithPsuAuthentication":
The link to the authorisation end-point, where
the authorisation sub-resource has to be
generated while uploading the PSU
authentication data.




Attribute

Type Condition

Description

"startAuthorisationWithAuthentication
MethodSelection":

The link to the authorisation end-point, where
the authorisation sub-resource has to be
generated while selecting the authentication
method. This link is contained under exactly the
same conditions as the data element
"scaMethods"

"startAuthorisationWithTransactionAuthorisatio
n": The link to the authorisation end-point,
where the authorisation sub-resource has to be
generated while authorising the transaction e.g.
by uploading an OTP received by SMS.

"self": The link to the payment initiation
resource created by this request. This link can
be used to retrieve the resource data.
"status": The link to retrieve the transaction
status of the payment initiation.

"scaStatus": The link to retrieve the scaStatus of
the corresponding authorisation sub-resource.
This link is only contained, if an authorisation
sub-resource has been already created.

psuMessage

Max500Text Optional

Text to be displayed to the PSU

tppMessages

Array of Optional

Message

Messages to the TPP on operational issues.

Example — Npumepu

1. SEPA credit transfer (with SEPA Service level marker)

Request

POST https://api.testbank.com/vl/payments/sepa-credit-transfers

Content-Encoding

Content-Type:
X-Request-ID:

PSU-IP-Address:
PSU-GEO-Location:

gzip

application/Jjson
99391c7e-ad88-49ec-a2ad-99ddcb1£7721
192.168.8.78
GE0:52.506931;13.144558

PSU-USER-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 28 Jan 2018 16:42:37 GMT
Request Body
{
"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"paymentType": {"ServiceLevel" "SEPA"},
"chargeBearer": "SLEV",
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"creditorName": "Receiver Merchantl23",
"creditorAccount": {"iban": "DE23100120020123456789"},

"remittanceInformationUnstructured":

}

Response in case of decoupled approach
HTTP/1.x 201 Created

X-Request-ID:

ASPSP-SCA-Approach:

Date: Sun, 28

99391c7e-ad88-49ec-a2ad-99ddcbl1£f7721

DECOUPLED
Jan 2018 16:42:37 GMT

"Information for Merchant and payment "

Location:https://www.testbank.com/psd2/vl/payments/sepa-credit-transfers/1234-wertig-983

Content-Type:

application/Jjson




"transactionStatus": "RCVD",

"paymentId": "1234-wertig-983",
" links": {
"updatePsuldentification": {"href":"/vl/payments/sepa-credit-transfers/1234-wertig-
983"},
"self": {"href": "/vl/payments/sepa-credit-transfers/1234-wertig-983"}

}
}

Response in case of decoupled approachwith explicit start of authorization needed
(will be done with the update PSU identification function)

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7721

ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 28 Jan 2018 16:42:37 GMT

Location:https://www.testbank.com/psd2/v1l/payments/sepa-credit-transfers/1234-wertig-983
Content-Type: application/json
{

"transactionStatus": "RCVD",
"paymentId": "1234-wertig-983",
" links": {

"startAuthorisationWithPsuIdentification":
{"href":"/vl/payments/sepa-credit-transfers/1234-wertig-983"/authorisations},
"self": {"href": "/vl/payments/sepa-credit-transfers/1234-wertig-983"}
}
}

Response in case of embedded approachwith explicit start of authorization
HTTP/1.x 201 Created
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7721

ASPSP-SCA-Approach: EMBEDDED
Date: Sun, 28 Jan 2018 16:42:37 GMT

Location:https://www.testbank.com/psd2/vl/payments/1234-wertig-983
Content-Type: application/json
{

"transactionStatus": "RCVD",
"paymentId": "1234-wertig-983",
" links": {

"startAuthenticationWithPsuAuthentication™:
{"href":"/vl/payments/sepa-credit-transfers/1234-wertig-983" /authorisations},
"self": {"href": "/vl/payments/sepa-credit-transfers/1234-wertig-983"}

}

2. SEPA credit transfer (budget transfer)

Request

POST https://api.testbank.com/vl/payments/sepa-credit-transfers
Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£7721

PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU- User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101
Firefox/54.0

Date: Sun, 28 Jan 2018 16:47:37 GMT



Request Body
{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"paymentType": {"ServicelLevel" : "SEPA"},

"debtorAccount": {"iban": "BG94BANK12341234567890"},
"creditorName": "Receiver TD NRA SOFIA",

"creditorAccount": {"iban": "BG47BNBG96668123456789"},
"ultimateDebtor": "EGN-9904281234-110000",
"remittanceInformationUnstructured": "Tax payment ZDDFL info"

}

Response in case of an OAuth2 SCA response approach with implicitly creating an
authorization sub-resource

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721

ASPSP-SCA-Approach: REDIRECT
Date: Sun, 28 Jan 2018 16:47:37 GMT

Location:https://www.testbank.com/psd2/v1l/payments/sepa-credit-transfers/1234-wertig-983
Content-Type: application/json
{

"transactionStatus": "RCVD",
"paymentId": "1234-wertig-983",
" links": {
"scaOAuth": {"href": "https://www.testbank.com/ocauth/.well-known/oauth-

authorization-server"},

"self": {"href":"/vl/payments/sepa-credit-transfers/1234-wertigq-983"}
"status":{"href":"/vl/payments/sepa-credit-transfers/1234-wertig-983/status"},
"scaStatus":{"href":"/vl/payments/sepa-credit-transfers/1234-wertiqg-
983/authorisations/123auth456"}
}

3. SEPA credit transfer (instant transfer)

Request

POST https://api.testbank.com/vl/payments/sepa-credit-transfers
Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcb1f7721

PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU- User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101
Firefox/54.0

Date: Sun, 28 Jan 2018 16:47:37 GMT

Request Body
{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},

"paymentType": {"ServiceLevel" : "INST"},

"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorName": "Receiver Merchantl23",

"creditorAccount": {"iban": "DE23100120020123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment "

}

Response in case of an OAuth2 SCA response approach with implicitly creating an
authorization sub-resource

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721

ASPSP-SCA-Approach: REDIRECT
Date: Sun, 28 Jan 2018 16:47:37 GMT


https://www.testbank.com/oauth/.well-known/oauth-authorization-server
https://www.testbank.com/oauth/.well-known/oauth-authorization-server

Location:https://www.testbank.com/psd2/vl/payments/sepa-credit-transfers/1234-wertig-983
Content-Type: application/json
{

"transactionStatus": "RCVD",
"paymentId": "1234-wertig-983",
" links": {
"scaOAuth": {"href": "https://www.testbank.com/ocauth/.well-known/oauth-

authorization-server"},

"self": {"href":"/vl/payments/sepa-credit-transfers/1234-wertigq-983"}

"status":{"href":"/vl/payments/sepa-credit-transfers/1234-wertig-983/status"},

"scaStatus":{"href":"/vl/payments/sepa-credit-transfers/1234-wertiqg-
983/authorisations/123auth456"}

}

4. Cross border credit transfer

Request

POST https://api.testbank.com/vl/payments/cross-border-transfers
Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7721

PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-USER-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 28 Jan 2018 16:52:37 GMT

Request Body
{

"instructedAmount": {"currency": "USD", "amount": "123.50"},

"chargeBearer": "SHAR",

"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorName": "Receiver Merchantl23",

"creditorAccount": {"iban": "TR73TURKBANK0O0000001234567890"},

"creditorAddress": {"country": "TR", "city": "Istanbul", "street": "Main Street 25"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

}

Response in case of embedded approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7721

ASPSP-SCA-Approach: EMBEDDED

Date: Sun, 28 Jan 2018 16:52:37 GMT

Location: https://www.testbank.com/psd2/vl/payments/cross-border-transfers/1234-wertig-
983

Content-Type: application/json

{

"transactionStatus": "RCVD",
"paymentId": "1234-wertig-983",
" links": {

"updatePsuAuthentication":
{"href": "/vl/payments/cross-border-transfers/1234-wertig-983"},
"self":{"href":"/vl/payments/cross-border-transfers/1234-wertig-983"}
}

5. Instant SEPA credit transfer


https://www.testbank.com/oauth/.well-known/oauth-authorization-server
https://www.testbank.com/oauth/.well-known/oauth-authorization-server

Request

POST https://api.testbank.com/vl/payments/instant-sepa-credit-transfers
Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£f7721
PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-User-Agent:Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 28 Jan 2018 16:45:37 GMT

Request Body
{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorName": "Receiver Merchantl23",

"creditorAccount": {"iban": "BG96BGBK43210123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

5.3.2. MHuuuupaHe Ha nnawaHe 8 XML cbobweHue pain.001

lNoBukBaHe — POST /v1/payments/{payment-product}
[ ANY cb3gaea u M3npalla 3asBka 3a UHMUMmMpaHe Ha nnatade kem AOMYOC /

Path

Attribute Type Description

The addressed payment product endpoint. The default list of products supported
in this standard is:

e pain.001-sepa-credit-transfers

String | e pain.001-cross-border-transfers

e pain.001-instant-sepa-credit-transfers

The ASPSP will publish which of the payment products/endpoints will be
supported.

Payment-
product

Query Parameter - CbLmTe CTOMHOCTM KaTo B cekums 5.3.1.

Request Header - ima pa3nuka B CTOMHOCTTa Ha atpmbyTa Content-Type, KOUTO yKa3Ba
XML kogupaHe. OcTaHanuTe CTOMHOCTU ca CbLUMTE KaKTo B cekums 5.3.1.

Attribute Type Condition Description
Content-Type String | Mandatory | application/xml

Request Body — CtpykTypaTta Ha pain.001, koaTto otroBaps Ha u3bpaHuna npoaykT. XML
cxemara e ykasaHa B Cekuus 11.1.2.

Response - CbLunTe CTOMHOCTM KaTo B cekumns 5.3.1.

Example — SEPA credit transfer (budget transfer)

Request

POST https://api.testbank.com/vl/payments/pain.00l-sepa-credit-transfers
Content-Encoding : gzip

Content-Type: application/xml

X-Request-ID: "123e4567-e89b-12d3-a456-426655440000"



PSU-IP-Address: “192.168.8.78"
PSU-Agent: “Chrome v12”

Request Body

<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns="urn:iso:std:1s0:20022:tech:xsd:pain.001.001.08">
<CstmrCdtTrfInitn>
<GrpHdr>
<MsgId>ACT/180128/BUDG002</MsgId>
<CreDtTm>2018-01-28T14:07:00</CreDtTm>

<NbOfTxs>1</NbOfTxs>
<CtrlSum>256</CtrlSum>
<InitgPty>
<Nm>VME HA MHUIVMATOP HA IIJIAIIAHE</Nm>
<PstlAdr>
<StrtNm>yn. CB. Codma 6</StrtNm>
<PstCd>1000</PstCd>
<TwnNm>Sofia</TwnNm>
<Ctry>BG</Ctry>
</PstlAdr>
<Id><PrvtId>1234567890</PrvtId></Id>
</InitgPty>
</GrpHdr>
<PmtInf>

<PmtInfId>ADE/0012345678</PmtInfId>
<PmtMtd>TRF</PmtMtd>

<BtchBookg>false</BtchBookg>
<PmtTpInf><CtgyPurp><Cd>GOVT</Cd></CtgyPurp></PmtTpInf>

<Dbtr>
<Nm>VME HA HAPEIMTEJI</Nm>
<PstlAdr><PstCd>1000</PstCd><TwnNm>Codma</TwnNm><Ctry>BG</Ctry>
</PstlAdr>
<Id><PrvtId>1234567890</PrvtId></Id>

</Dbtr>

<DbtrAcct><Id> <IBAN>BG68BANKO91231098765432</IBAN></Id></DbtrAcct>
<DbtrAgt><FinInstnId><BICFI>BANKBGSF</BICFI></FinInstnId></DbtrAgt>
<CdtTrfTxInf>
<PmtId><InstrId>ACT/180128/BUDG002/01</InstrId></PmtId>
<Amt>
<InstdAmt Ccy="EUR">256</InstdAmt>
</RAmt>
<CdtrAgt><FinInstnId><BICFI>BUDGBGSF</BICFI></FinInstnId></CdtrAgt>
<Cdtr>
<Nm>TJ Ha HAI CO®UA Odmc CEPIUKA</Nm>
<PstlAdr><TwnNm>Codua</TwnNm><Ctry>BG</Ctry></Pstl1Adr>
</Cdtr>
<CdtrAcct><Id><IBAN>BG52BUDG96618188843800</IBAN></Id></CdtrAcct>
<Tax>
<Dbtr>
<TaxId>1234567890</TaxId>
<TaxTp>EGN</TaxTp>
<Authstn><Nm>UME HA 3AIBIIXEHO JIMIE</Nm></Authstn>
</Dbtr>
<TtlTaxAmt Ccy="EUR">256</TtlTaxAmt>
<Rcrd>
<Ctgy>110000</Ctgy>
</Rcrd>
</Tax>
<RmtInf>
<Ustrd>lmaten JII®J1 sa 2017</Ustrd>
</RmtInf>
</CAdtTrfTxInf>
</PmtInf>
</CstmrCdtTrfInitn>
</Document>

Response in case of a redirect

Header Response in JSON encoding as example in Section 5.3.1
Response Body

{

“transactionStatus”: “Received”,

“paymentId”: “1234-wertig-983”,

Y links”: {



“redirect”: “https://www.testbank.com/asdfasdfasdf”,

“self”: “/vl/payments/pain.00l-sepa-credit-transfers/1234-wertigq-983"
}

}

Response in case of an OAuth2 response

Header Response in JSON encoding as example in Section 5.3.1
Response Body

{

“transactionStatus”: “Received”,

“paymentId”: “1234-wertiqg-983”,

Y links”: {

“oAuth”: “https://www.testbank.com/ocauth/.well-known/ocauth-authorization-server”,
“self”: “/vl/payments/pain.00l-sepa-credit-transfers/1234-wertigq-983"

}
}

Response in case of decoupled approach

Header Response in JSON encoding as example in Section 5.3.1

Response Body

{

“transactionStatus”: “Received”,

“paymentId”: “1234-wertig-983”,

“ links”: {

“updatePsuldentification”:%/vl/payments/pain.00l-sepa-credit-transfers/1234-wertig-983~,

“self”: “/vl/payments/pain.00l-sepa-credit-transfers/1234-wertigq-983"
}

}

Response in case of embedded approach

Header Response in JSON encoding as example in Section 5.3.1
Response Body

{

“transactionStatus”: “Received”,
“paymentId”: “1234-wertig-983”,
“ links”: {

“updatePsuAuthenication”:%“/vl/payments/pain.00l-sepa-credit-transfers/1234-wertig-983"
}
}

5.3.3. MHuuuupaHe Ha macoso nnawaHe (bulk payment)

Tasn pyHKUMOHaNHOCT e He3agbikmTenHa 3a ANYOC. Ta moxe ga 6bae npeanoxeHa ot
B JSON unn XML mogenunpaHe Ha JaHHUTE 3a nnallaHe.

5.3.3.1.  UHuyuupaHe Ha macoeo nnawaHe (bulk payment) 8 JSON kodupaHe

lNoBukBaHe — POST /v1/bulk-payments/{payment-product}
[ OMY cb3pgaBa 1 M3npawa 3asiBka 3a MHUMLMMpaHe Ha macoBo nnawaHe kem AMYOC /

Path

Attribute Type Description
The addressed payment product endpoint. The default list of products supported
in this standard is:

Payment- . e sepa-credit-transfers

String ) .

product e instant-sepa-credit-transfers
The ASPSP will publish which of the payment products/endpoints will be
supported.

Query Parameter - CbLmTe CTOMHOCTM KaTo B cekums 5.3.1.



Request Header — CTonHOCTUTE ca CbLUMTE KaKTO B cekuma 5.3.1.
Request Body — deduHuuymata 3a macoso CEIA nnawaHe ce cbabpxa B Cekuna 11.3.

Response — [ledunHuuyusata Ha OTroBopa € aHanorMyHa ¢ UHUUMMpaHe Ha eauHUYHO
nralliaHe kato B cekumns 5.3.1.

5.3.3.2. WHuuuupaHe Ha macoso rnawaHe (bulk payment) e XML kodupaHe

NoBukBaHe — POST /v1/bulk-payments/{payment-product}
[ OMY cb3pgaBa 1 M3npawa 3asiBka 3a MHUMLMMpaHe Ha macoBo nnawaHe kbm AMYOC /

Path

Attribute Type Description
The addressed payment product endpoint. The default list of products supported
in this standard is:

Payment- Strin e pain.001-sepa-credit-transfers

product € le pain.001-instant-sepa-credit-transfers
The ASPSP will publish which of the payment products/endpoints will be
supported.

Query Parameter - CbLimTe CTOMHOCTM KaTo B cekums 5.3.2.
Request Header — CToMHOCTUTE ca CbLUMTE KaKTo B cekums 5.3.2.

Request Body — CtpyktypaTa Ha pain.001, koaTo kopecnoHaupa C NOCOYeHUs nraTexeH
NpoayKT.

Response — [edunHuunsata Ha OTroBopa € aHanorMyHa ¢ UHUUMMpaHe Ha eauHUYHO
nnawaHe B XML kaTo B cekuma 5.3.2.

5.3.4. MHuuuupaHe Ha HapexdaHe 3a NepuoOUYHO naawlaHe

dyHKUMATA 3a NEPUOLMYHUN NNALaHKs ce pasrnexaa B HacTosdwarta cneumdpukaumsa kato
cneumdunyHa 3asBka 3a ,[loctosHHO HapexaaHe®: [INMY nogaBa nckaHe 3a NoBTapsLLo ce nnawaHe. B
3asiBKaTa ce cbAabpXaT AaHHn 3a HavanHa gata, Yectota u ycnosHo KparnHa gata. Cneg kato 6bae
oTopuanpaHo oT NonseaTtens, nnawaHeTo e ce n3sbpwea oT ANYOC, ako e Bb3MOXHO, Ha 6a3aTta
Ha ToBa "llocTosiHHO HapexaaHe", npeacTtaBeHa ot AlY. He e Heobxoanma gonbnHUTENHA AEAHOCT
no Ary.

ToBa nnawaHe ce Hapu4ia NeprMoanyHo nnawjaHe B TO3M KOHTEKCT, 3a Aa ce pasrpaHuyum ot
ApYyry NOBTapsLM ce BUOOBE NnallaHe, Korato TpeTu CTPaHn HMUUMpaT egHa n cbllia cyma 3a eauH
N cbly OeHedUUNEHT 3a TpaH3aKuumM C KpeauTHa KapTa unv AUpeKkTHn 4ebuTtn 3a 3annaiwiaHe Ha CTOKM
unu ycnyrun. NocnegHnte BMaoBe nnawlaHna He ca YacT OT TO3U UHTepdelic.

5.3.4.1. JSON kodupaHe Ha NocmosiHHO HapexxdaHe 3a NepuoduYHO nnauwjaHe

NMoBuKBaHe: POST /vl/periodic-payments/{payment-product}

Path Parameter - lanonaea ce eanH 1 cbly, napaMeTbp 3a onpegensHe Ha Bug nnawaHe
KaTo NepuoaMyHOTO MnallaHe, KakTo e NocoYeHo B pasgen 5.3.1.



Query Parameter - CbLmTe CTOMHOCTM KaTo B cekums 5.3.1.
Request Header — CTonMHOCTUTE ca CbLUuMTE KaKkTo B cekums 5.3.1.

Request Body — Moxe ga ce uanonsesa Bceku tag Ha OCHOBHOTO nnawjaHe, onpeaeneH B

pasgen 11.1.1. B ponbnHeHne ce n3non3eaT CriegHUTe MapKepu:

Tag

Type Usage Description

startDate ISODate Mandatory | The first applicable day of execution starting from this date is the first

payment.

executionRule | String Optional The "following" or "preceding" supported as values. This data

attribute defines the behaviour when recurring payment dates falls on
a weekend or bank holiday. The payment is then executed either the
"preceding" or the "following" working day.

ASPSP might reject the request due to the communicated value, if
rules in Online-Banking are not supporting this execution rule.

endDate ISODate Optional The last applicable day of executionlf not given, it is an infinite

standing order.

frequency Frequency Mandatory | The frequency of the recurring payment resulting from this standing

Code order.

dayOfExecution | Max2Text Conditional | "31" is ultimo. The format is following the regular expression \d{1,2}.

Example: ,, 1“addresses the first day.
The date is referring to the time zone of the ASPSP.

Response: ®opmaTbT Ha OTroBOpa 3a WHUUMMPAHe Ha MNnallaHeTo CbOTBETHO.

nocneaBalUUsAT NpoLec Ha OTopU3NpaHe Ha TpaH3aKUMM 3a NOCTOSHHU MOPBYKM C JaHHM 3a nrallaHe,
6asupaHu Ha JSON, e aHanorMyeH Ha CbOTBETHUSA OTIOBOP 3a MHULIMMPAHE Ha eAMHUYHO NnaljaHe,
pecn. nocneasallus NpoLec Ha oTopusnpaHe Ha TpPaH3akUUW 3a eQHOKPaTHO NnaljaHe, CbAbpXallo

AaHHW 3a nnawaHe, 6asmpanu Ha JSON.
Mpumep:

POST https:/vl/periodic-payments/sepa-credit-transfers

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

PSU-IP-Address: 192.168.8.78

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101
Firefox/54.0

Date:
{

Sun, 06 Aug 2017 15:02:37 GMT

"instructedAmount": {"currency": "EUR", "amount": "123"},
"debtorAccount": {"iban": "DE40100100103307118608"},

"creditorName": "Merchantl23",

"creditorAccount": {"iban": "DE23100120020123456789"},
"remittanceInformationUnstructured": "Information Number Abonnement",
"startDate": "2018-03-01",

"executionRule": "preceding",

"frequency": "Monthly",

"dayOfExecution": "O1"

5.3.4.2. XML kodupaHe Ha NlocmosiHHO HapexdaHe 3a nepuoduYHoO nnawaHe



B npeanoxeHneto Ha bBepnuHckata rpyna, NOCTOSIHHUTE [OdaHHW 3a YynpaBneHue Ha

nnawaHeto ca JSON 6asnpaHu, AoKaTO CbOTBETHUTE AaHHW 3a nnawaHe ce ocHoBaBaT Ha XML
cuHTakcuc. Mo Ta3u npuymnHa 3asBKaTa 3a MHULMMPAaHE Ha NOCTOSIHHO HapeXXaaHe ce onpenenst kato
HTTP multipart cbobLieHne n He ce nogabpxa.

5.4. 3asieka 3a cmamyc Ha TpaH3akuyusi 3a [TnawaHe

C ToBa cbobuieHune [IY reHepupa 3asiBKa 3a NpOBEpPKa Ha cTaTyca Ha TpaH3akuuaTa npu

ArnyocC.
Call:
GET /v1/{payment-service}/{payment-product}/{paymentId}/status
Path parameter

Attribute Type Description

payment-service String fayment produc"t of tfle re.Iat(.ed payment.”The possible values are “payments”,

bulk-payments” and “periodic-payments

paymentld String | Resource Identification of the related payment

Request Header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Authorization String Conditional | Is contained only, if an OAuth2 based authentication was performed in
a pre-step or an OAuth2 based SCA was performed in the current PIS
transaction or in a preceding AlS service in the same session, if no such
OAuth2 SCA approach was chosen in the current PIS transaction.

Accept String Optional The TPP can indicate the formats of status reports supported together

with a prioritisation following the HTTP header definition.
The formats supported by this specification are
e xml
e JSON
If only one format is supported by the TPP, which is not supported by
the ASPSP this can lead to a rejection of the request.

Query Parameters
No specific query parameters defined.

Request Body
No body.

5.4.1. Omeosop 3a cmamyc Ha [TnawaHe uHuuuupaHo 8 JSON cpopmam

C T1oBa cbobuwenne AMNMYOC Bpbwa kbm AMY wuHdopmMauuss 3a CbLCTOSAHMETO Ha

TpaH3akumdata. B crnyyan, 4e Bedve m3npaTeHOTO MCKaHe 3a uHMUMmMpaHe Ha nnawaHe e JSON
KoOMpaHo, CbCTOSIHMETO Ce Bpblia CblLlo Bb3 ocHoBa Ha JSON cdopmar.

Response Code
The HTTP response code equals 200.

Response Header



Attribute Type Condition Description

X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response Body in Case of JSON based endpoint

Attribute Type Condition | Description
transactionStatus | Transaction | Mandatory | In case where the Payment Initiation Request was JSON
Status encoded as defined in Section 5.3.1., the status is returned
in this JSON based encoding.
fundsAvailable Boolean Condition | This data element is contained, if supported by the ASPSP,

if a funds check has been performed and if the
transactionStatus is "ACTC", "ACWC" or "ACCP".

psuMessage Max500Text | Optional
_links Links Optional Should refer to next steps if the problem can be resolved
via the interface e.g. for re-submission of credentials.
tppMessages Array of Optional Messages to the TPP on operational issues.
TPP
Message
Information

Example for JSON based endpoint

Request
GET https://api.testbank.com/vl/payments/sepa-credit-transfers/1234-wertig-983/status

Accept:application/json

X-Request-ID:99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
Date Sun, 28 Jan 2018 16:54:07 GMT

Response

HTTP/1.x 200 Ok
X-Request-ID:99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
Date Sun, 28 Jan 2018 16:54:07 GMT

Content-Type application/json
{

"transactionStatus": "ACCP",
"fundsAvailable": true

}

5.4.2. Omeoeop 3a cmamyc Ha [lnawaHe uHuyuupaHo 8 XML cpbopmam

C T1oBa cbobuwenne AMNMYOC Bpbwa kbm AMY wuHdopmMauuss 3a CbLCTOSAHMETO Ha
TpaH3akumata. Korato 3asdBkaTa 3a nnawaHe e npegoctaBeHa 4ype3d XML pain.001 cbobuieHne,
OTroBOPbT 3@ CbCTOSIHMETO Ha TpaH3akuudaTa crnejsa ga ce npefoctaBu B CTpyktypata Ha XML
pain.002 cbobuieHne.

Example for XML based endpoint
Request
GET https://api.testbank.com/vl/payments/pain.00l-sepa-credit-transfers/1234-wertiqg-
983/status
Accept: application/xml



https://api.testbank.com/v1/payments/sepa-credit-transfers/1234-wertiq-983/status

X-Request-ID:
Date:

Response
HTTP/1.x 200 Ok
X-Request-ID:
Date:
Content-Type:

99391c7e-ad88-49%ec-a2ad-99ddcbl1£f7721
Sun, 06 Aug 2017 15:04:07 GMT

99391c7e-ad88-49%9ec-a2ad-99ddcb1£7721
Sun, 06 Aug 2017 15:05:08 GMT
application/xml

<Document xmlns="urn:iso:std:iso0:20022:tech:xsd:pain.002.001.03">
<CstmrPmtStsRpt>
<GrpHdr>

<MsgId>4572457256725689726906</MsgId>
<CreDtTm>2017-08-05T20:24:56.021Z</CreDtTm>
<DbtrAgt><FinInstnId><BIC>ABCDDEFF</BIC></FinInstnId></DbtrAgt>
<CdtrAgt><FinInstnId><BIC>DCBADEFF</BIC></FinInstnId></CdtrAgt>

</GrpHdr>
<OrgnlGrpInfAndSts>

<0rgnlMsgId>MIPI-123456789RI-123456789</0rgnlMsgId>
<OrgnlMsgNmId>pain.001.001.03</OrgnlMsgNmId>
<0rgnlCreDtTm>2017-08-05T20:23:34.000Z</0rgnlCreDtTm>
<OrgnlNbOfTxs>1</0rgnlNbOfTxs>
<OrgnlCtrlSum>123</OrgnlCtrlSum>
<GrpSts>ACCT</GrpSts>

</0OrgnlGrpInfAndSts>
<OrgnlPmtInfAndSts>

<0rgnlPmtInfId>BIPI-123456789RI-123456789</0OrgnlPmtInfId>
<0rgnlNbOfTxs>1</0rgnlNbOfTxs>
<OrgnlCtrlSum>123</OrgnlCtrlSum>
<PmtInfSts>ACCT</PmtInfSts>

</OrgnlPmtInfAndSts>
</CstmrPmtStsRpt>

</Document>

5.5. Omeosop Ha uckaHe 3a nnauwjaHe Get Payment Request

GET /vl1/{payment-service}/{payment-product}/{paymentId}

pru.l,a CbAbpPXaHNETO Ha MaTeXXHO HapeXaaHe.

Path Parameters

Attribute Type Description

payment-service | String The possible values are “payments”, “bulk-payments” and “periodic-payments”

payment-product | String The payment product, under which the payment under paymentld has been initiated.

paymentld String ID of the corresponding payment initiation object as returned by an Payment
Initiation Request

Query Parameters
No specific query parameter.

Request Header

Attribute Type Condition | Description
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating
party.




Attribute Type Condition | Description

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was performed in
a pre-step or an OAuth2 based SCA was performed in the current PIS
transaction or in a preceding AlS service in the same session, if no such
OAuth2 SCA approach was chosen in the current PIS transaction.

Request Body
No request body.

Response Header
Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response Code
The HTTP response code equals 200.

Response Body

TanoTo Ha OTroBopa 3aBuCK OT NapameTbpa {payment-service}. To cbabpxa agpecmpaHns
nnatexeH pecypc B ANMYOC, ¢ Bb3MOXHU NPOMEHN Ha OPUTMHANHUTE OAaHHMW.

3a 6asnpanuTte B JSON {payment-services} gaHHUTE 3a CbOOLLEHNETO MOXE Aa CbAbPXKaT U
AonbiHUTENHa MHOPMaUmMs Hanp. ¢ AONbSIHEHNE Ha JaHHUTE 3a cTaTyca.

B pnonbnHeHue, nnatexHUAT pecypc MoXe Ada cbabpxa nosieto debtorName, oopu ako He
e npepoctaBeHo ot [IMY. Toea pmaBa Bb3MoOXHOCT Ha [AMNYOC pga TpaHcnoptMpa WMMETO Ha
cobcTBeHMKa Ha cmeTkata go PISP B cniyyan, ye e Heobxogmma perynatopHa HeO6XOAMMOCT U ako
He e npefocTaBeHa no ApyrM HauymMHKU, kato CnMCbK Ha HanNMYHUTE CcMeTKM unu obwm AIS ycnyrm 3a
AISP.

3a 6asupaHute B XML {payment-services} ce BpbLia pain.001. B cnyyan Ha nogageHo
nepuoanyHo nnawaHe BbB bopmat pain.001, moxe ga ce BbpHe kato HTTP multipart cbobLueHne.

BbB Bcuukm cniydam AMNMYOC mMoxe Oa BbpHe pasfvyHM AaHHW OT CbAbPXaHWETO Ha
OpuUrMHanHo nogageHuTe enemMeHTW, ako ce Hanara npedopmaTupaHe Ha CbAbpXaHWeTo, Hanp.
3asiBEHMTE [aTu 3a U3MNbJfIHEHWE MPU NEPUOANYHO MMallaHe UM NpomsiHa Ha a3bydHn cumBOMU B
nHopmauusTa.

3abenexka: OcBeH ToBa pecypcCbT 3a nfawaHe Moxe Aa cbabpxa noneto dobtorName,
A0pu ako To He e npegocTaBeHo ot AlNY. Toea agaBa Bb3MoxxHOCT HAa ASPSP ga TpaHcnopTtupa umeTto
Ha cobcTBeHuKa Ha akayHTa go PISP B cnydan, 4ye e npeaBuaeHa perynatopHata Heo6xoamMmocT u
aKo He e NpefocTaBeHa Mo APYr HAYMH, KaTO HaNpUMeEpP CNUCHK Ha HanNU4yHUTE CMEeTKN unum obwm AlS
ycnyru 3a AISP.

3abenexka: CvrnacHo Touka 40 ot [EBA-OP2] pecypcbT 3a nnawaHe TpsibBa Aa cbabpxa
CMeTKaTa Ha OfTbXHUKa, cned KaTo nnawaHeTo € MHMUMMPAHO YCMeLwHOo, AOPWU ako TO He e 6uno
npegoctaseHo oT AlY B pamMkuTe Ha NbpBOHAYanHOTO U3BUKBAHE.

5.6. MHUckaHe 3a ommsiHa Ha nnawaHe Payment Cancellation Request

CALL

DELETE /v1/{payment-service}/{payment-product}/{paymentId}

To nHMUMKMpa aHynMpaHe Ha nnawaHe. B 3aBUCMMOCT OT nnaTexHaTa ycrnyra, nnaTtexHus
NPOAYKT 1 nonuTukaTta 3a usnbnHeHne Ha OIMNYOC, ToBa noBukeaHe Ha Y mMoxe Aa e goctaTtb4yHO
3a Ja ce OTMeHM NnawaHeTo. AKO pa3peLLeHNEeTO 3a aHyNMpaHe Ha nnawaHeTo € YNbSIHOMOLLEHO OT



ASPSP,

CbOTBETHATaA XWUNepBpb3Ka LWe Cce CbAbpXKa B cboOLleHneTo 3a OTroBop. pbLia

CbAbPXaHMETO Ha NMnaTexHo HapexXxaaHe.

Path Parameters

Attribute Type Description

payment-service | String The possible values are “payments”, “bulk-payments” and “periodic-payments”

payment-product | String The payment product, under which the paymentld has been initiated. It shall be
checked by the ASPSP, if the payment-product is matching the payment initiation
addressed by paymentld.

paymentld String Resource Identification of the related payment.

Request Header

Attribute

Type

Condition

Description

X-Request-ID

uuiD

Mandatory

ID of the request, unique to the call, as determined by the initiating party.

Authorization

String

Conditional

Is contained only, if an OAuth2 based authentication was performed in a
pre-step or an OAuth2 based SCA was performed in the current PIS
transaction or in a preceding AlS service in the same session, if no such
OAuth2 SCA approach was chosen in the current PIS transaction.

TPP-Redirect-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers a redirect over an embedded SCA
approach.

If it equals "false", the TPP prefers not to be redirected for SCA. The ASPSP
will then choose between the Embedded or the Decoupled SCA approach,
depending on the choice of the SCA procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA approach to be
applied depending on the SCA method chosen by the TPP/PSU.

TPP-Decoupled-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers a decoupled SCA approach.

If it equals "false", the TPP prefers not to use the decoupled approach for SCA. The
ASPSP will then choose between the embedded or the redirect SCA approach,
depending on the choice of the SCA procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA approach to be applied
depending on the parameter TPP-Redirect-Preferred and the SCA method chosen by
the TPP/PSU.

The parameter might be ignored by the ASPSP.

If both parameters TPP-Redirect-Preferred and TPP-Decoupled-Preferred are
present and true, the request is still not rejected, but it is up to the ASPSP, which
approach will actually be used.

RFU: TPP-Redirect-Preferred and TPP-Decoupled-Preferred will be revised in future
versions, maybe merged. Currently kept separate for downward compatibility.

TPP-Redirect-
URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected to after a
Redirect. Mandated for the Redirect SCA Approach, specifically when TPP-
Redirect-Preferred equals "true". See Section 4.10 for further requirements
on this header.

It is recommended to always use this header field.

Remark for Future: This field might be changed to mandatory in the next
version of the specification.

TPP-Nok-
Redirect-URI

String

Optional

If this URI is contained, the TPP is asking to redirect the transaction flow to
this address instead of the TPP-Redirect-URI in case of a negative result of
the redirect SCA method. This might be ignored by the ASPSP.

See Section 4.10 for further requirements on this header.

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers to start the authorisation process
separately, e.g. because of the usage of a signing basket. This preference
might be ignored by the ASPSP, if a signing basket is not supported as
functionality.

If it equals "false" or if the parameter is not used, there is no preference of
the TPP. This especially indicates that the TPP assumes a direct authorisation
of the transaction in the next step, without using a signing basket.




Query Parameters

No specific query parameter.

Request Body
No request body.

Response Code

Ako DELETE e poctaTb4HO 3a aHynupaHe Ha nnawaHeto: HTTP otrosop 204.
Ako DELETE He e gocTtaTb4Ha 3a aHynupaHe Ha nnawjaHeTo, Tbil KaTo € HeobxoaMmo
paspelleHue Ype3 3YW meton 3a aHynmnpaHeTo oT Nonssatena: HTTP otrosop ko 202.

Response Header

Attribute Type Condition Description
X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the
initiating party.
Response Body
Attribute Type Condition Description
transactionStatus | Transaction Mandatory Transaction Status of the payment resource
Status
scaMethods Array of Conditional This data element might be contained, if SCA is required and if
authenticatio the PSU has a choice between different authentication methods.
n objects Depending on the risk management of the ASPSP this choice
might be offered before or after the PSU has been identified
with the first relevant factor, or if an access token is transported.
If this data element is contained, then there is also an hyperlink
of type "selectAuthenticationMethods" contained in the
response body.
These methods shall be presented towards the PSU for selection
by the TPP.
chosenSca Authenticatio | Conditional This data element is only contained in the response if the APSPS
Method n object has chosen the Embedded SCA Approach, if the PSU is already
identified e.g. with the first relevant factor or alternatively an
access token, if SCA is required and if the authentication method
is implicitly selected.
challengeData Challenge Conditional It is contained in addition to the data element
"chosenScaMethod" if challenge data is needed for SCA.
In rare cases this attribute is also used in the context of the
"updatePsuAuthentication" link.
TPP-Redirect- Boolean Optional If it equals "true", URI of the TPP, where the transaction flow

Preferred

shall be redirected to after a Redirect. Mandated for the
Redirect SCA Approach, specifically when TPP-Redirect-

Preferred equals "true".

If it equals "false", the TPP prefers not to be redirected for SCA.
The ASPSP will then choose between the Embedded or the
Decoupled SCA approach, depending on the choice of the SCA
procedure by the TPP/PSU.




Attribute

Type

Condition

Description

If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the SCA method chosen
by the TPP/PSU.

TPP-Rejection-
NoFunds-
Preferred

Boolean

Optional

"If it equals "true" then the TPP prefers a rejection of the
payment initiation in case the ASPSP is providing an integrated
confirmation of funds request an the result of this is that not
sufficient funds are available.

If it equals "false" then the TPP prefers that the ASPSP is dealing
with the payment initiation like in the ASPSPs online channel,
potentially waiting for a certain time period for funds to arrive
to initiate the payment.

TPP-Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected
to after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers to start the authorisation
process separately, e.g. because of the usage of a signing
basket. This preference might be ignored by the ASPSP, if a
signing basket is not supported as functionality.

If it equals "false" or if the parameter is not used, there is no
preference of the TPP. This especially indicates that the TPP
assumes a direct authorisation of the transaction in the next
step, without using a signing basket.

_links

Links

Conditional

A list of hyperlinks to be recognised by the TPP. The actual hyperlinks
used in the response depend on the dynamical decisions of the ASPSP
when processing the request.

Remark: All links can be relative or full links, to be decided by the
ASPSP.

Type of links admitted in this response, (further links might be

added for ASPSP defined extensions):

"startAuthorisation":

In case, where an explicit start of the transaction authorisation is
needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).

"startAuthorisationWithPsuldentification":

In case where a PSU Identification needs to be updated when
starting the cancellation authorisation: The link to the
cancellation-authorisations end-point, where the cancellation
sub-resource has to be generated while uploading the PSU
identification data.

"startAuthorisationWithPsuAuthentication":

In case of a yet to be created authorisation sub-resource: The
link to the cancellation-authorisation end-point, where the
authorisation sub-resource has to be generated while uploading
the PSU authentication data.

"startAuthorisationWithEncryptedPsuAuthentication":

Same as startAuthorisactionWithPsuAuthentication where the
authentication data need to be encrypted on application layer in
uploading.

"startAuthorisationWithAuthentication MethodSelection":

The link to the authorisation end-point, where the cancellation-
authorisation sub-resource has to be generated while selecting
the authentication method. This link is contained under exactly
the same conditions as the data element "scaMethods".




Mpumep 6 cnyyal, ye npouecbm DELETE kamo makbe e docmamb4€eH 3a
aHynupaHe Ha nnawaHemo

Request
DELETE https://api.testbank.com/vl/payments/sepa-credit-transfers/123456scheduled789
Content-Type application/json
X-Request-ID 99391c7e-ad88-4%ec-a2ad-99ddcbl£7769
Date Sun, 13 Aug 2017 17:05:37 GMT

Response
HTTP/1.x 204

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7769
Date: Sun, 13 Aug 2017 17:05:38 GMT

Mpumep e cnyyal, 4ye npouecbm DELETE u3uckea 3YU aemopu3sayust om
lMon3zeamensi

Request
DELETE https://api.testbank.com/vl/payments/sepa-credit-transfers/123456scheduled789
Content-Type application/json
X-Request-ID 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7769
Date Sun, 13 Aug 2017 17:05:37 GMT

Response
HTTP/1.x 202

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcblf7769
Date: Sun, 13 Aug 2017 17:05:38 GMT
{"transactionStatus": "ACTC",
" links": {
"self": {"href":"/vl/payments/sepa-credit-
transfers/123456scheduled789"},
"status": {"href":"/vl/payments/sepa-credit-
transfers/123456scheduled789/status"},
"startAuthorisation": {"href":"/vl/payments/sepa-credit-
transfers/123456scheduled789/cancellation-authorisations"}

}

5.7. MWUckaHe 3a nony4aeaHe Ha nod-pecypcume npu omopusupaHo aHysiupaHe

CALL
GET/v1l/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations

Llle npegocTaBu MacuB OT MAEHTUAUKATOPWU 38 BCUYKM rEeHepupaHn Noa-pecypcu Ha
OTOPU3NPAHOTO aHyrMpaHe.

Path Parameters

Attribute Type Description
payment-service | String The possible values are “payments”, “bulk-payments” and “periodic-payments”
payment-product | String The payment product, under which the paymentld has been initiated. It shall be

checked by the ASPSP, if the payment-product is matching the payment initiation
addressed by paymentld.

paymentld String Resource Identification of the related payment.




Request Header

Attribute Type Condition Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization String Conditional | Is contained only, if an OAuth2 based authentication was performed in a
pre-step or an OAuth2 based SCA was performed in the current PIS
transaction or in a preceding AlS service in the same session, if no such
OAuth2 SCA approach was chosen in the current PIS transaction.

Query Parameters
No specific query parameter.

Request Body
No request body.

Response Code

HTTP otrosop 200.

Response Header
Attribute Type Condition Description
X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response Body

Attribute Type Condition Description

authorisationlds | Array of String | Mandatory | An array of all authorisationlds connected to this payment
resource.

[Npumep:

Request
GET https://api.testbank.com/vl/payments/sepa-credit-transfers/1234-wertig-
983/cancellation-authorisations
Accept: application/json
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7723
Date: Sun, 06 Aug 2017 15:04:07 GMT

Response

HTTP/1.x 200 Ok
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£7723
Date: Sun, 06 Aug 2017 15:04:08 GMT
Content-Type: application/json
{

"authorisationIds": ["123auth456"]
}

5.8. MmHoxecmeeHa 3YU aemopu3auus npu lNMnawaHus

3asaBkMTE 3a UHULMMPAHE Ha nnawaHus, aeduHnpann B To3n pasanern, ca He3aBUCUMN OT
HeobxoauMocCTTa OT €AUHUYHA UM MHOXecTBeHa obpaboTka Ha 3YW, T.e. He3aBucMmo oT Bpos Ha




paspeLueHnaTa,

HeobOxoaumn 3a M3BbpLBaHe Ha MnaaHnAaTa.

CboblUeHnaTa 3a OTroBop,

AeduHupaHu no-rope B T03u pasgern, ca cneundunyHm 3a eguHmyHa 3Y W asTopmsauyus.
3a 3anoyBaHe Ha nnawaHe c MHoxecTBeHa 3YW aBTopusauus, Tasm cneyndukaums

M3NCKBA W3PUYHO CTapTMpaHe Ha paspeLleHneTo.

Korato ce wu3snckea mMHoOXecTtBeHa 3YU

aBToOpmM3aums, Bpb3knte kato "scaRedirect” unu "scaOAuth", He moraT ga ce cbabpXxaTt B OTroBopa Ha
KMckaHe 3a nHMummnpaHe Ha nnawiaHe. B otroBopa Ha /ckaHeTo CbLo Taka He ce nogabpXaT v Apyru

Aencteus, kato nsbopa Ha 3YW.

B Teaun cnyyaun Han-Hanpepq TpsibBa Aa ce reHepupa nog-pecypc 3a aBtopusauma vpes link:
"startAuthorisation".

Omeosop Ha cboblieHUs 3a UHUUUUpaHe Ha nnawaHus ¢ MHoxecmeeHa 3YW asmopusauusi

Attribute Type Condition Description
transactionStatus | Transaction Mandatory | The values defined in Section 14.22 might be used.
Status

paymentld String Mandatory | resource identification of the generated payment initiation
resource.

transactionFees | Amount Optional Can be used by the ASPSP to transport transaction fees relevant
for the underlying payments.

transactionFee Boolean Optional If equals “true”, the transaction will involve specific transaction

Indicator cost as shown by the ASPSP in their public price list or as agreed
between ASPSP and PSU.
If equals "false", the transaction will not involve additional
specific transaction costs to the PSU.

_links Links Mandatory | "startAuthorisation":
In case, where an explicit start of the transaction authorisation is
needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":
The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
identification data.
"startAuthorisationWithPsuAuthentication":
The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
authentication data.
"startAuthorisationWithEncryptedPsuAuthentication":
The link to the authorisation end-point, where an authorisation
sub-resource has to be generated while uploading the encrypted
PSU authentication data.
"self": The link to the payment initiation resource created by this
request. This link can be used to retrieve the resource data.
"status": The link to retrieve the transaction status of the
payment initiation.

psuMessage Max500Text Optional Text to be displayed to the PSU

tppMessages Array of Optional Messages to the TPP on operational issues.

Message

3abenexka: 3a pasnuka OT notoka npu UMHuuuupaHe Ha nnawaHe ¢ egHa 3YW aBTopusauus,
npouecuTe 3a ONTMMM3auusa C aBTOMATUYHO reHepupaHe Ha aBTopu3auus He ce nogabpxaT 3a




MHOXecTBeHaTa 3YW aBTopusaumusa. 3a ga ce oCbLEeCTBM Mpoueca Ha aBTopu3auus OT pasfnnyHu
[Mons3BaTenu 3a egHo M CbLLO NNnaLlaHe ce N3NCKBa N3PUYHO CTapTUpaHe Ha npoleca no asTopusauus.
EovHcTBEHUTE XMNepBpb3kM 3a ynpasrieHve, KOUTo ce Bpbwart Ha [AlY cnen 3anoyBaHe Ha
nnawaHuaTa, ca xunepsBpb3ku oOT Tun “"startAuthorisation", Cc wckaHe 3a 3agbiDKUTENHA
AoNbrHUTENHa MHAOPMALMS, KOSITO Ce NPeaoCTaBs CbC 3asiBKaTa 3a CTapTupaHe Ha aBTopusaundara.
Komangu 3a nsbop Ha metog (SCA method) nnu OTP oTroBop, ca HENPUOXKMUMWU NP MHOXECTBEHA
aBTOpM3aLUS.

5.9. OcobeHocm nNpu UHUYUUPaHe Ha niauwiaHusi om MHO20-8aJlymHa cMemka

[aHHuTe 3a nnawaHunaTa, cbabpxawm ce B Request body, moraT ga ce oTHacaT v 4o noa-
CMETKW, KOUTO Ce NPeaoCTaBAT B KOHKPETHM BanyTu, T.e. N0 AeUHMLMATA HA MHOFO-BanyTHU CMETKN
B pa3gen 4.5. Toa e He3aBucumo oT kogupaHeto B JSSON nnu XML.



6. Ycnyru 3a MIHpopmauma no cMeTKa

Tasu cneundukaums npeasmxga pasnuyHn BUOOBE YCIyrn 3a MHopMaunsa no CMeTKN:
CnncbKk Ha HAaNNYHUTE CMETKW;

[eTannn 3a KOHKpeTHa cMeTKa (BKNIYUTENHO canga, ako e npuroXxmnmo);

banaHc No KOHKpeTHa CMEeTKa;

CnucbK Ha TpaH3aKkLmMM No KOHKPETHA CMEeTKa, BKINIYMTENHO canga, ako e NpuUnoXmnmMo
lMpenocTaBsaHe Ha AeTannu No TpaH3akumMs OT CMETKN.

Mo TO3K HaynH ,D,erVIHI/IpaHeTO Ha CNUCbKa C HallM4H1 1 AOCTbIMHU CMETKU € KaKTO crenBa.

OnpedeneHue: Cnucbk ¢ Hanu4HuTe cmeTkn B [ANYOC, cBbp3aH ¢ [Non3Bartens, e cnmcbk
Ha cMmeTkuTe Ha [lona3eBatens, KOUTO ca OTBOPEHM 3a AOCTbLM 4pe3 uHTepdenc JocTbn 40 cMeTKa
CbrnacHo onpeferneHneTo 3a nnaTexHn cMeTku, npegoctaseHo ot [PSD2].

OnpedeneHue: Cnmucbk ¢ gocTbnHU cmeTkn B [MYOC, e Habop OT CMETKM CBbP3aHu C
npegocTaBeHo cbrinacue Ha [on3saTtens 3a 4OCTbN A0 NOHE eaHa OT AeMHUPaHUTE TUNOBE YCYTN.

3abenexka: VickaHeTo 3a YeTeHe Ha JaHHU 3a cnucbka ¢ HaNUYHUTE CMETKU U JaHHUTE 3a
KOHKpETHa CMeTKa € CMHTaKTUYHO naeHTuYHo. Pasnukata e camMo B OCHOBHUSA pecypc 3a cbrnacue,
noco4veH 4ype3 HTTP napameTbpa "Consent-Id ".

[Npumep:
AOrnyYOC nopgavpxa IBAN1 n IBAN2 Ha lNMonssaTtens. lNon3satenaTt npegoctasda Ha AMNMY

CbrracmneTo 3a AOCTbM A0 TpaH3akumn u canga no IBAN1. B To3u cnyyan HanuvHute cmeTku ca IBAN1
n IBAN2, cnncbKbT € 4OCTBIMHU CMETKU ce cbeTom camo oT IBAN1T.

YcTtaHoBfiBaHe Ha cbrrnacue u lNpegocraBsiHe Ha AaHHU 3a CMeTKa
B pamkute Ha Tasm cneuundukaums ycnyrata 3a MHdopmauusa no cMeTka e pasgereHa Ha
ase asu:

e YcTaHOBSIBaHe Ha cbrrnacue 3a MHopmauma 3a cMeTKa

B pamkute Ha TO3M eTan oT ycnyrata 3a nHgopmaums no cMeTka, 4OCTaBYUKbT Ha YCryru
paBa cbrnacmeTo cm Ha AISP 3a

- Bwpa Ha npepocTtaBeHaTa ycnyra 3a nHopmaums no cmeTka

- YecrtoTa Ha ycnyrata 3a vHopMauusi No cMeTKa, T.e. e4HOKpaTEH UM MOBTapsLy ce
[ocTbn, u

- [MpoaobmKMTENHOCTTA Ha CbINAcneTo B OHU WU MakKCMMariHUsl CPOK, MPeasiokeH OT
AOMYOC u no n3bop yectoTaTa Ha NoBTapsLLaTa ce 3asiBka. (TpsibBa ga ce npaBu pasnuka
MeXay YecToTa Ha ycryra n 4ectoTa Ha 3asBKa)

KaTto nocrnegHa ctbrnka cbrnacueto ce otopuaupa ot lNonssatens kbm OIMYOC ypes 3YU
MeTO[, CbrnacHoO nsnckeaHuata Ha [Jenernpanusa gokymeHt [EBA-RTS].

PesyntaTbT OT Tasu ¢asa e pecypc ,Cbrnacue”. B pamkute Ha (pasaTta TO3M pecypc ce
cbxpanasa npu AMNYOC. OMY moxe ga naternn Cbrinacmeto kato 06ekT ypes3 nogaBaHe Ha MeToA
GET 3a 1031 pecypc. To3m obekT cbabpxa nogpobHute lpaBa 3a goctbn, MaeHTudukaTop Ha
cbrnacmeTo n npegocrtass [lceBAOHMMN HA CMETKUTE, KaTo YacT OT ycrnyraTa 3a 40CTbN 0 TSX.

3abenexka: YcTtaHoBABaHETO Ha cbrnacue 3a AlS e egHa TpaH3akuus, cnegpalla
npasunaTta 3a [ocTbn 0O CMeTKa, KOATO cb3gaBa Cbrnacne u naeHTMUKauumoHeH HoOMep Ha
Cobrnacumeto. o TO3M HauYMH BCUMYKM CbOOLLEHUA Lie M3MNOoN3BaT €4AuH U Cbll MaeHTudukaTop B
enemeHTa NoeHTngukaunoHeH Homep Ha Cornacue npw OMY-TpaH3akuyus.



e [lpepoctaBsiHe Ha AaHHM 3a CMeTKa

B pamknte Ha Ta3u casza 1Y (AISP) nonyyaBa 4oCcTbn 4O AAHHUTE 3@ CMeTKaTa, KakTo e
onpegeneHo B cbrnacveto Ha [lonasaTens Ha ycnyru. 3asBkaTta 3a [lpegoctaBsiHe Ha OaHHU ce
OTHacd OO CbOTBETHUS PECYpPC B CbrflacueTo, KaTo M3MNofidBa ropenocoyeHaTa Bpb3ka KbM TO3M
pecypc ([NpaBuna 3a goctbn, NoeHTudukatop Ha cbrrnacue, NCEBAOHUMMU U T.H.).

3asBkaTa 3a [NpegoctaBsHe Ha AaHHM NO CMeTKa TpsAbBa Aa cbabpXxa:

TunbT Ha BaHKOBUTE CMETKN, A0 KOUTO TpsabBa Aa Nonyyn JOocTbn,

NoeHTndpukaumata Ha agpecupaHaTa cCMeTKa, KbAeTO € NPUNOXNMO,

[anu Non3BaTensa QMPEKTHO € nHULUMMpan 3asiBkaTta B peanHo Bpeme,

[ann 6anaHcuTe TpsibBa Aa ce NpeaoCcTaBAT AOMbHUTENHO, KOraTo € NPUIoXKKUMO,

B cny4anm Ha oT4eTu 3a TpaH3aKumMm KaTo AoNbIHUTENHA MHOpMauus 3a cMeTKa:

-  WpeHTndukatop Ha agpecupaHaTta cMeTka

- [lepuopga Ha oT4yeTa

- [NpegnoyntaHnte popmaTh Ha OTYETUTE 3a TpaH3aKUMNTE

- B ponbnHeHue, no u3bop genta-chnar, nokaseall MCKaHe camMO 3a OOMbIHUTENHUTE
AaHHW CrpsMO AaHHUTE OT nocregHarta 3asiBka.

Mpwn MNMpepoctaBsaHe Ha JaHHM 3a cMeTKa, obuvanHuTe GaHKOBU CMETKU U (KpeauTHUTE)
KapTOBM CMETKW Ce pasfdenaT Ha OTAENHM KparHM TOYKM, TbW KaTo AaHHUTE OOMKHOBEHO ca B
pasnuyHM mogynum ot cuctemata Ha AINMYOC.

B cnyyan Ha egHOKpaTHO cbrnacue JoCcTbNbT MOXe Aa 6bae otkasaH ot ANYOC, ako AMNY
kaTo (AISP) ucka noseye ot eguH NbT JAHHUTE UMM aKo BanuAHOCTTa Ha CbrnacmMeTo e n3Tekna, Hanp.
cneq 20 MUHYTU OT pUHANM3MpaHeTo Ha MexaHM3Ma 3a cbrnacue.

MpepocTtaBsaHETO Ha AaHHU MOXe Aa 6bae OoTKa3aHOo M B Crlyyaln, Ye TUNbT Ha ycnyrata
NHpopmaumsa 3a cmeTka He oTroBaps Ha ycrnyra ot CbrnacvmeTo Unu ako AenCTBUTENHUAT AOCTbIN He
CcbBnaga CbC CbrnacyBaHaTa NpPo4biHKUTENHOCTTa Unn YyectoTaTa.

Ako cbrnacmeTto Ha [lon3Batens e 3a 4OCTbN 40 cnMCbK cbe cMmeTkn, AMNMYOC nogabpxa
yecToTaTa M NPaBOTO Ha AOCTbMNAa 3a BCAKa eQHa CMeTKa NoOoTAENHO.

3abenexka: B cnyyan Ha ronsm obem OT TpaH3aKuMum C AaHHW, CbriacHo mHTepdenca
[locTbn OO0 cmeTka, ToBa ca COOCTBEHM TpaH3aKuuu, Taka 4Ye maeHTudukatopa Ha TpaH3akummuTe
(transaction-Id) we ce M3non3sa MHOroKpaTHO NpW CTpaHuUMpaHe Ha uHopmMauuaTa 3a Cnucbk Ha
TpaH3akumn / 13aBneveHne ot cMmeTka.

Moaenu 3a cbrnacume

Tasn cneundmkaums nogabpxa TPy pasnmMyHN MoLena Ha cbrnacue:

* [MogpobHo cbkrnacue

YnpaBneHneTo Ha cbrnacueTo ce obpaborea mexay AMY v Nonssatensa. Cneg tosa AY
npegocrtaBsa MHopMaumaTa 3a nogpobHo cbrnacue - naeHTudukaums Ha nona3saTens, ycrnyrute u
HOMepaTa Ha CMeTKuUTe, KoUTO ca 3acerHatu - o AMNYOC 3a aBTopu3aumsi OT CTpaHa Ha nonssaTens.
AOMYOC nokasea gaHHMTE 3a CbINacMeTo Ha nonseaTtens npu n3ebpluBaHe Ha Y.

* (no6anHo cbvrnacue

YnpaBneHneTo Ha cbrnacmeTto ce obpabotea mexay LAY m MNMonasatens. Cneg tosa AMNMY
npegocTtaBsa MHdopmMaumaTa 3a rnobanHo cbrinacue, KOATO € camo naeHTUrKaLma Ha nonssaTens
kbm [MYOC 3a aBTopusauus ot nonseatens. [MYOC nokasea camo o0wma 4OCTbN A0 CMeTKaTa Ha
nonaeaTens npu nspbpuBaHe Ha 3YW.

* [MpegnoxeHo oT baHkaTa cbrnacue

AMY ncka ot AMNYOC ga n3ebpum YnpasneHueTo Ha cbrinacueto. ANYOC moxe aa novcka
OT nonaeaTtens nogpobHO cbrracue Unu NPocTo Aa nonyydn rnobanHo cbrracue 3a BCUYKW YCIyrn
JHpopmaumna 3a cmetka“. ToBa ce paspewaBa oT nonssatena uvpe3 3YW. WHpopmaumsaTa 3a
nogapobHo cbrnacve moxe ga 6bae m3BnedeHa ot [AlNY B cnedBawla CTbMka, KaTo ce npoyete
CbOTBETHOTO Cbriacue.



6.1. [lMomouu Ha npouyeca 3a docmbn 0o uHgpopmauusi (Account Information Service

Flows)

KakTo B cekuusTa 3a MHMUUMpaHe Ha nnatlaHe, TpsbBa ga ce nma B NpeaBua, Ye cnegHuTe
noTouun He obxBallaT BCUYKM Bb3MOXHN BapuaHTU U ca caMo NPUMEPHU CXEMMN.

6.1.1. NocnedosamesiHoCM Ha rpouecume rnpu nodasaHe Ha Cbaacue 3a 0ocmbil
00 UHgbopmauus 3a cMemeka

Redirect nodxo0 Ha 3YU

Ako ANYOC nopgabpxa nogxoaa " Redirect YW ", nOTOKbT OT CbOOLLEHNA B Nog-ycnyraTa
"Cbrnacue 3a nHdopmauus 3a cmeTka" e npocT. MickaHeTo 3a cbrnacme 3a nHopmaums no cMeTka e
nocrnegBaHo OT MpeHaco4yBaHe KbM cavTa 3a paspelweHune Ha [AMNMYOC. 3asBkata 3a crtaTyc unuv
CbAbpXXaHMe Ha Cb3dadeHusi pecypc 3a cbrfiacnme Moxe aa 6bae nouckaHa ot ANY, cnep kato
cecusaTa 6bae npeHacoyeHa obpaTHO KbM cuctemara Ha Y.

PsU AlISP ASP5SP

l PSU initiates an account information access via aTPP,;_ l

1. Account Information Consent Request > lidate
- - . ¥a
Body <Account List, Reccuring Flag.. : . elDAS ceriificate
»  request syntax
-q/E-; 5\2 a. Account Information Consent Response (NOK) ;fnﬁﬁ
“__hitp Codes: 401, 400, 403
2b. Account Information Response (OK)
» Feedback to the customer: - hitp Statuscode: 201 (Created) - SCA Redirect
—[ - Authorise the access (redirect) T
T PSU re-directed to an authorisation webpage of the ASPSP - 1
L | & The PSU authorises the access L |
L 3. Redirect back
4. Consent Status Request > ] \:a”:f;e% cerfificate
* request syntax
5. Consent-Status Response *  ftpprok
1 - semantics

5 Tt
ALLLSS TURCT

http Statscode: 200 {0K) — IS020022 Stats

6. GET Consent-Content Reguest

L J

7. Congent-Content Response
http Statuscode: 200 (OK) - ACTV. REJT....

1



OAuth2 nooxo0 Ha 3YU

Ako OMYOC nogabpxa OAuth2 3YWM nogxon, NOTOKLT € MHOro nogobeH Ha nogxona 3a
Redirect. BMecTo ga npeHacoyBa KbM CbpBbp 3a yaoctoBepsiBaHe Ha 3YW, npotokonbT OAuth2

(konto ce nogavpxa oT AMNYOC) ce m3anon3sa OMPEKTHO 3a Mpoueca Ha ynbiHOMOLWaBaHe Ha
TpaH3aKuun.

PSU AISP ASPSP

l PSU initiates an account information access via a TF'P,;_ l

1. Account Information Consent Request » i
< i i = walidate
Body <Account List, Reccuring Flag... DS cerfficate
= request syntax
- . = tpprole
o g P2 Account Information Consent Response (NOK) | |, comantes
__hitp Codes: 401, 400, 4032
2b. Account Information Consent Response (OK)
T ] niip Statuscode: 201 (Created) - SCA OAuth
— - DAuth configuration -
o Feedback to the customer:
Althornse the transaction [redirect to Authentication Server)
PSU re-directed to an authorisation webpage of the ASPSP (Authorization Request) o
L " valjdate
= | ChentID
= |Redirect URI
_ = | TFF Role
e The PSLI authodses the payment
Redirect back fo TPP -
] Token Request
= > validate
= elDAS certificate
= | semantics
| | & Token Response
s 3. Consent Status Request validate
Lepeas-TokeR e = elDAS certificate
= reguest syniax
= tpprole
< 4. Consent-Status Response » semantics

hitp Statuscode: 200 (OK) — consentStatus

5. GET Conszent-Content Request
—_—  dprescToken

6. Consent-Content Response |:|
hitp Statuscode: 200 (OK) — consent object

F Y




Decoupled nooxo0 Ha 3YU

MoTokbT Ha TpaH3akumsaTa B OtaeneH 3YWM noaxon e nogobeH Ha noaxoaa Redirect 3YW.
Pasnukata e, ye AMNYOC wusucksa ot [lon3Batena ga ynbAHOMOLLWM CbrfliacueTo 3a AOCTbN [0
MHdopMauusa Ypes cneumnanHo MOBUITHO NPUMOXKEHWE NN APYro NPUNOXEHNE UM YCTPOMCTBO, KOETO
€ He3aBMCUMO OT MHTepdenca 3a oHnanH 6aHknpare. AMNYOC ucka ot ANY aa ysegomu NMonssatens
Ha ycrnyraTta 3a TOBa y[OCTOBepsiBaHEe 4pe3 m3npallaHe Ha CbOTBETHOTO CbobLieHMe kaTto "Mons,
N3non3BamnTe NPUNoXeHMETO CU XXX, 3a Aa yAOCTOBepUTEe JOCTbMNa 40 CMETKUTe".

Cnep npoueca Ha 3YUN mexay OMYOC v MNMonasatens, Y Tpsabea ga novcka pesynrtata
OT TpaH3aKuusaTa.

PsSU AISP ASPSP

l PSU iniiates an account information access via a TF'P} l

1. Account Information Consent Reguest -

Body <Account List, Reccuring Flag.. > walidate )
= elDAS certificate
= request syntax
q/"‘\za. Account Information Consent Response (NOK) | [* tpp roie
END ) —m — — —m — — — — — — — — . = semantics
“__hitp Codes: 401, 400, 403
o 2b. Account Information Responze (OK)
L | I h htip Statuscode: 201 (Created) - SCA Decoupled
3. Start Authorisafion Request -
g
validate

= elDAS certificate
= request syntax
= semantics

- 4a. Start-Authorisation Response (NOK
- (eno) ponse (NOK)
“_ hitp Codes: 401, 400, 403

< 4b. Start-Authorization-Response (OK)
http Statuscode: 201 {Created)

Feedback to the customer:
Authorize the transactin via APP xox

A

‘ The ASPSP pushes the challenge to an authorization app and requests a strong customer authentication (SCA) |:|

The PSU authorizes the consent

L 4

5. Consent-Status Request

validate

= elDAS certificate
= request syntax

=«  semantics

v
L

o 6. Consent-Status Response
hitp Statuscode: 200 (OK) — 5020022 Status

7. GET Consent-Content Reguest

L |

5. Congent-Content Responze
hitp Statuscode: 200 (OK) — ACTV, REJT,...

'




Embedded nodxod npu eduHcmeeH memood Ha 3YU

Mo-gony ca nokasaHum HAKONKO NnpuMepHu notoka, B kouto AMNYOC e n3bpan ga obpabotsa
ype3 Embedded meTtoa Ha 3YW onobpeHne Ha cbrnacueto ypes nHtepdenca Ay — AMYOC. Buse
BCekn cnyyan, NonseaTtens oGMKHOBEHO Le TpsabBa ga ce uaeHTudmumpa ¢ nbpeua aktop, owe
npeau OMNMY oa nma nogpobHOCTN 3a HAaNMYHUTE CMETKM Unn 3a meTtoaa Ha 3YW.

Korato ANMYOC nopabpxa camo eanH TexHudeckn metoq Ha 3YW, cnen ogobpeHneTto Ha
NbpBuUs akTop, KbM NOoTOKa ce aobaea "3asBka 3a paspeliaBaHe Ha TpaH3akuma". Cneg tosa OMMY
npefasa JaHHUTE 3a yOoCToBepsiBaHe Ha KnveHTta, Hanp. OTP ¢ BkIoYeHO AMHAMUYHO CBbpP3BaHe C
AaHHUTe 3a TpaH3akumsaTa (BTopu daktop).

PsU AlSP ASP5P

l P5U initiates an account access consent via a TPP l 1. Acount Information Consent Request

—inctimgatdressing- therefated-recount identiffiers—

L™ -
Body <List of account identifiers, Recurming Flag.. > = | |validate i
elDAS cenificate

.
= request syntax
= toprole

-

samantics

#— = 2a. Account inform. Consent Response (NOK)
< | END /A
. _~hitp Codes: 401, 400, 403
2b. Account Information Response (OK)

Feedback to the customer: - hittp Statuscode: 201 (Crested) - SCA enbedded
Please present your User-ID & Password

A

User-ID & Password -
= 3. Start Authorisation Request -
Body: <user-lD= & <password:= =
4_ Start Authorization Responze
. Feedback to the customer: = hitp Statuscode: 201 (Created) — Credentials ok
" Please generate the OTP with your Photo OTP device Challenge e.g. Photo TAN bitmap
] oTP .
" 5. Authorise Transaction Reguest =
Body: <0TP= [
6. Authorise Transaction Response

&

hitp Statuscode: 200 (OK) — Payment Status

7. GET Conseni-Content Request

L J

&. Consent-Content Response
Feedback to the customer: hitp Statuscode: 200 (OK) - ACTV, REJT....
Account Access authorised

&

F Y



Embedded nodxod ypes usbop Ha memod 3a 3YU

Cnep opnobpeHueTo Ha nbpeusa daktop, ako AMNMYOC nogavpxa HAkonko 3YWU metopa 3a
ynbfHOMOLLIABaHe Ha npoueca, ce npeanara n3dop Ha YN metoa 3a NMonaeatens. AMNYOC npegnara
HanuuHuTe metoam Ha AOMY. OMY moxe ga rm cuntpupa, 0 6pos HaA TexHUYeckuTe meToaun 3a
yOoCToBepsBaHe, KOMTO MOXe Aa nogabpxa. Crnea ToBa HanMYHUTE METOAM ce MNpeacTaBAT Ha
Mons3eaTtens 3a m3bop. lNMpouechbT 3aBbplUBa crieq ycnewHa naeHTugukaums Ha BTopus dakTop

n3dpaH ot lNonasearens n npegoctaseH ot AMNY kem AMYOC.

PsU

|

AlSP ASP5P

PSU initiates an account access consent via a TPP

Feedback to the customer:

1. Aceount Infformation Consent Request

Y

"N'[;\ga. Account Information Consent Response (MOK)

E |
___ttp Codes: 401, 400, 403

2b. Account Information Consent Response (OK)
http Statuscode: 201 [Created) - SCA enbedded

Please capture your User-ID & Password

User-ID & Password

Feedback to the customer:

L

3. Start Authorisation Reguest (with PSL Auhenticﬂ.ﬁoni

Body: <user-ID= & <password:=>
4_Start Authorisation Response

Y

hitp Statuscode: 201 (Created) — Credentials ok

&

Pleasze select SCA method

SCA method

Available SCA methods

Feedback to the customer:

L J

5. Auhtorisation-Update Request
Body: <5CA method>

v

6. Authorisation-Update Response
http Statuscede: 200 (OK) — Challenge e.g. Photo OTP bimap

r

- Please generate the OTP with your Photo OTP device

oTP

&

Feedback to the customer:

v

7. Auhtonzation-Update Request

L 4

Body: <0OTP=
8. Authorisation-Update Response
http Statuscode: 200 (OK) — Payment Status

r Y

9. Conzent-Content Request

L 4

10. Congent-Content Response
htip Statuscede: 200 (OK) - ACCT, REJT....

F s

Account Access authonsed

Decoupled nooxoo 4ypes Multilevel 3YU

validate

elDAS certficate
request syntax
tpp role
semantics



MHorocteneHHnaT 3YUM NOToK 3a 3asiBKUTE 3a YCTaHOBSABAHE Ha cbrracue cnegsaT TOYHO

CbLUMAT MOAEN KaTo NpU MHULUMMPAHETO Ha nnallaHe, BX. Pasgen 5.1.12.

PsU

PISP

ASPSP

|

P5U initiates am account access consent via a TPP

-
Ll

1. Account Information Consent Request

valldate

elDAS cenificate
request syniax

a. Account Information Consent Response (NOK) * Ipp roie
END j—m—————— —— — —— — = — — = — - +  semantics
itp Codes: 401, 400, 403
2b. Account Information Consent Response (OK)
]: o Feedback to the customer: - hitp Statuscode: 201 (Created) - SCA enbedded
s Please present your User-ID & Password ]:
P ¥ 3. Start Autherisation Request (with PSU Authentication)
User-ID & Password » walidals
= 2lDAS cerficate
»  request syntax
4a. Start-Authorisation Response (MOK) = semaniics
#— END f——— — — — — — — — ———— — — — -
b hitp Codes: 401, 400, 403
-l 4b. Stari-Authonsation-Response (OK)
Feedback to the customer: - hity Statuscode: 201 {Created)
Use the Authentication APPF xx for Authorisation
The ASPSP pushes the challenge to an authorisation a uesis 3 5 customer authentication (SCA
- The PSU authorises the payment | |
5. Start Authorisatiom Request - validats
= »  2IDAS carfificate
o requesi syntax
il Ba. Start-Authorisation Response (MOK) » semantics
-+ I\E_N_} —————————————————— —
- hitp Codes: 401, 404, 403
- Gb. Start-Authorisation-Response (0K} L |
Feedback to the customer: - ntip Statuscode: 201 (Created)
Please present your User-ID & Password
User-ID & Password =
v 7. Authorisation-Update Request "
Body: =PSU-ID=<password= -
o B. Authorisation-Update Response
L & Feedback fo the customer: - nitp Siatuscode: 200 (OK) — Payment Status
' Use the Authentication APP oo for Authorisation
The ASPSP pushes the challenge to an authorisation agp and requests a strong customer authentication (SCA) -
< The PSU authogses the payment
B. Consent-Status Request - validate
« elDAS cenificate
»  request syniax
. 10. Consent-Status Response »  Eemantics
= hitp Staluscode: 200 (OK) — 15020022 Status



6.1.2. [locriedosamesiHocm Ha npouecume rnpu [lpedocmassHe Ha 0aHHU 3a cMemka
MoTtokbT "lNpenocrtaBsaHe Ha AaHHM 3a cMeTKa" e He3aBMCUM OT MOTOoKa 3a ynpasneHne Ha
cbrnacueTto. ToBa e NpocCT npoLec Ha 3asBKa / OTroBOp, KakTo cneaga:

PsU AISP ASPSP

l P5SU or AISP triggers the Read Account Data Reques,t} l

1. Read Account Data Regquest -
Path Resource: Service Type o fa“[:il;ﬁ P—
Query Parameter: Account (List), Period..> «  request 5.,..“.,33'
» ipprok

2a.Read Account Data Response (MOK)
hitp Codes: 401, 400, 403

semantics

2b. Read Account Data Response (OK)

Feedback to the customer: N hitp Statuscode: 200, Account data
Requested Account Daia T

F 9

6.2. O6uw npezaned Ha OaHHUMe 8 ycnaya2ama , MHhopmayusi 3a cMmemka*“
(Data Overview Account Information Service)

CnepgHata Tabnuua gedvHnpa TEXHUYECKOTO onncaHmne Ha abCcTpakTHUA MoAen Ha AaHHW,
onpegerneH B npasunara 3a ycnyrata MHgopmauunsa 3a cmeTtka. KonoHnte gasat o6y, nornes Bbpxy
APl npoTokonuTe, KakTo creasa:

- KononaTta "Data element" nsanonsea abcrpaktHuTe enemeHTn Ha gaHHu, no [XS2A OR],
3a Aa 4oCTaBu Bpb3KaTa KbM NpaBunaTa u gemHnunumnTe Ha ponu B TO3M LOKYMEHT.

- KonoHaTta Attribute encoding gaBa onpegeneHneTo 3a gencreutenHo kogupaHe B API
XS2A, kaKkTo e genHNpaHo B TO3N JOKYMEHT.

- KonoHute "Location" onpeoenat kKora CbOTBETHUTE €fleMEeHTU Ha [aHHUTe ce
TpaHcnopTupat kato napametpu Ha HTTP Ha HuBO path, header wnu body m ca B3etun ot
ceptucpumkaTute elDAS.

- Konona "Usage" paBa obuw, nperneg Ha M3nOn3BaHETO Ha €NeMeHTU OT AaHHW B
pasnuyHuTe ycnyrn n APl nosuksaHus. 1o npaBuro, noBukBaHusaTa 3a JocTbn 4O CMeTKa ce onucear
kato abctpakTHu APl noBukBaHus. Te3an NOBUKBaHMA Ce peanuanpat TeXHUYECKM KaTo KOMaHAawm
HTTPS POST, PUT, GET v DELETE. lNoBukBaHusTa ca n3bpoeHn KakTo crnensa:

e Cb3naBaHe Ha UCKaHe 3a cbrfacue, KOETO € MbpPBOTO MOBUKBAHE 3a MNPUIOXHUA
nporpameH nHtepdenc (API) 3a Bcaka TpaH3akums B ycrnyraTa ,MIHpopmauus 3a cmeTka.

e [loBMKBaHeTO 3a akTyanu3aumsi Ha AaHHU e noBukBaHe npu koeto ANY Tpsbea ga
nobasu faHHW, CBbp3aHu C naeHTudukaums Ha lNona3eaTtens u cnepg koeTo ce Tpsbea aa
ce BbpHE KbM MbpBOTO ObaxaaHe. TakoBa MOBMKBAHE MOXE [a Ce MOBTOPM HSKOJSIKO
nbTn (ocobeHo npu 3YU metog Embedded).

e WckaHeTOo 3a aBTOpM3auus ce u3nonsea camo npu metogq Embedded, 3a pa ce
paspelun TpaH3akumaTa B Criydyanm Ha HeobxoaMMOCT OT yOooCTOBepsiBaHe 4pes3 BTOpU

dakTop.

e WckaHeTo 3a lMpepocraBsAiHe Ha AaHHU € UCKAHETO 3a M3BMMYaHe Ha AaHHWUTEe 3a
CMeTKa, KOMTO ce agpecupaT 40 PasfMYHN KpanHM TOYKK C pasnnyHn napameTpu.



e 3asBKaTa 3a CbCTOSIHME Ce M3MNON3Ba B CriyyauTe crnep ycrnewwHo uanbnHeHne Ha 3YU
n OIY ce Hyxgae oT no-KkbCcHa MHOpPMaLUna 3a pesynTara.

M3nonsBa ce cnegHOTO M3non3saHe Ha cbKpalleHus B konoHuTte " Location n Usage "

X: TO3n enemMeHT OT 4aHHUTE Ce TPpaHCNopTUpa Ha CbOTBETHOTO HUBO.
m: 3agbmKUTENHO
o: HeszagbmkntenHo 3a nanonasaxe ot [y
Cc. YCnoBHO. YCNOBMETO € OnncaHoO B ajpecupaHuTe Mnpu MNPUNOXHUA nporpameH
nHTepdgenc (API) cbetosHus, onpegenexHn ot ANMYOC.

CnepBawara Tabnuua geduHnpa He caMo M3MCKBaHMATA KbM CbOOLLIEHNATA 3a 3asBKN, HO
N U3MCKBaAHNSA 3a eNeMEHTUTE Ha AaHHUTE 3a CbOOLLEHMsITA 3a OTrOBOpP. Te3n N3NCKBaHUA ce npunarat
camo B cnyyan Ha kog 3a HTTP otroeop 2xx. B cnyyan Ha HTTP otroBop kog 4xx unu 5xx ce npunarat
M3NCKBAHWS, KaKTO € onpeaenieHo B pasgen 4.6.
Mpumep: B cnyyan Ha cbobLlieHNe 3a yCTaHOBSABAHE Ha CbrfiacuMe M Korato pecypcbT 3a
cbrnacue e cb3fageH yCcrneLwHo OTroBOPbT € C Ko 2xX. AKO He MOXe Aa 6bae BbpHaTa uHopmMauums,
CBbp3aHa C pecypcuTte, To kKoabT 3a HTTP oTroBop e paBeH Ha 4Xx nnu 5xx.

Data element Attribute encoding Location Usage
§ g % S| e | &
g 2| =1 g3 g 8
£ elelele|lelgl & 88| |
<l 1212288124254
[ = — — . 72] 72)
slolzlalo|ldl @l ool bh|o|ed|
Provider Identification X m m m m m
Resource ID consentld X m
Resource ID[1 X m m m
TPP Registration Number m m m m m
TPP Name X | m m m m m
TPP Role X | m m m m m
TPP National Competent
— . X | m m m m m
o Authority
= | Resource-ID[2] Consent-ID X m
= A :
o ccess Token (from optional .
g OAuth?) Authorization X c c © c c
£ | TPP Signing Certificate Data | TPP-Signature-Certificate X c c ® c c
> | TPP Signing  Electronic Signature X c c c c c
g Signature
o | Further signature related data | Digest X c c © c c
PSU Identification PSU-ID X c c
PSU Identification Type PSU-ID-Type X c c
Corporate Identification PSU-Corporate-ID X c c © c
Corporate Type PSU-Corporate-ID-Type X c c © c
IP Address PSU PSU-IP-Address X m 0 o 0 c
PSU IP Port PSU-IP-Port X 0 o 0
Further . PSU related PSU-Accept X o o o o o
Information
PSU-Accept-Charset X o 0 o o 0
PSU-Accept-Encoding X 0 0 o 0 0
PSU-Accept-Language X o o o o o
PSU-Http-Method X o 0 o o 0




PSU-Device-ID X 0 0
PSU User Agent PSU-User-Agent X 0 0
GEO Information PSU-Geo-Location X 0 0
Redirect URL TPP TPP-Redirect-URI X c
Decoupled Preference TPP-Decoupled-Preferred X 0
Authorisation Preference lzfﬁfgseﬂic:r;—ﬁe ferred X 0
TPP Notification URI TPP-Notification-URI X o
TPP Notification Content | TPP-Notification-
Preference Content-Preferred x ©
TPP Brand Information };ﬂgﬁﬁ?ﬁr}o‘ggmg_ X 0
PSU Password psuData.password
PSU Authentication Data psuData.authentication
PSU Account account c
PSU Account List access m
Validity Period validUntil m
Frequency frequencyPerDay m
Recurring Indicator recurringIndicator m c
Combined service combinedServicelndicator m
Redirect Preference TPP-Redirect-Preferred X o
Date From dateFrom X c
Date To dateTo X c
Transaction From entryReferenceFrom X 0
Booking Status bookingStatus X 0
Delta Indicator deltaList X o
With Balance Flag withBalance X 0
Request Identification X-Request-1D X m | m m | m
___ | ASPSP-SCA-Approach ASPSP-SCA-Approach X c
g Resource ID consentld m
g Transaction Status consentStatus m m
@ PSU Message Information psuMessage 0 0
S TPP Message Information tppMessages o 0
§ SCA Status scaStatus 0
o SCA Challenge Data challengeData c
Redirect URL ASPSP _links.scaRedirect c

[1] Please note that the Resource ID is transported in the path after the generation of the consent resource. This
is then a path parameter without an explicit encoding of the attribute name.

[2] Please note that the consent identification is addressed by different syntax depending of where it is
transported.

3abenexka: [opHaTa Tabnuua ce oTHacsa ao "3asBka 3a Cbrnacue 3a MHopmauums no
cMeTKa", oTHacsWwa ce Ao KOHKpeTHU cmeTkn, Cekums 6.3.1.1.

[MoBukBaHMA OT MHTepdenca 3a JocTbn OO0 CMeTKa, KOMTO npeacTaBnsiBaT CboOLieHMs,
onpeaeneHun B VickaHeTo 3a cbrnacue 3a nnawade, we 6bvaat geduHmpaHn B crieaBalumte pasgenu.

3abenexka: Ycnyrute Ha AIS n PIS cnogenat HAKOM NoA-npouecu, KOMTO ca onucaHu B
Pasgen 7. ToBa ce oTHacs 3a Bcudkm gedomHnumm ot Tmn 3aaska / OTroBop Ha gaHHM 3a Nonseartens,
KakTo n 3a gedumHuummn 3a 3aaska / OTroBop 3a aBTopu3aUns Ha TpaH3akuuu.

IP agpec / nopT 1 gonbinHUTeNHa uHopmaums, cebp3aHa ¢ NonsBarens.



CnegHnte paHHM 3a eneMeHTu OT ropHata Tabnuua npenpawaTt uHdopmauus 3a
nHtepcperica Monsearten / ANY n nogobpssart npouenypuTte 3a ynpaeneHue Ha pucka Ha OMYOC.
MpenopbyMTENHO € Te3n eneMeHTn OT AaHHM A NPUCHLCTBAT BbB BCUYKM CHLOOLLEHUS 3a 3a8BKM B
paMKuTe Ha NOTOKa OT TpaH3aKunKn YCcTaHoBABaHE Ha cbrnacue u [NpegocTaBsHe Ha aHHWM MO CMeTKa.
Mo-Hagony B TabnuyeH BuA € npefocTtaBeHa LOMbIHUTENHA WHMoOpMauma C onucaHue 3a
napameTpuTe Ha 3asiBkaTa n geuHuumnaTa Ha Te3m enemeHTn. Kato nsknioyeHme onucaHmeTo 3a IP-
agpeca Ha PSU e "He3agbmkntenHo", HO npu YcTaHoBsIBAHE Ha cbrnacume e "3agbimkuTenHo".

Attribute Format | Condition Description

PSU-IP-Address String Optional The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU and
TPP.

PSU-IP-Port String Optional The forwarded IP Port header field consists of the corresponding
HTTP request IP Port field between PSU and TPP, if available.

PSU-Accept String Optional The forwarded IP Accept header fields consist of the

corresponding HTTP request Accept header fields between PSU
and TPP, if available.

PSU-Accept-Charset | String Optional see above
PSU-Accept- String Optional see above
Encoding
PSU-Accept- String Optional see above
Language
PSU-User-Agent String Optional The forwarded Agent header field of the HTTP request between
PSU and TPP, if available.
PSU-Http-Method String Optional HTTP method used at the PSU — TPP interface, if available.
Valid values are:
o GET
e POST
e PUT
e PATCH
e DELETE
PSU-Device-ID String Optional UUID (Universally Unique Identifier) for a device, which is used by

the PSU, if available.

UUID identifies either a device or a device dependant application
installation. In case of an installation identification this ID need to
be unaltered until removal from device.

PSU-Geo-Location Geo Optional The forwarded Geo Location of the corresponding HTTP request
Location between PSU and TPP if available.




MHozo-eanymHu Cmemku (Multicurrency Accounts)

OnpepeneHune: MHoro-BanyTHa CMeTKa € CbBKYMHOCT OT pasfiMyHU NoL-CMETKWU, KOUTO ca
agpecupar oT eavH 1 cbly, naeHtTudpukatop (kato IBAN, Hanp.). [og-cmeTkuTe ca 3aKOHOBO PasfinyHn
N BCUYKM Ce pasnuyasaT No TAxHaTa BanyTta, canga v TpaH3akumn. geHtudukaTopbT Ha cMeTKaTa
kaTo IBAN 3aefHO ¢ BanyTta, BUHarn yHukanHo agpecupa noa-cMeTka Ha MHOro-sanyTHa cMeTKa.

Tasau cneymdmrkauma nogabpxa agpecmpaHe Ha MHOro-BanyTHU CMETKM, KaKTO Ha arpermpaHo
HMBO, Taka M Ha HUBO Noa-cmeTka. ATpuOyTbT 3a KO BaryTa B CbOTBETHaTa CTPYKTypa OT LaHHU
"Account Reference" no3sonsBa narpaxagaHeTo Ha CTPYKTYpU KaTo:

{"iban": "DE40100100103307118608"}
nnu

{"iban": "DE40100100103307118608",
"currency": "EUR"}

AKO OCHOBHaTa CMeTKa € MHOro-BaslyTHa cCMeTKka Torasa:
e NbPBOTO NO30BaBaHe ce OTHAcH 40 agpecupaHe kbM To3n IBAN 3a Bcuuku nog-
CMETKN KbM HErO;
e BTOPOTO NO30BaBaHe Ce OTHacs caMo 3a NoA-CMeTKaTa 3a BasnyTa eBpo.

Tasu cneundukaumna Ha nHTepdenca gencTaa no NoA-CMeTKN Ha CMeTKa C HAKOJSTKO BanyTn
Mo CbLUMS HAYUH, KAKTO NPU OBGMKHOBEHU CMETKM.

MeToauTe 3a OOCTbM 4O MHOro-BanyTHWM CMETKM ce pasfnvyaBaTt B UHTepdenca nopaam
dakTa, Yye ce agpecupa Konekums ot cMeTku. [o-gony pasnukute ca onnucaHn Ha abCcTpakTHO HUBO:

MHozo-8annymHu cMemku npu nodaeaHe Ha cbaJsiacue

MHoro-BanyTHMUTE CMETKM Ce agpecupaTt caMo Ype3 M3Mnon3BaHe Ha uaeHTudukaTopa Ha
BbHLUHAaTa cMeTka Npu nogaBaHe Ha cbriacue, 6e3 Aa ce noco4ysa BanyTa. ickaHeTo Ha cbrnacue 3a
M3BMMYaHe Ha AaHHM oT Tun ,MHdopmauus 3a cmeTka“ Ha MHOro-BarlyTHM CMETKM npegnonara
nonyyYaBaHeTo Ha MHOPMAaLIMS 32 BCUYKM NMOA-CMETKM.

MHozo-eanymHu cmemku npu MHpopmayusi 3a cmemka unu [lemausu 3a cMemka

AOMNYOC we pewn B U3NbIAHEHMETO CY Aann Aa npeaocTaBu AOCTbM A0 AaHHWM 3a MHOTO-
BafnyTHa CMeTKa C arperaumsi Ha BbHLHO HUBO, Ha BBbHLLUHO HMBO M NOA-CMETKa UK CaMO Ha HMBO
noa-cmeTka.

MHoz2o-eanymHu cMmemku npu uHgopmayusi ¢ 6anaHc

Mocneguuata oT Ta3n PyHKUMS e, Ye ce Bpblua MacuB OT canga oT BCUYKU NOA-CMETKM,
aKo Ha HMBO arpervpaHe ce agpecupa MHOro-sanyTHa cmeTka. BanyTtata Ha cboTBeTHaTa noa-cMeTka
UMNNULUTHO Ce NPeaoCcTaBs KaTo BanyTa Ha enemeHTa balanceAmount B 6anaHca.

MHo2o-eanymHu cMemkKu npu uHgopMayusi 3a mpaH3akyuu

B cneactBue Ha Tasn yHKUMS, CAMCbKLT Ha TpaH3aKuMUTE LWe CbObpXKa BCUYKM
TPaH3aKUUN Ha BCUYKN NOA-CMETKM, aKo Ha HUBO arpernpaHe e agpecupaHo MHOro-BanyTHa cMeTKa.
B 1031 cnyyai nnatexxHuTe TpaH3akuun, CbabpKaluy ce B oTYyeTa, MoraTt Aa MMaT pasfvMyHu BanyTu
Ha TpaH3aKuuuTe.



6.3. YcmaHoesigaHe Ha cbanacue 3a MHhopmayusi Mo cmemeka
(Establish Account Information Consent)

B T031 pasgen ca geduHnpaHu npouecute B MHTepdenca 3a yCTaHOBsIBaHe Ha Ccbracue
3a NHopmauus no cmeTka.

6.3.1. 3asieka 3a ycmaHoesisaHe Ha cbafacue
validUntil
6.3.1.1. UckaHe 3a ycmaHo8si8aHe Ha cbariacue KbM orpedersieHa cMemka
NoBukBaHe
POST /v1/consents

Cb3pgaBa Cournacue 3a MIHpopmauma 3a cmetka B [INMYOC oTHOCHO AoCTbNa 4O KOHKPETHO
nocoYeHnTe CMeTKM B 3asiBKaTa.

Mpn nogaBaHe Ha nMckaHe 3a cbrnacue, KbAeTO "MoBTapsL, ce uHAMKaTop" uma CTOMHOCT
"true" n ako Beye CbLECTBYBa NpeaBapuUTenHO cbhriiacue 3a NnoBTapsLl ce 4OCTbN A0 MHopMauuaTa
3a cMeTKkaTta, ToraBa NpegulHOTO Cbrnacve aBTOMaTUYHO M3TUYa BedHara cref KaTo UCKaHeTo 3a
HOBO Cbrracue e ynbiHomMoLleHo ot Nonasartens.

AKO 3a NpeaulIHOTO cbriacume "noBTapsll ce uHamkaTop" mma cTtomHocTt "false", He ce
N3NCKBAT HUKaKBM AENCTBUS NO HEero, 3alloTo Ce CYUTa, Ye BeYe e U3TEKIO.

Query parameters
Hama Query parameters

Request header

Attribute Type Condition Description

X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

PSU-ID String Conditional | Client ID of the PSU in the ASPSP client interface. Might be

mandated in the ASPSP’s documentation.

It might be contained even if an OAuth2 based authentication
was performed in a pre-step In this case the ASPSP might
check whether PSU-ID and token match, according to ASPSP
documentation.

PSU-ID-Type String Conditional | Type of the PSU-ID, needed in scenarios where PSUs have
several PSU-IDs as access possibility.

PSU-Corporate-ID String Conditional | Might be mandated in the ASPSP's documentation. Only used
in a corporate context.

PSU-Corporate-ID- String Conditional | Might be mandated in the ASPSPs documentation. Only used

Type in a corporate context.

PSU-IP-Address String Mandatory | The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP.

If not available, the TPP shall use the IP Address used by the
TPP when submitting this request.

Authorization String Conditional | If OAuth2 has been chosen as pre-step to authenticate the
PSU.

TPP-Redirect- Boolean Optional If it equals "true", the TPP prefers a redirect over an

Preferred embedded SCA approach. If it equals "false", the TPP prefers

not to be redirected for SCA. The ASPSP will then choose
between the Embedded or the Decoupled SCA approach,




Attribute

Type

Condition

Description

depending on the choice of the SCA procedure by the
TPP/PSU. If the parameter is not used, the ASPSP will choose
the SCA approach to be applied depending on the SCA
method chosen by the TPP/PSU.

TPP-Decoupled-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers a decoupled SCA approach.

If it equals "false", the TPP prefers not to use the decoupled
approach for SCA. The ASPSP will then choose between the
embedded or the redirect SCA approach, depending on the choice
of the SCA procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the parameter TPP-Redirect-
Preferred and the SCA method chosen by the TPP/PSU.

The parameter might be ignored by the ASPSP.

If both parameters TPP-Redirect-Preferred and TPP-Decoupled-
Preferred are present and true, the request is still not rejected, but
it is up to the ASPSP, which approach will actually be used.

RFU: TPP-Redirect-Preferred and TPP-Decoupled-Preferred
will be revised in future versions, maybe merged. Currently
kept separate for downward compatibility.

TPP-Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected
to after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Nok-Redirect-URI

String

Optional

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers to start the authorisation
process separately, e.g. because of the usage of a signing
basket. This preference might be ignored by the ASPSP, if a
signing basket is not supported as functionality.

If it equals "false" or if the parameter is not used, there is no
preference of the TPP. This especially indicates that the TPP
assumes a direct authorisation.

TPP-Notification-URI

String

Optional

URI for the Endpoint of the TPP-API to which the status of the
consent should be sent.

This header field may by ignored by the ASPSP, cp. also the
extended service definition in [XS2A-RSNS].

TPP-Notification-
Content-Preferred

String

Optional

The string has the form

status=X1, ..., Xn

where Xi is one of the constants SCA, PROCESS, LAST and
where constants are not repeated.

The usage of the constants supports the following semantics:
SCA: A notification on every change of the scaStatus attribute
for all related authorisation processes is preferred by the TPP.
PROCESS: A notification on all changes of consentStatus or
transactionStatus attributes is preferred by the TPP.

LAST: Only a notification on the last consentStatus or
transactionStatus as available in the XS2A interface is
preferred by the TPP.

This header field may be ignored, if the ASPSP does not
support resource notification services for the related TPP.

TPP-Brand-Logging-
Information

String

Optional

This header might be used by TPPs to inform the ASPSP about
the brand used by the TPP towards the PSU. This information
is meant for logging entries to enhance communication
between ASPSP and PSU or ASPSP and TPP.

The ASPSP might ignore this field.

Request body




Attribute Type Condition Description

access Account Mandatory | Requested access services.
Access
recurringindicator | Boolean Mandatory | "true", if the consent is for recurring access to the

account data

"false", if the consent is for one access to the account
data

validUntil ISODate Mandatory | This parameter is requesting a valid until date, including
this date for the requested consent. The content is the
local ASPSP date in ISODate Format, e.g. 2017-10-30.
Future dates might get adjusted by ASPSP.

If a maximal available date is requested, a date in far
future is to be used: "9999-12-31".

In both cases, the consent object to be retrieved by the
GET Consent Request will contain the adjusted date.
frequencyPerDay | Integer Mandatory | This field indicates the requested maximum frequency
for an access without PSU involvement per day. For a
one-off access, this attribute is set to 1." The frequency
needs to be greater equal to one. If not otherwise
agreed bilaterally between TPP and ASPSP, the
frequency is less equal to 4.

Remark for Future: Additional conditions might be
added later to deal with the situation where the PSU is
consenting towards the TPP for account access only
where the PSU is actively asking.

combinedService | Boolean Mandatory | If "true" indicates that a payment initiation service will

Indicator be addressed in the same "session", cp. Section 9
KomMbuHupaHe Ha MH(pOPMALMOHHU U NNATEXHU
ycnyru.

3abenexka: Bcuukm nossoneHn atpmbytm ,access‘ (,accounts, ,balances® wun
Lransactions®), nanonasaHu B ToBa cbobLleHNe, He TpsibBa Aa CbAabpXaT Npa3eH MacuB OT CNpPaBKM
3a CMeTKM, a ga noco4ysat CMETKUTE, 3a KOUTO Ce M3UCKBaA BMA Ha gocTbn. MmanTte npensug, ye
npaBoTO 3a OOCTbn Ao transactions nnu ,balances no nogpasdbupaHe nogavpxa M goctbna Ao
cnucbk oT "cMeTkn" 6e3 Te Aa ca NOCOYEHN.

AtpnbyTtbT “additionallnformation” B ,access” cbaobpxa AOMbAHUTENHM NOQ-aTpubyTu.
ATpnbyTbT additionallnformation moxe ga ce nsnonsesa camo 3aegHoO C eaAnH OT OCHOBHUTE aTpubyTn
3a ,access”, BWXKTe no-rope. Hama nsmckBaHe 3a cBbp3aHuTe noa-atpubyTn Ha ,additionallnformation®
Aa HOCAT U HenpasHu aTpubyTn, KbOeTo € npunoxmmo. B cnyya Ha npaseH macvB B TakbB Nog-
aTpmbyT, cMuUCBHNBT €, Ye [IY ncka gonbnaHUTENHa NHpOopMaUna 3a BCUYKM akayHTU, agpecrpaHin B
NoHe enH OT OCHOBHUTE aTpmbyTn 3a 4OCTbN.

HOopn ako AMNYOC He wu3uckBa M3PUYHO Cbrnacue 3a AonbfHUTENHa WHdopmaums
(additionallnformation), Hanp. nmeTo Ha cobcTBeHuKka Ha akayHTa, [AMMYOC Tpsabesa ga urHopupa
pas3WNpPEHNETO Ha MUCKaAHETO 3a cbrnacue Ha [AlY, T.e. oa He OTXBbpNsS CBbp3aHaTa 3asdBKa 3a
cbrnacuve. ToBa Baxu 1 B Cnyyan, Ye 3asiBEHUAT LOCTbMN He ce npeanara (Hanp. uMe Ha cCoBCTBEHMKA
Ha akayHTa).

Tasn cneundukauma 3agbmkasa OMYOC ga nogabpka BCUMYKM 3asiBKM 3a cbriacume no
POST 3a koHkpeTHM cmeTkun, T.e. POST 3asaBkM C ropecnomeHaTuTe nog-atpnbytn, KOMTO CbabpXxKaT



Han-Manko eavH OONbIAHUTENEH aTpubyT, KOUTO HOCM MacuB C NPenpaTku KbM CMETKU. 3a TO3u Tun
3asBKa 3a cbrnacue ce nsuckesa 3YWM noaxoga.

Mo xenanue, [OMNYOC wMoxe pfa nogabpXa WM UCKAaHUA 3a cbrhacue, KbAaeTo
ropecrnomeHaTuTe nog-atpmbyTtu "cmeTtkn", "canga" u "TpaHsakumn" cbOobpXaT camo npaseH macus
Unu KbaeTo ce manonasat noa-atpmbyTtu "availableAccounts”, “availableAccountsWithBalance” unu
"allPsd2" - Bcunyku cbe ctonHocT "allAccounts” nnu “allAccountsWithOwnerName”, onucanu B Pasgen
6.3.1.2.

Response Code
HTTP Response Code equals 201.

Response header

Attribute Type Condition Description
Location String Mandatory Location of the created resource.
X-Request-ID uuIiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT
OAuth will be subsumed by the constant value REDIRECT

Response body

Attribute Type Condition Description
consentStatus Consent Mandatory | authentication status of the consent
Status
consentld String Conditional | Identification of the consent resource as it is used in the API
structure
Shall be contained, if a consent resource was generated.
scaMethods Array of Conditional | This data element might be contained, if SCA is required and if
Authentication the PSU has a choice between different authentication
Objects methods. Depending on the risk management of the ASPSP this

choice might be offered before or after the PSU has been
identified with the first relevant factor, or if an access token is
transported. If this data element is contained, then there is also
a hyperlink of type "selectAuthenticationMethods" contained in
the response body.

These methods shall be presented towards the PSU for
selection by the TPP.

chosenSca Method | Authentication | Conditional | This data element is only contained in the response if the APSPS
Object has chosen the Embedded SCA Approach, if the PSU is already
identified with the first relevant factor or alternatively an access
token, if SCA is required and if the authentication method is
implicitly selected.

challengeData Challenge Conditional | Itis containded in addition to the data element
chosenScaMethod if challenge data is needed for SCA.

In rare cases this attribute is also used in the context of the
updatePsuAuthentication link.




Attribute

Type

Condition

Description

_links

Links

Mandatory

A list of hyperlinks to be recognised by the TPP.

Type of links admitted in this response (which might be
extended by single ASPSPs as indicated in its XS2A
documentation):

"scaRedirect": In case of an SCA Redirect Approach, the ASPSP
is transmitting the link to which to redirect the PSU browser.
"scaOAuth": In case of an OAuth2 based Redirect Approach, the
ASPSP is transmitting the link where the configuration of the
OAuth2 Server is defined.

"startAuthorisation":

In case, where an explicit start of the transaction authorisation
is needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
identification data.
"startAuthorisationWithPsuAuthentication":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
authentication data.

"startAuthorisationWithEncryptedPsu Authentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the
encrypted PSU authentication data.
"startAuthorisationWithAuthentication MethodSelection":
The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while selecting the
authentication method. This link is contained under exactly the
same conditions as the data element "scaMethods".
"startAuthorisationWithTransactionAuthorisation":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while authorising the
transaction e.g. by uploading an OTP received by SMS.

"self": The link to the Establish Account Information Consent
resource created by this request. This link can be used to
retrieve the resource data.

"status": The link to retrieve the transaction status of the
account information consent.

"scaStatus": The link to retrieve the scaStatus of the
corresponding authorisation sub-resource. This link is only
contained, if an authorisation sub-resource has been already
created.

psuMessage

Max500Text

Optional

Text to be displayed to the PSU, e.g. in a Decoupled SCA
Approach

Example

Request

POST https://api.testbank.com/vl/consents

Content-Encoding:

gzip




Content-Type: application/json
X-Request-ID: 99391c7e-ad88-4%ec-a2ad-99ddcbl£f7756
PSU-IP-Address: 192.168.8.78
PSU-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 06 Aug 2017 15:05:37 GMT
{
"access":
{"balances":
[{"iban": "DE2310010010123456789}},
{"iban": "DE2310010010123456790",
"currency": "USD"},
{"iban": "DE2310010010123456788"}1,
"transactions":
[{"iban": "DE2310010010123456789"},
{"maskedPan": "123456xxxxxx1234"}]}
"recurringIndicator": "true",
"validUntil"™: "2017-11-01",
"frequencyPerDay" : 4

}

Response in case of a redirect

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£f7721
ASPSP-SCA-Approach: REDIRECT
Location: "vl/consents/1234-wertig-983"
Content-Type: application/json
{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"scaRedirect": {"href": "https://www.testbank.com/authentication/1234-wertig-
983"}

}

Response in case of the OAuth2 approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£f7721
ASPSP-SCA-Approach: REDIRECT
Date: Sun, 06 Aug 2017 15:05:47 GMT
Location: "vl/consents/1234-wertig-983"
Content-Type: application/json
{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"self": {"href": "/vl/consents/1234-wertig-983"}

}

Response in case of the Decoupled approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£7721
ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "vl/consents/1234-wertig-983"



Content-Type: application/Jjson

"consentStatus": "received",
"consentId": "1234-wertig-983",
" links": {
"updatePsuldentification": {"href": "/vl/consents/1234-wertig-983"}
}

Response in case of the Embedded approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£f7721
ASPSP-SCA-Approach: EMBEDDED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Location: "vl/consents/1234-wertig-983"
Content-Type: application/Jjson
{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"updatePsuAuthentication": {"href": "/vl/consents/1234-wertig-983"}
}



6.3.1.2. WckaHe 3a ycmaHogsieaHe Ha Cbariacue KbM CriUCbK 0m CMemku unu 6e3
rnocoyeHa cmemka

UckaHe 3a cbeniacue 90 crnuchbk om HaauyHuUme cMemku

Tasn yHKUMS ce nogabpika No CbLUMA HAYMH KaKTO UCKAHETO 3a Cbrflache KbM KOHKpeTHa
cmeTka. EguHcTBEHaTa pasnuka e, Yye NOBMKBAHETO CbAbpKa noa-atpubyTta "HanuyHm cMmeTkn" B
aTpubyTta "gocTbn" CbC CTOMHOCT "BCUYKM CMETKN".

B 1031 cny4an obaxgaHeTo cb3gaBa pecypc 3a cbriacuve 3a MHgopmauusa 3a cMeTka B
AMYOC 3a BpblUaHe Ha CNUCBK C BCUYKM Hann4yHW CMETKU. 3a TO3W TUN 3asiBKa 3a cbrnacuve ce
n3nckea 3YWM noaxon.

UckaHe 3a cbenacue 6e3 nocoysaHe Ha CMeMmMKU

Tasun yHKUMS ce nogabpiKa Mo CbLUMSA HAYMH KaKTO NCKAHEeTO 3a Cbriacue KbM KOHKpeTHa
cMmeTka. EanHcTBeHaTa pasnuka e, Ye NoBMKBAHETO CbAbpKa noa-aTpubyt "cmeTtkn", "GanaHcu" u /
unu "TpaHsakumun" B atpmbyTa "goctbn" ¢ NpaseH Macue.

Cnep toea AINYOC ce goroeaps AByCTpaHHO ANPeKTHO cbe AlY 3a kom cmeTkn we 6bae
ce nogabpXka cbrinacue 3a gocton. PesyntatbT Moxe ga 6bae nssneveH ot [AY, kato ce nsnonsea
MeTOoabT 3a 3asdBKa 3a cbrnacue GET, Pasgen 6.4.3. 3a ta3u dyHkums noaxon Embedded 3YU He ce
noaabpxa.

UckaHe 3a cbanacue 3a 0ocmbi 00 8CUYKU CMETKU 3a 8cuyku AlS, onpedeneHu om PSD2

Tasun yHKUMS ce NnogabpiKa Mo CbLUMSA HAYMH KaKTO MCKAHETO 3a Cbriacue KbM KOHKpeTHa
cmeTka. EguHcTBeHaTa pasnvka e, Yye NMOBUKBAHETO CbAabpka noa-atpmbyT "allPsd2" B atpubyTta
"access" cbc cTomHocTTa "all-accounts”.

AKO Tasnm (pyHKUMS ce noaabpxa, TS We 03HayaBa Ccbhriacue no BCUYKU HANMYHU CMETKM
Ha lNonaBaTens 3a BCUYKM MHGOPMALMOHHM YCIyrn 3a CMETKU, CBbp3aHu ¢ PSD2. 3a To3m Tvn 3asBka
3a cbrnacue ce nsncksa 3YWM nogxopa.

Example Consent on Account List of Available Accounts

Request

POST https://api.testbank.com/vl/consents

Content-Encoding : gzip
Content-Type: application/json
X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcb1£f7756
PSU-IP-Address: 192.168.8.78
PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; «rv:54.0) Gecko/20100101
Firefox/54.0
Date: Sun, 06 Aug 2017 15:05:37 GMT
{"access":
{"availableAccounts": "allAccounts"},
"recurringIndicator": "false",
"validUntil"™: "2017-08-06",

"frequencyPerDay": 1

Example Consent without dedicated Account

Request

POST https://api.testbank.com/vl/consents



Content-Encoding
Content-Type
X-Request-ID
PSU-IP-Address
PSU-User-Agent
Firefox/54.0

gzip

application/json
99391c7e-ad88-49%ec-a2ad-99ddcbl1£7756

192.168.8.78
Mozilla/5.0

(Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101

Date Sun, 06 Aug 2017 15:05:37 GMT
{"access":
{"balances": [],
"transactions": []},
"recurringIndicator": "true",
"validUntil": "2017-11-01",
"frequencyPerDay": 4
}
6.3.2. MickaHe 3a cbecmosiHue Ha 3asiekama (Get Status Request)
NoBukBaHe
GET/v1/consents/ {consentld}/status
M3non3ea ce 3a npoBepka Ha CbCTOSAHMETO Ha CbrnacueTo 3a MHpopmMauna 3a cMeTka
Path:
Attribute Type Description
consentld String | The consent identification assigned to the created resource.
Query parameters
Hama
Request header
Attribute Type Condition Description
X-Request-ID | UUID Mandatory ID of the request, unique to the call, as determined by the initiating party.
Digest cp. Conditional | Is contained if and only if the "Signature" element is contained in the header
Section Error! of the request.
Reference
source not
found.
Signature cp. Conditional | A signature of the request by the TPP on application level. This might be
Section Error! mandated by ASPSP.
Reference
source not
found.
TPP- String Conditional | The certificate used for signing the request, in base64 encoding. It shall be
Signature- contained if a signature is used, see above.
Certificate
Request Body
Hama
Response Header
Attribute | Type ‘ Condition Description




X-Request-ID | UUID

Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Response Body

Attribute Type Condition | Description
consentStatus Consent Mandatory | This is the overall lifecycle status of the consent.
Status
psuMessage Max500Text | Optional
Example
Request

GET https://api.testbank.com/vl/consents/qwer3456tzui7890/status

Content-Encoding
Content-Type:
X-Request-ID:
PSU-IP-Address:
PSU-User-Agent:

gzip

application/json

99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721

192.168.8.78

Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101

Firefox/54.0
Date: Sun, 06 Aug 2017 15:05:46 GMT

Response
HTTP/1.x 200 Ok
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£f7721
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json

{

"consentStatus": "valid",

6.3.3. 3aseka 3a cbObpPXxaHue Ha cbenacuemo (Get Consent Request)
[NoBukBaHe

GET/v1/consents/{consentId}

Bpblla cbabpKaHMeTo Ha cbriacue no nHopmauus 3a cmeTka. Taka ce nogaBaTt gaHHUTe
kbm [AMMY, korato cbrnacveto e AmpekTHo ynpasnasaHo mexay OMNYOC w lNonssatens, Hanp. B
Redirect 3YWN nogxoga.

Path:
Attribute Type Description
consentld String ID of the corresponding consent object as returned by an Account
Information Consent Request

Query parameters - Hama

Request header - Kakto no-rope B 6.4.2.



Request body - Hama

Response header - Kakto no-rope B 6.4.2.

Response body
Attribute Type Condition | Description
Access Account Access | Mandatory
recurringlndicator | Boolean Mandatory
validUntil ISODate Mandatory
frequencyPerDay | Integer Mandatory
lastActionDate ISODate Mandatory | This date is containing the date of the last action on the consent
object either through the XS2A interface or the PSU/ASPSP
interface having an impact on the status.
consentStatus Consent Mandatory | The status of the consent resource.
Statusxxx
_links Links Optional Type of links recommended for this response is
"account" and/or "cardAccount",
depending on the nature of the consent.
Example
Request

GET https://api.testbank.com/vl/consents/qwer3456tzui78907?

Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json
{

"access":

{"balances":
[{"iban": "DE2310010010123456789"}]
{"transactions":
[{"iban": "DE2310010010123456789"},
{"pan": "123456xxxxxx3457"}]
"recurringIndicator": "true",
"validUntil": "2017-11-01",
"frequencyPerDay": 4,
"consentStatus": "valid",

" links": {"account": {"href": "/vl/accounts"}}

3abenexka: Tasn cneundmrkauma He nogabpka NOgPOOGHN NpUMeEPH 3@ BPb3KU KbM BCUYKM
KpanHW TOYKM Ha ycnyraTa Ha VIHpopmauma 3a cmeTka. AKO ce NMoco4n KaTo KpanHa Toyka ,/cMmeTka’,
AMYOC moxe pa npepoctaBu nogpobHa mMHopmauus, BKIKOYUTENHO XMNEPBPBL3KUTE, Hamp. 3a
cangaTa unu TpaH3akummuTe no cmeTtkarta. CoLuo Taka, ako [INMYOC npegoctaBs oLle XMnepBpb3Kn, Te
cnegpa ga 6bvaat onvcann B gokymeHTauuara API AMYOC ,Joctbn oo cmeTka“.



https://api.testbank.com/v1/consents/qwer3456tzui7890

6.3.4. MHoxxecmeeHo 3YU npu YcmaHo8s8aHe Ha cbasiacue

CbobueHunsaTa 3a ycTaHOBsSIBaHe Ha cbrinacue 3a MHpopmMauma no cMeTka, ca He3aBUCUMU
OT HeobxogMmocTTa OT eduMH WNKM HSAKOMKO npoueca Ha 3YW, T.e. HeszaBucmmo OT Oposi Ha
aBTOopM3aumnTe, HeobxoamMmu 3a yctaHoBsABaHe Ha cbrnacmeto. ObpaTHo, CbobLleHusTa 3a OTroBOpP
npu yCTaHOBSIBaHE Ha CbrnacmMeTo 3a MHopMauus No cMeTka, AeHnpaHn no-rope B To3u pasgen,
ca cneundunyHa 3a obpabotkata B egHo 3YW. lNo-gony ce o6sCHEHU pasfiMYHU U3UCKBAHUA MNpwU
OTroBopa Ha yCTaHOBsIBaHe Ha cbrnacue 3a nHgpopmaums.

3a fga ce ycTaHOBM CbrnacmeTo 3a MHgopmaumsi No cmeTka ¢ MHoxecTBeHO 3YW, no Tasu
cneundukauma namckea unapudHo (explicit) ctaptnpaHe Ha aBTopu3aumsaTa, T.e. BPb3KUTE, NPSKO
cBbp3aHu ¢ obpaboTkata Ha 3YWU karto "scaRedirect" unm "scaOAuth", He morat ga ce cbabpXaT B
CbOOLEeHNETO 3a OTrOBOP Ha 3asiBKa 3a YCTAHOBSAABAHE Ha Cbrfiacve 3a MHGOopMauus 3a CMeTKa,
KoraTto ca Heob6xoanMm HAKONKO paspelueHns. CbLuo Taka, ako ca Heobxoanmm aHHM 3a CreaBaLloTo
AENCTBME, BCUYKM CTapTUPaHNA HA MHOXECTBOTO paspeLleHnsa ca HambiHO paBHU. B Te3n cnydaun
Han-Hanpepq TpsibBa Aa ce reHepupa Noa-pecypc 3a aBTopm3saums Ypes link "startAuthorisation”.

Response Body for Establish Account Information Messages with Multilevel SCA

Attribute

Type

Condition

Description

consentStatus

Consent Status

Mandatory

The values defined in Section 14.14 might be used.

consentld

String

Mandatory

Resource identification of the generated initiated resource.

_links

Links

Mandatory

"startAuthorisation":

In case, where an explicit start of the transaction authorisation
is needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
identification data.
"startAuthorisationWithPsuAuthentication":

The link to the authorisation end-point, where an authorisation
sub-resource has to be generated while uploading the PSU
authentication data.

"self":

The link to the consent resource created by this request. This
link can be used to retrieve the resource data.

"status":

The link to retrieve the status of the consent.

psuMessage

Max500Text

Optional

Text to be displayed to the PSU

tppMessage

Array of TPP
Message
Information

Optional

Messages to the TPP on operational issues.

3abenexka: Mpouecute ¢ UMNIMLUMTHO reHepMpaHe Ha Nog-pecypcu 3a aBTopusaumnsa He nogabpxar
oT MHOXecTBeHa 3YW. B Te3n cnyyan eguHCTBEHUTE XUNEPBPBH3KNU, KOUTO ce BpbwaT Ha AlY cnen
3anoyBaHe Ha YCTaHOBABAHETO Ha cbrnacuve, e xunepspb3ka 3a "startAuthorisation", kato B
AOMbIHEHME UMa MHAOPMaLMS 3a 3a4b/MKUTENHUTE AaHHW, KOMTO Aa 6GbaaT KayeHn CbC 3aaBKaTa 3a
cTapTupaHe Ha asTopudaumdara (PSU Identification nnn PSU Authentication data)).

6.4. MHUN3mpusaHe Ha Cbanacue 3a MHpopmMmayusi 3a cMemka
(Delete an Account Information Consent Object)




TPP moxe ga natpue obekra ,Cbrnacue 3a nHgopmaumus 3a cmeTka“, npy HeobxoanMocT,
4ypes cnegHOTO NOBUKBAHE:

NoBukBaHe

DELETE /v1/consents/{consentld}

N3TtpuBa CbrnacueTo ¢ nogageH naeHTndukaTop

Path:
Attribute Type Description
consentld String Contains the resource-1D of the consent to be deleted.

Query parameters - Hama

Request header

Attribute Type Condition | Description

X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization | String Conditional | Is contained only, if an OAuth2 based SCA was performed in the
corresponding consent transaction or if OAuth2 has been used in a pre-step.

Request body - Hama

Response header

Attribute Type Condition | Description

X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Response body - Hama

Example
Request
DELETE https://api.testbank.com/v1l/consents/qwer3456tzui7890
Content-Encoding gzip
Content-Type application/json
X-Request-ID 99391c7e-ad88-49ec-a2ad-99ddcbl£7757
Date Sun, 13 Aug 2017 17:05:37 GMT
Response
HTTP/1l.x 204 No Content
X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£7757
Date: Sun, 06 Aug 2017 15:05:47 GMT

6.5. [IpedocmaesiHe Ha ,[laHHU 3a cmemka‘ (Read Account Data Requests)

6.5.1. [lpedocmassiHe Ha criucbK om cmemku (Read Account List)

[NoBukBaHe
GET /vl/accounts/{query-parameters}



MpepocTaBs CNUCBK OT CMETKK, (Mpu NnouckBaHe 3aeaHo ¢ 6anaHca no Tax). MNpegnonara
ce, Ye cbrnacmeTo Ha lNonaBaTens 3a TO3M OOCTbMN BeYe € JAaAEHO M Ce CbXpaHsABa B CUCTEMaTa Ha
AOMYOC. Tloco4yeHusaT cnucbk OT CMeTKM ce dunTpupa 4pe3 uaeHTUPUKauMoHeH HOMep Ha
[Mon3BaTens 1 Ha CbXpaHEHOTO cbrnacue, agpecupaHo B consentld, nnn B cbOTBETHMS AOCTBLM Ha
OAuth2 TOKBH.

3abenexka: AKO CbrmacueTo ce JaBa camMo 3a NMoKa3BaHe Ha CMUCHbKA C HAaNUYHUTE CMETKN
(npaBa 3a pgocTbn "HanmuMyHM cmeTkn", pasgen 6.3.1.2), ToraBa ce noka3BaT MHOMO MO-Marsnko
noapo6HocTu. [No-KOHKPETHO, XMNEPBPBIKNTE KbM cangaTa unm KpamHata ToYka Ha TpaH3aKUuMnUTe He
TpsbBa ga ce OOCTaBAT.

3abenexka: Ako geTtannute, NpeooCTaBEHN C TOBa NMOBUKBAHE HE Ca AOCTATbYHWU, UMK
npaeaTta 3a goctbn "cmeTkn", "canga”, "tpaHsakumn” nnmn "allPsd2" He ca gocTtaTb4HU, TOraBa MoOXe
Aa ce usternar noseye nogpobHOCTM Ypes3 agpecupaHe Ha KparHaTta Toyka /accounts /{account-id} ,
cp. Pasgen 6.6.2. (Jetannu 3a cmeTka)

Query parameters

Attribute Type Condition Description

withBalance Boolean Optional If contained, this function reads the list of accessible payment
accounts including the booking balance, if granted by the PSU in
the related consent and available by the ASPSP. This parameter
might be ignored by the ASPSP.

Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory | Shall be contained since "Establish Consent Transaction" was
performed via this API before.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.
PSU-IP-Address | String Conditional | The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Request body
Hama

Response header

Attribute Type Condition Description
X-Request-ID uuIibD Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response body



Attribute Type Condition Description
accounts Array of Mandatory
Account Details

Example

OTroBop B criydan Ha gafieHo cbrnacue 3a asa pasnuydun IBAN-a ¢ pasnuyeH goctsn
(nbpBMAT ¢ 6anaHc 1 TpaH3aKuun, BTOPUAT caMo ¢ GanaHc)

Response

{"accounts":

[
{"resourceId": "3dc3d5b3-7023-4848-9853-£f5400a64e80£f",

"iban": "DE2310010010123456789",
"currency": "EUR",
"product": "Girokonto",
"cashAccountType": "CACC",
"name": "Main Account",
" links": {"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853~
£5400a64e80f/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£5400a64e80f/transactions"}}
}I
{"resourceId": "3dc3d5b3-7023-4848-9853-£5400a64e81g",
"iban": "DE2310010010123456788",
"currency": "USD",
"product": "Fremdwahrungskonto",
"cashAccountType": "CACC",
"name": "US Dollar Account",
" links": {"balances": {"href": "/v1l/accounts/3dc3d5b3-7023-4848-9853—
f5400a64e8lg/balances"}}
t

OTroBop B criyyarn Ha f4afgeHo cbrnacue 3a TpaH3akumm 1 canga B MHOro-BanyTHa CMeTKa,
KoATO Mma ase nog-cmetkun ¢ Banyta EUR v USD u kbgeto AMNMYOC gaBa goctbn A0 AaHHUTE CaMO
Ha HMBO NOA-CMeTKa:

Response

{"accounts":

[
{"resourceId": "3dc3d5b3-7023-4848-9853-£f5400a64e80£f",

"iban": "DE2310010010123456788",
"currency": "EUR",
"product": "Girokonto",
"cashAccountType": "CACC",
"name": "Main Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£5400a64e80f/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£5400a64e80f/transactions"}}
}I
{"resourceId": "3dc3d5b3-7023-4848-9853-£5400a64e81g",
"iban": "DE2310010010123456788",
"currency": "USD",
"product": "Fremdwahrungskonto",
"cashAccountType": "CACC",
"name": "US Dollar Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£f5400a64e8lg/balances"},



"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£5400a64e81lg/transactions"}}

}

OTroBop B criyyan Ha AafieHo cbrnacue 3a canga v TpaH3akumMum B MHOro-BanyTHa CMeTka,

KoATo nma ase noa-cmetku ¢ Banyta EUR n USD n kbaeto AMNMYOC npegocrtaBsa 4oCTbN 40 AaHHU HA
HWBO arperaums u Ha HUBO MOA-CMeTKa.

Response

{"accounts":
[

{"resourceId": "3dc3d5b3-7023-4848-9853-f5400a64e80f",
"iban": "DE2310010010123456788",

"currency": "XXX",

"product": "Multi currency account",

"cashAccountType": "CACC",

"name": "Aggregation Account",

" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-f5400a64e333/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-

£5400a64e333/transactions"}}
I
{"resourceId": "3dc3d5b3-7023-4848-9853-f5400a64e80f",
"iban": "DE2310010010123456788",
"currency": "EUR",
"product": "Girokonto",
"cashAccountType": "CACC",
"name": "Main Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-f5400a64e80f/balances"},

"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£5400a64e80f/transactions"}}

by
{"resourceId": "3dc3d5b3-7023-4848-9853-£5400a64e81g",
"iban": "DE2310010010123456788",
"currency": "USD",
"product": "Fremdwahrungskonto",
"cashAccountType": "CACC",
"name": "US Dollar Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-f5400a64e81g/balances"},

"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
f5400a64e8lg/transactions"}}

)
It

6.5.2. [lpedocmassiHe Ha 0emaurnu 3a cmemka (Read Account Details)

[NoBukBaHe
GET /vl/accounts/{account-id} {query-parameters}

MpepoctaBs getannum 3a KOHKpeTHa cMmeTka (¢ 6anaHc, korato e nouckaHo). Npeanonara
ce, Ye cbrnacueto Ha [lonseBatens ¢ To3M AOCTbN Beye € JafeHO M Ce CbxpaHsiBa B cuctemarta
AOMNYOC. TlMocoyeHnTe pgeTannu 3a Tasn CMETKa 3aBUCAT OT NapamMeTpuTe Ha CbXpaHABAHOTO
cbrnacue, agpecmpano ot consentld, nnn cboTBeTHOTO 0603Ha4YeHne 3a goctbn OAuth2.



3abenexka: VoeHTumkaTopbT Ha CMeTKata MoOXe Aa npeacTaBnsdBa MHOro-sanyTHa
cmeTka. B To3u cnyyam koga 3a Banyta € noco4yeH kato "XXX".

Query parameters

Attribute Type Condition Description

withBalance Boolean | Optional |If contained, this function reads the details of the addressed
account including the booking balance, if granted by the PSU's
consent and if supported by ASPSP. This data element might be
ignored by the ASPSP.

Request header

Attribute Type Condition | Description

X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory

PSU-IP-Address | String Conditional | The forwarded IP Address header field consists of the

corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

Request Body
Hawma

Response Code
HTTP Response Code equals 200.

Response Header

Attribute Type Condition | Description

X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Response body

Attribute Type Condition | Description
account Account Mandatory
Details
Example

OTroBop B crnyyai Ha AafeHo cbriacue 3a cTaHaapTHa cMmeTka



Response

{"account":
{"resourceId": "3dc3d5b3-7023-4848-9853-f5400a64e80f",

"iban": "FR7612345987650123456789014",
"currency": "EUR",
"ownerName": "Heike Mustermann",
"product": "Girokonto",
"cashAccountType": "CACC",
"name": "Main Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£5400a64e80f/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853~

£f5400a64e80f/transactions"}}
}

OTI'OBOp B cnyqaﬁ Ha AageHo Ccbrnacmne 3a MHOro-easjiyTHa CMeTKa

Response

{"account":

{"resourcelId": "3dc3d5b3-7023-4848-9853-f5400a64e80f",
"iban": "FR7612345987650123456789014",
"currency": "XXX",
"ownerName": "Heike Mustermann",
"product": "Multicurrency Account",
"cashAccountType": "CACC",
"name": "Aggregation Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£5400a64e80f/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853~

£f5400a64e80f/transactions"}}
}

6.5.3. [lpedocmassiHe Ha banaHc Ha cmemka (Read Balance)

NoBukBaHe
GET /vl1/accounts/{account-id}/balances

lMpepoctaBs geTannn 3a KOHKpeTHa cmeTka ¢ GanaHc. CmeTkata € agpecupaHa C
accountld.

3abenexka: CtonHoctTa accountld (MaeHTUUKALMOHEH HOMEP HA CMeTKa) MOXe Ada ce
n3ereye cnep nosukeaHeTo 3a "lNpegocrtaBaHe Ha Cnnckk Ha cmeTkuTe", Pasgen 6.6.1.

NpeHTudukaTopbT accountld e BanuaeH 3a Lenus XXM3HeH LMKbI Ha JadeHo cbrnacue.

Path parameters

Attribute Type Description

account-id String This identification is denoting the addressed account. The account-id is
retrieved by using a “Read Account List” call. The account-id is the




“resourseld” attribute of the account structure. Its value is constant at
least throughout the lifecycle of a given consent.

Query parameters - Hama

Request header

Attribute Type Condition Description

X-Request-ID uuliD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory

PSU-IP-Address | String Conditional | The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

Request body - Hama

Response Code

HTTP Response Code equals 200.

Response header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.
Response body
Attribute Type Condition Description
account Account optional Identifier of the addressed account.
Reference Remark for Future: It is recommended to use this data
element. The condition might change to "mandatory" in a
next version of the specification.
balances Array of Mandatory | A list of balances regarding this account, e.g. the current
Balance balance, the last booked balance.
Example

OTroBop B criydan Ha cbrracue 3a ctaHgapTHa cMeTka

Response
"account": {"iban":
"balances":

[{"balanceType":
"balanceAmount":
"referenceDate":

by

{"balanceType":
"balanceAmount":

"closingBooked",
"EUR" ,

{"currency":
"2017-10-25"

"expected",

{"currency":

"EUR", "amount":

"FR7612345987650123456789014"},

"amount": "500.00"},

"900.00"},




"lastChangeDateTime": "2017-10-25T15:30:35.0352"
}]

OTroBop B criyd4an Ha MHOro-BariyTHa cMmeTka ¢ egHa nog-cmetka B EUR n egHa B USD,
kbaeTo AMNYOC e goctaes link kbM KpaniHaTta To4vka (CangoTo) No OTHoLWeEHMe Ha obobLleHaTa MHOro-
BanyTHa cMeTKa.

Response
{
"balances":
[{"balanceType": "closingBooked",
"balanceAmount": {"currency": "EUR", "amount": "500.00"},
"referenceDate": "2017-10-25"
by
{"balanceType": "expected",
"balanceAmount": {"currency": "EUR", "amount": "900.00"},
"lastChangeDateTime": "2017-10-25T15:30:35.0352"
by
{"balanceType": "closingBooked",
"balanceAmount": {"currency": "USD", "amount": "350.00"},
"referenceDate": "2017-10-25"
b
{"balanceType": "expected",
"balanceAmount": {"currency": "USD", "amount": "350.00"},
"lastChangeDateTime": "2017-10-24T14:30:212"}

OTroBop B crny4ai Ha CTaHAapTHA CMeTKa, NpU KOATO CbOTBETHUTE carnga nokassaT
TEKyLLOTO canao 3a TeKyLoTo BpeMe:

Response
{
"balances": [
{
"balanceType":"interimBooked",
"balanceAmount": {"currency":"EUR", "amount": "1000.00"}
bo
{
"balanceType":"interimAvailable",
"balanceAmount": {"currency": "EUR", "amount": "300.00"}
b
{
"balanceType": "interimAvailable",
"creditLimitIncluded": true,
"balanceAmount": {"currency":"EUR", "amount": "5300.00" }

6.5.4. [lpedocmassHe Ha crnucbK Ha mpaH3akuuu om cmemka (Read Transaction
List

NoBukBaHe
GET /vl/accounts/{account-id}/ transactions{query-parameters}



MpenocTaBa CNMCHK HA TPaH3aKUMUTE MO KOHKPeTHa CMEeTKa, CbIMacHO KpUTEPUIA NOCOYEH
KaTo napameTbp. CMeTKaTa € agpecupana ¢ accountld.

3abenexka: CtonHoctTa accountld (MaeHTUPUKALMOHEH HOMEP Ha CMeTKa) MOXe Ada ce
n3erieve cnen nosukeaHeTo 3a "lNpegoctaBsaHe Ha CnnckK oT cmeTkn", Pasgen 6.6.1.

3abenexka: Mons, umante npeasua, ye PATH moxe ga e Beye npegoctaBeH B OTroBopa
Ha noBukBaHeTO "lpenoctaBsaHe Ha CnUckbK OT cmeTkn" B nog-atpmbyT "_links".

3abenexka: B cnyyanm Ha mn3nonseBaHe Ha CTpaHWUuMpaHe, NOBMKBAHETO Ha Bpb3ka 3a
CTpaHuua criegsa CblUMTE U3NCKBAHWUS, KaKTO NpU ToBa NoBukBaHe, kaTto kbM PATH ce gobGassa un
napameTbp 3a cTpaHuua.

Path

Attribute Type Description

account-id String | This identification is denoting the addressed account. The account-id is
retrieved by using a “Read Account List” call. The account-id is the “id”
attribute of the account structure. Its value is constant at least throughout
the lifecycle of a given consent.

Query parameters

Attribute Type Condition Description

dateFrom ISODate | Conditional | Starting date (inclusive the date dateFrom) of the
transaction list, mandated if no delta access is required.
For booked transactions, the relevant date is the booking
date. For pending transactions, the relevant date is the
entry date, which may not be transparent neither in this
APl nor other channels of the ASPSP.

dateTo ISODate | Optional End date (inclusive the data dateTo) of the transaction list,
default is ,,now” if not given.

For booked transactions, the relevant date is the booking
date. For pending transactions, the relevant date is the
entry date, which may not be transparent neither in this
API nor other channels of the ASPSP.

entryReferenceFrom | String Optional if | This data attribute is indicating that the AISP is in favour to
supported | get all transactions after the transaction with identification
by API entryReferenceFrom alternatively to the above defined
provider period. This is a implementation of a delta access.

If this data element is contained, the entries "dateFrom"
and "dateTo" might be ignored by the ASPSP if a delta
report is supported.

bookingStatus String Mandatory | Permitted codes are "booked", "pending", "both",
"information" and "all".

"booked" shall be supported by the ASPSP.

"booked" shall be supported by the ASPSP.

To support the "pending" and "both" feature is optional for
the ASPSP, Error code if not supported in the online
banking frontend. If supported, "both" means to request
transaction reports of transaction of bookingStatus either
"pending" or "booked".




Attribute

Type

Condition

Description

To support the "information" feature is optional for the
ASPSP. Currently the booking status “information” only
covers standing orders. Error code if not supported.

To support the "all" feature is optional for the ASPSP, Error
code if not supported. If supported, "all" means to request
transaction reports of transaction of any bookingStatus
("pending", "booked" or "information").

deltalist

Boolean

by AP

Optional if
supported

provider

This data attribute is indicating that the AISP is in favour to
get all transactions after the last report access for this PSU
on the addressed account. This is another implementation
of a delta access-report.

This delta indicator might be rejected by the ASPSP if this
function is not supported.

If this data element is contained, the entries "dateFrom"
and "dateTo" might be ignored by the ASPSP if a delta
report is supported.

withBalance

Boolean

Optional

If contained, this function reads the list of transactions
including the booking balance, if granted by the PSU in the
related consent and available by the ASPSP. This parameter
might be ignored by the ASPSP.

3abenexka: B cnyyan Ha bookingStatus e paBHo Ha "information", napameTpuTe Ha 3asBkaTa
dateFrom, dateTo, withBalance, deltaList n entryReferenceFrom we 6baaT urHopmpaHu 1 Hama ga
nmat edpekT BbpXy pesyntara.

Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

PSU-IP-Address | String Conditional | The forwarded IP Address header field consists of the

corresponding HTTP request IP Address field between PSU and
TPP. It shall be contained if and only if this request was actively
initiated by the PSU."




Attribute

Type

Condition

Description

Accept

String

Optional

The TPP can indicate the formats of account reports supported
together with a priorisation following the HTTP header
definition.

The formats supported by this specification are

e xml
e JSON
o text

Remark: in the next version of the specification. This shall
enable the TPP to address different camt.05x versions or
different MT94x versions in a corporate context. The TPP then
could e.g. say: "l prefer MT942, but take MT940 if MT942 is not
available."

3abenexka: bepnuHckaTa rpyna Bb3HaMepsiBa fa BHeapwu 3anucu B atpubyTta "accept"” 3a
dopmaTtn camt.05x n MT94x. Te3an crtomHocTM Wwe Obaat gobaBeHM KbM Tasu crneumdukauus
BBb3MOXXHO Hamn-CKOpO.

Request Body
Hsawma

Response code

HTTP Response Code equals 200.

Response header

Attribute Type Condition | Description
Content-Type | String Mandatory | Possible values are:
e application/json
e application/xml
e plain/text
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the

initiating party.

Response body

B cnyyan, ye AINMYOC BpbLa cTpyktypata Ha camt.05x XML, oTroBOpbT Ce CbCTOU Un OT
cbobueHne Tnn camt.052 nnu camt.053. Camt.052 moxke ga BKIOYBaA Yakally NnallaHus, KouTo Bce
owle He ca ocyetoBogeHu. AMNYOC we B3MMma CBOETO pelleHne 3a ToBa, koe cbobuieHne n oopmat
Aa npurnoxm, Bb3 OCHOBa Ha u3bpaHuTe napameTpu M no-cneumanHo oOT m3bpaHuTe patv no
OTHOLLEHME Ha Nepmnoaa Ha 3asiBkaTa.

B cnyuyan, 4e ANYOC Bpbwa MT94x cbabpxaHue, OTrOBOPBT Ce CbCTON OT CbobLLeHne
BbB popmat MT940 vnn MT942 B TekcTtoBa cTpykTypa. MT942 moxe Oa BkNoYBa NpencTosLm
nraLlaHus, KOMTo Bce oLle He ca ocdeToBogeHu. [1NYOC we B3eMe pelleHue 3a oopmarta Bb3 OCHOBaA
Ha n3bpaHnTe NnapameTpu, No-crneynanHo 3a n3bpaHuTe gaTn B nepuoga Ha 3asaBkaTa.

OTtroopbT JSON chopmaT e onpeneneH, Kakto cnensa:



Attribute Type Condition | Description
account Account optional Identifier of the addressed account.
Reference Remark for Future: It is recommended to use this data element.
The condition might change to "mandatory" in a next version of
the specification.
transactions Account Optional JSON based account report.
Report This account report contains transactions resulting from the
query parameters.
balances Array of Optional A list of balances regarding this account, which might be
Balance restricted to the current balance.
_links Links Optional A list of hyperlinks to be recognised by the TPP.
Type of links admitted in this response:
"download": a link to a resource, where the transaction report
might be downloaded from in case where transaction reports
have a huge size.
Remark: This feature shall only be used where camt-data is
requested which has a huge size.
Example
Request

GET https://api.testbank.com/vl/accounts/qwer3456tzui7890/transactions?dateFrom=2017-07-
0l&dateTo=2017-07-30&bookingStatus=both

Accept: application/json, plain/text;q=0.9, application/xml;q=0.8

Response - Otroeop B JSON copmaT npu cbrnacue 3a ctaHgapTHa cMeTKa

HTTP/1.x 200 Ok
X-Request-ID:

Date:

Content-Type:

{“account”:

'y

[{

"transactionId":
"creditorName":

"creditorAccount":
"transactionAmount":
"bookingDate":

99391c7e-ad88-49ec-a2ad-99ddcbl1£7757

Sun,

application/json

{"iban'":"DE2310010010123456788" },

"transactions'":
{"booked":

"valueDate':

bt

"transactionId":
"debtorName":
"debtorAccount":
"transactionAmount":
"bookingDate":

"valueDate':

}

{"pending":

[{

"transactionId":
"creditorName":
"creditorAccount":

06 Aug 2017 15:05:47 GMT

"1234567",

"John Miles",

{"iban":

{"currency":

"DE67100100101306118605"},
"EUR", "amount": "256.67"},

"2017-10-25",

"2017-10-26",
"remittanceInformationUnstructured”:

{"iban":

{"currency":

"Example 1"

"1234568",
"Paul Simpson",

"NL76RAB0O0359400371"},

"EUR", "amount'": "343.01"},

"2017-10-25",

"2017-10-26",
"remittanceInformationUnstructured”:

"Example 2"

"1234569",

"Claude Renault",

{"iban":

"FR7612345987650123456789014"},




"transactionAmount": {'"currency": "EUR", "amount'": "-100.03"},

"valueDate': "2017-10-26",

"remittanceInformationUnstructured": "Example 3"

}
}I
{" links":

{"account": {"href":"/vl/accounts/3dc3d5b3-7023-4848-9853-5400a64e801f"}}
}

Response - OTroBop B Crny4an Ha MHOMO ronsm o6em AaHHW 3a U3TernsHe
HTTP/1.x 204 No Content
X-Request-ID:99391c7e-ad88-49%9ec-a2ad-99ddcbl1£7757
Date: Sun, 06 Aug 2017 15:05:47 GMT
{
" links":{"download":{"href":"www.test-api.com/xs2a/vl/accounts/1234567890/transactions/download/"}

}

Response - Otrosop B JSON cbopmaT 3a JOCTbN OO MHOro-BarlyTHa CMeTKa Ha HMBO
arperumpaHe:
HTTP/1.x 204 No Content
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7757
Date: Sun, 06 Aug 2017 15:05:47 GMT

{"account": {"iban": "DE40100100103307118608"},

"transactions":
{"booked":
[{
"transactionId": "1234567",
"creditorName": "John Miles",
"creditorAccount": {"iban": "DE67100100101306118605"},
"transactionAmount": {"currency": "EUR", "amount": "-256.67"},
"bookingDate": "2017-10-25",
"valueDate": "2017-10-26",

by

"remittanceInformationUnstructured": "Example 1"

brd

"transactionId":

"debtorName":

"debtorAccount":
"transactionAmount": {"currency": "EUR", "amount": "343.01"},
"bookingDate": "
"valueDate": "20
"remittanceInformationUnstructured": "Example 2"

br o

"transactionId":

"debtorName" :

"debtorAccount":
"transactionAmount": {"currency": "USD", "amount": "100"},
"bookingDate": "
"valueDate": "20
"remittanceInformationUnstructured": "Example 3"

}H]

"1234568",

"Paul Simpson",

{"iban": "NL76RAB0O0359400371"},

2017-10-25",
17-10-26",

"1234569",

"Pepe Martin",

{"iban": "SE9412309876543211234567"},

2017-10-25",
17-10-26",

{"pending":
[{
"transactionId": "1234570",
"creditorName": "Claude Renault",
"creditorAccount": {"iban": "FR7612345987650123456789014"},
"transactionAmount": {"currency": "EUR", "amount": "-100.03"},
"valueDate": "2017-10-26",

"remittanceInformationUnstructured": "Example 4"

1]


http://www.test-api.com/xs2a/v1/accounts/1234567890/transactions/download/

{" links":
{"account"™: {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-£f5400a64e80f"}}
}

6.5.5. [lpedocmassHe Ha 0emausniu no mpaH3akuuu om cmemku (Read Transaction

Details)

lNoBnkBaHe
GET /vl1/accounts/{account-id}/transactions/{transactionId}

UeTe OaHHUTE 3a KOHKpPETHa TpaH3akuus, agpecupaHa 4ypes "transactionld" B gageHa
cMeTKa, agpecupaHa oT " account-id". ToBa NoBMKBaHe W3WCKBA OTroBopa 3a AeTaunuvte no
TpaH3akuma aa e camo B JSON dopmar.
3abenexka: Monsa, obbpHeTe BHMMaHue, ye PATH moxe ga e Bedye noapobOHO npedcTaBeH OT
CbOTBETHOTO BNUCBaHE Ha OTroBopa Ha NoBuKBaHeTO "[1poyeTeTe cnncbka ¢ TpaH3akumn" B nog-none

links.

Path Parameters

Attribute Type Description

account-id String This identification is denoting the addressed account, where the transaction has
been performed.

transactionld | String This identification is given by the attribute resourceld of the corresponding entry
of a transaction list.

Query Parameters
No Query Parameters

Request Header

Attribute Type Condition | Description

X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was performed
in the related consent authorisation.

Request Body
No request body.

Response Code
HTTP Response Code equals 200.

Response Header

Attribute Type Condition | Description
Content-Type | String Mandatory | Possible values are:

e application/json




Attribute Type Condition | Description

X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Response Body

Attribute Type Condition | Description

transactionsDetails | Transactions | Optional

Example
Request

GET https://api.testbank.com/vl/accounts/qwer3456tzui7890/transactions/ {1234567}/details

Response
HTTP/1.x 200 Ok
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7757
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/Jjson

{"transactionsDetails":

{

"transactionId": "1234567",

"creditorName": "John Miles",

"creditorAccount": {"iban": "DE67100100101306118605"},
"mandateId": "Mandate-2018-04-20-1234",

"transactionAmount": {"currency": "EUR", "amount": "-256.67"},
"bookingDate": "2017-10-25",

"valueDate": "2017-10-26",
"remittanceInformationUnstructured": "Example 1"
"bankTransactionCode": "PMNT-RDDT-ESDD",

3abenexka: B 1031 npumep, TUNMYHa JoNbAHUTENHA NOAPOOHOCT 3a AafeHa TpaH3akums ca
Aetannute 3a SEPA mandate B nonydeHo nnawaHe no SEPA Direct Debit.


https://api.testbank.com/v1/accounts/qwer3456tzui7890/transactions/

6.6. [IpedocmassiHe Ha ,[laHHU 3a kapmoea cmemka*“ (Read Card Account Data
Requests)

6.6.1. [lpedocmassHe Ha criucbK om kapmosu cmemku (Read Card Account List)

NoBukBaHe
GET /v1/card-accounts

lMpepoctaBs CNUCHK OT KApTOBM CMETKM C OOMbAHUTENHA MHOPMaLmMs (Hanp. 3aegHo C
6anaHca no Tax). lNpegnonara ce, Ye cbrnacmMeTo Ha [Non3eatens 3a TO3M JOCTHLMN BeYe € AaJeHO U
ce cbxpaHsiBa B cuctemata Ha [MYOC. Noco4eHnaT Cnmcbk OT KapToOBU CMETKM ce domnTpupa 4vpes
naeHTudmKaumoHeH HoMmep Ha lon3BaTenda n Ha CbXpaHEHOTO Cbrfiacue, agpecupaHo B consentld,
nnu B cboTBeTHUA AocTbn Ha OAuUth2 TOKbH.

Query parameters
He ce nogabpxat

Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-1D String Mandatory | ldentification of the corresponding consent as granted by
the PSU.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

PSU-IP- String Conditional | The forwarded IP Address header field consists of the
Address corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Request header
Hama

Response Code
HTTP Response Code equals 200.

Response header

Attribute Type Condition Description
X-Request-ID uuIiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response body

Attribute Type Condition Description

cardAccounts | Array of Card Mandatory
Account Details




Example

Response body
{

"cardAccounts": [

{
"resourceId": "3d9%a81b3-a47d-4130-8765-a9c0f£861b99",

"maskedPan": "525412***x**xx3241",

"currency": "EUR",

"name": "Main",

"product": "Basic Credit",

"status": "enabled",

"creditLimit": { "currency": "EUR", "amount": "15000"},

"balances": [
{

"balanceType": "interimBooked",

"balanceAmount": { "currency": "EUR", "amount":"14355.78"}
ok

"balanceType": "nonInvoiced",

"balanceAmount": { "currency": "EUR", "amount": "4175.86"}
}
1,

" links": {

"transactions": { "href": "/vl/card-accounts/3d9%9a81b3-a47d-4130-8765-

a9c0ff861b99/transactions"}
}
bl

6.6.2. [lnedocmassiHe Ha Oemaunu 3a kapmosga cmemka (Read Card Account Details)

NoBukBaHe
GET /vl1/card-accounts/{account-id}

lNpepocTtaBa getannu 3a KOHKpeTHa KapToBa cMeTka. [Npegnonara ce, 4e cbrnacneTo Ha
[MonseaTtens ¢ T03M OOCTbMN BeYye € JadeHo U ce cbxpaHsiBa B cuctemata AMNYOC. JoctbnbT oo
JeTannu 3a cMeTKa ce ykasBa ypes3 naeHtndukaunoHeH Homep Ha llonseartenis U Ha CbXpaHEeHOoTOo
cbrnacue, agpecupaHo B consentld, nnu B cbotBeTHMA gocTbn Ha OAuth2 TokbH

Query parameters
Hama

Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory | Identification of the access consent as granted by the PSU.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.




Attribute Type Condition | Description
PSU-IP- String Conditional | The forwarded IP Address header field consists of the
Address corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."
Request Body
Hama
Response Code
HTTP Response Code equals 200.
Response Header
Attribute Type Condition | Description
X-Request-ID uuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
Response body
Attribute Type Condition | Description
cardAccount | Card Account | Mandatory
Details
Example
Response
{
"cardAccount":
{
"resourceId": "3d9%a81b3-a47d-4130-8765-a9c0f£f861b99",
"maskedPan": "525412*%*x***x3241",
"currency": "EUR",
"debitAccounting": true,
"name": "Main",
"product": "Basic Credit",
"status": "enabled",
"creditLimit": { "currency": "EUR", "amount": "15000"},
"balances": [
{
"balanceType": "interimBooked",
"balanceAmount": { "currency": "EUR", "amount": "14355.78"}
bo A
"balanceType": "nonInvoiced",
"balanceAmount": { "currency": "EUR", "amount": "4175.86"}
}
1,
" links": {
"transactions": { "href": "/vl/card-accounts/3d%9a81b3-a47d-4130-8765-

a9c0ff861b99/transactions" }

}
}




6.6.3. [lpedocmassiHe Ha banaHc no kapmoea cmemka (Read Card Account Balance)

NoBukBaHe
GET /vl/card-accounts/{account-id}/balances

MpenocTaBs getanny 3a KOHKpPeTHa KapToBa cMeTka ¢ 6banaHc. CmeTkaTta e agpecupaHa ¢
accountld.

3abenexka: CtonHoctTa accountld (MaeHTUUKALMOHEH HOMEP HA CMeTKa) MOXe Ada ce
n3snedye cnep nosuksaHeTo 3a "llpegocraBaHe Ha CnncbK Ha KapToBu cmeTkn", Pasgen 6.7.1.

NpeHTudukaTopbT accountld e BanuaeH 3a Lenus XXM3HeH LMKbI Ha JaeHo cbrracue.

Path parameters

Attribute Type Description

account-id String This identification is denoting the addressed card account. The
account-id is retrieved by using a “Read Account List” call. The account-
id is the “resourseld” attribute of the account structure. Its value is
constant at least throughout the lifecycle of a given consent.

Query parameters - Hama

Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-1D String Mandatory | Identification of the corresponding consent as granted by
the PSU.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

PSU-IP- String Conditional | The forwarded IP Address header field consists of the
Address corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Request body - Hama

Response Code
HTTP Response Code equals 200.

Response header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response body



Attribute Type Condition Description

cardAccount Account optional Identifier of the addressed account.

Reference Remark for Future: It is recommended to use this data
element. The condition might change to "mandatory" in a
next version of the specification.

debitAccounting | Boolean Optional If true, the amounts of debits on the reports are quoted
positive with the related consequence for balances.

If false, the amount of debits on the reports are quoted

negative.
balances Array of Mandatory | A list of balances regarding this card account, e.g. the current
Balance balance, the last booked balance.
Example
Response
{
"cardAccount": {"maskedPan": "525412*****x*x32471"},
"debitAccounting": true,
"balances": [
{
"balanceType": "interimBooked",
"balanceAmount": { "currency": "EUR", "amount": "14355.78"}
bod
"balanceType": "nonInvoiced",
"balanceAmount": { "currency": "EUR", "amount": "4175.86"}

bl

6.6.4. [lpedocmassiHe Ha criucbK 0m mpaH3akuuu rno kapmosa cmemeka (Read Card
Account Transaction List)

NoBukBaHe
GET /vl/card-accounts/{account-id}/ transactions{query-parameters}

MpenocTtaBs CNMCHK HA TpaH3aKUMMTE NO KOHKPETHA KapToBa CMeTKa, CbrfacHO Kputepumn
nocoyeH kaTo napametbp. CmeTkaTa e agpecupaHa ¢ accountld.

3abenexka: CtonHocTTa accountld (mgeHTUMKaUMOHEH HOMEP Ha CMETKa) MOXe Aa ce
n3sreye cnen nosBukeaHeTo 3a "lNpegoctaBaHe Ha CnncbK OT kKapToBu cmeTkn", Pasgen 6.7.1.

3abenexka: Mona, umante npeasmg, ye PATH moxe goa e Beye npegocTtaBeH B OTroBopa
Ha noBukBaHeTo "lNMpenoctaBsHe Ha CNMCbK OT KapToBM cMeTkM" B nog-aTpudyT "_links".

Path

Attribute Type Description

account-id String | This identification is denoting the addressed card account. The account-id
is retrieved by using a "Read Card Account List" call. The account-id is the
"id" attribute of the account structure. Its value is constant at least
throughout the lifecycle of a given consent..

Query parameters




Attribute Type Condition Description

dateFrom ISODate | Conditional | Starting date (inclusive the date dateFrom) of the
transaction list, mandated if no delta access is required

dateTo ISODate | Optional End date (inclusive the data dateTo) of the transaction list,
default is ,now” if not given.

bookingStatus String Mandatory | Permitted codes are "booked", "pending", "both" and
"information"

"booked" shall be supported by the ASPSP.

To support the "pending" and "both" feature is optional for
the ASPSP, Error code if not supported in the online
banking frontend.

To support the "information" feature is optional for the
ASPSP. Currently the booking status “information” only
covers standing orders. Error code if not supported.

deltalList Boolean | Optional if | This data attribute is indicating that the AISP is in favour to
supported | get all transactions after the last report access for this PSU
by API on the addressed account. This is another implementation
provider of a delta access-report.

This delta indicator might be rejected by the ASPSP if this
function is not supported.

If this data element is contained, the entries "dateFrom"
and "dateTo" might be ignored by the ASPSP if a delta
report is supported.

Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory | Identification of the consent for this access as granted by the
PSU.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

PSU-IP- String Conditional | The forwarded IP Address header field consists of the

Address corresponding HTTP request IP Address field between PSU and
TPP. It shall be contained if and only if this request was actively
initiated by the PSU."

3abenexka: bepnuHckaTa rpyna Bb3HamepsiBa Aa BHeapwu 3anucu B atpubyTta "accept” 3a
dopmatn camt.05x n MT94x. Team ctomHocTu we ObaaT AobaBeHM KbM Tasum crneumndukaums
Bb3MOXXHO Han-CKOpO.

Request Body
Hama

Response code
HTTP Response Code equals 200.




Response header

Attribute Type Condition | Description
Content-Type | String Mandatory | Possible values are:
e application/json
e application/xml
e plain/text
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
Response body
Attribute Type Condition | Description
cardAccount Account optional Identifier of the addressed card account.

Reference Remark for Future: It is recommended to use this data
element. The condition might change to "mandatory" in a next
version of the specification.

debitAccounting | Boolean Optional | If true, the amounts of debits on the reports are quoted
positive with the related consequence for balances.
If false, the amount of debits on the reports are quoted
negative.
cardTransactions | Card Optional JSON based account report.
Account
Report
balances Array of Optional A list of balances regarding this account, which might be
Balance restricted to the current balance.
_links Links Optional A list of hyperlinks to be recognised by the TPP
Type of links admitted in this response:
"download": a link to a resource, where the transaction report
might be downloaded from in case where transaction reports
have a huge size.
Example
Request

GET https://api.testbank.com/vl/card-accounts/3d%a81b3-a47d-4130-8765-

a9c0ff861b99/transactions?dateFrom=2017-10-01&dateTo= 2017-10-30

Accept:

X-Request-ID:

application/json, plain/text;g=0.9,
99391c7e-ad88-49ec-a2ad-99ddcb1£f7721

application/xml;g=0.8

Response - Otroeop B JSON copmaT npu cbrnacue 3a ctaHgapTHa cMeTKa

HTTP/1.x 200 Ok

X-Request-ID:
Sun,
Content-Type:

Date:

{

"cardAccount": {

"maskedPan":

05:47 GMT

application/json

"525412**xxx*3241"

99391c7e-ad88-49%ec-a2ad-99ddcbl1£7757
06 Aug 2017 15:



https://api.testbank.com/v1/card-accounts/3d9a81b3-a47d-4130-8765-
https://api.testbank.com/v1/card-accounts/3d9a81b3-a47d-4130-8765-

b
"debitAccounting": true,
"cardTransactions": {
"booked": [
{
"cardTransactionId": "201710020036959",

"transactionAmount": { "currency": "EUR", "amount": "256.67" },
"transactionDate": "2017-10-25",
"bookingDate": "2017-10-26",
"originalAmount": { "currency": "SEK", "amount": "2499" },
"cardAcceptorAddress": {
"city" : "STOCKHOLM",
"country" : "SE"
b
"maskedPan": "525412****x**x3241",
"proprietaryBankTransactionCode" : "PURCHASE",
"invoiced": false,
"transactionDetails": "WIFIMARKET.SE"

boo A
"cardTransactionId": "201710020091863",

"transactionAmount": { "currency": "EUR", "amount": "10.72" 1},
"transactionDate": "2017-10-25",

"bookingDate": "2017-10-26",

"originalAmount": { "currency": "SEK", "amount": "99" },

"cardAcceptorAddress": {
"city"™ : "STOCKHOLM",

"country" : "SE"

}y
"maskedPan": "525412%****x%899Q9",
"proprietaryBankTransactionCode" : "PURCHASE",
"invoiced": false,
"transactionDetails": "ICA SUPERMARKET SKOGHA"

}
1,
"pending": [ 1,
" links": {
"cardAccount": {"href": "/vl/card-accounts/3d%a81b3-a47d-4130-8765-
a9c0ff861b99" }
}



7. O6bwm npouecu npu nsnonssaHe Ha AlS u PIS ycnyru

Tasn cekumna npegocrtaBs MHpopmauma 3a nporecute ¢ Kouto lonssaTtensa Ha ycnyru ot
nHTepdenca [ocTbn A0 CMeTKa NpeaocTaBs CBOSATA NOEHTUYHOCT U HAYMHUTE C KOUTO NOTBBbPXKAaBa
CBOETO Cbrfiacue 3a u3nbiHeHne Ha npesoa unn goctbn Ao nHdopmauus npeg AMYOC ypes API Ha
ary.

Mpouecute no

- CrapTupaHe Ha aBTOpM3aLMS

- WpeHtndukaumata Ha lNonsesatensa

- [oTBbpXOeHMe Ha gaHHUTE Ha [lon3BaTens

- W3puyHa aBTOpM3auuaTa Ha TpaH3akuumTe 4Ypes n3nonissaHe Ha 3YU
ca MHoro cxoanu B yenyrute PIS un AlS. MNo-Hagony ca onncanu API noBukBaHuATa, 3a npunaraHe Ha
Te3u Npouecu, He3aBUCUMO OT ycryraTa / KpanHaTa Touka.

3a noBeye siICHOTa, KpanHUTE TOYKM BUHArK NocoYBaT KOHKPETHa ycnyra:
- WHunummnpane Ha nnailaHe,
- OTtmsAHa Ha nnawjaHe
- [lognuc Ha KowHuua
- WNHdpopmauyus 3a cmeTka.

Te3n npouecn 0OMKHOBEHO ce M3non3eaT cren xunepBpb3ka goctaBeHa oT AMNYOC.

CtpykTypaTa Ha BCcuYkn napameTpu B “header / body” Ha NckaHeTo n “header / body” Ha OTroBopa ca
egHaksu. No-Hagony ce gedmHupa HaumMHa Ha M3Non3BaHe Ha npouecuTe.

7.1. CmapmupaHe Ha npouecu nNo asemopu3sauusi Ha 3asieKa

MpouecwbT CTapT Ha aBTOpPM3aUUA ce U3MNOoM3Ba Npu Cb3gaBaHe Ha HOB NOA-pPecypcC Unn 3a
aHynvpaHe Ha TakbB. ToW ce npunara B CriegHuUTe CLeHapuu:

- AMNYOC e nocouunna c xmnepBpb3ka "startAuthorisation" B npeaxoxaawimsa oTroBop 3a
WHULMMpPaHe Ha nnawaHeTo, Ye AMMY u3puyHo ctapTupa npoueca Ha ynbrHomouaBaHe. Bpb3kaTta
"startAuthorisation" npeHacsa gonbnHuTenHa uHgopMaumsa 3a AaHHUTE, KOMTO TpsibBa ga G6baar
KadeHu, koraTto ce uanonssat oopmuTe:

e '"startAuthorisationWithPsuldentfication",

e '"startAuthorisationWithPsuAuthentication",

o "startAuthorisationWithEncriptedPsuAuthentication",
e ‘"startAuthorisationWithAuthentciationMethodSelection"

- [AMNYOC e nocounn ¢ xunepspb3ka "startAuthorisation" B npegynpegmtenHusa otroBop 3a
OTMdAHa Ha nnawadHeto, 4Ye [AlY wu3puyHO cTapTMpa npoueca Ha ynbfiHOMoOLWaBaHe. Bpb3kaTta
"startAuthorisation" npeHacsa gonbnHuTenHa uHgopMaumsa 3a AaHHUTE, KoMTO TpsibBa ga GbaaTt
KadeHu, koraTto ce usnonasaTt oopMnUTE NOCOYEHU MO-rope.

- Korato ce wu3nckBa MHOXECTBEHa aBTopu3auust 3a WU3MNbIHEHWE Ha CbOTBETHOTO
MHULMMPAHO NnallaHeTo

- Korato 3a cbOTBETHOTO MCKaHe 3a aHynMpaHe Ha nnallaHe ce U3NCKBA MHOXEeCTBEHa
3YW aBTOpun3sauus

- I'IpM aBTOpM3aunAa Ha KowwHMUa oT nnawaHnA

NoBukBaHe B KOHTeKcTa Ha UckaHe 3a nHNUnMnpaHe Ha nnawaHe

POST /vl1/{payment-service}/{payment-product}/{paymentId}/authorisations



NoBukBaHe B KOHTeKcTa Ha MckaHe 3a oTMAHA Ha nNnawaHe

POST /v1/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations

NMoBMKBaHe B KOHTEKCTa Ha UCKaHe 3a cbrracue 3a UHopmauumsa No cMeTKa

POST /vl1/consents/{consentId}/authorisations

NMoBuKBaHe B KOHTEKCTa Ha aBTopu3auua n nogannceBaHe Ha KolwHULaTa

POST /vl1/signing-baskets/{basketId}/authorisations

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment-product String The payment product, under which the payment under paymentld has
been initiated.
It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.

paymentld, basketld String Resource identification of the related payment initiation, signing

or consentld

basket or consent resource.

Query Parameters - Hama

Request Header

Attribute

Type

Condition

Description

X-Request-ID

uuib

Mandatory

ID of the request, unique to the call, as determined by the
initiating party.

PSU-ID

String

Optional

Client ID of the PSU in the ASPSP client interface. Shall be
transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication"
and this field has not yet been transmitted before.

PSU-ID-Type

String

Optional

PSU-IDs as access possibility.

Shall be transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication"
and this field has not yet been transmitted before.

PSU-
Corporate-ID

String

Optional

Identification of a Corporate in the Online Channels.
Shall be transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication"

generally needed in a corporate context.

Type of the PSU-ID, needed in scenarios where PSUs have several

and this field has not yet been transmitted before and only where




Attribute

Type

Condition

Description

PSU-
Corporate-
ID-Type

String

Optional

This is describing the type of the identification needed by the
ASPSP to identify the PSU-Corporate-ID content.

Shall be transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication"

and this field has not yet been transmitted before. Mean and use is
defined in the ASPSP’s documentation. Only used in a corporate
context.

Authorization

String

Conditional

Bearer Token. Is contained only, if an OAuth2 based authentication
was performed in a pre-step or an OAuth2 based SCA was
performed in an preceding AlS service in the same session.

TPP-Redirect-
Preferred

Boolean

Optional

If it equals "true", URI of the TPP, where the transaction flow shall
be redirected to after a Redirect. Mandated for the Redirect SCA

nn

Approach, specifically when TPP-Redirect-Preferred equals "true".

If it equals "false", the TPP prefers not to be redirected for SCA.
The ASPSP will then choose between the Embedded or the
Decoupled SCA approach, depending on the choice of the SCA
procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the SCA method chosen by
the TPP/PSU.

TPP-
Decoupled-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers a decoupled SCA approach.

If it equals "false", the TPP prefers not to use the decoupled approach for SCA.
The ASPSP will then choose between the embedded or the redirect SCA
approach, depending on the choice of the SCA procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA approach to be
applied depending on the parameter TPP-Redirect-Preferred and the SCA
method chosen by the TPP/PSU.

The parameter might be ignored by the ASPSP.

If both parameters TPP-Redirect-Preferred and TPP-Decoupled-Preferred are
present and true, the request is still not rejected, but it is up to the ASPSP, which
approach will actually be used.

RFU: TPP-Redirect-Preferred and TPP-Decoupled-Preferred will be
revised in future versions, maybe merged. Currently kept separate for
downward compatibility.

TPP-Redirect-
URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected to
after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Nok-
Redirect-URI

String

Optional

If this URI is contained, the TPP is asking to redirect the transaction
flow to this address instead of the TPP-Redirect-URI in case of a
negative result of the redirect SCA method. This might be ignored
by the ASPSP.

Request Body - Hama

Response Code
HTTP response code equals 201.

Response Header




Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the initiating
party.
ASPSP-SCA- String Conditional Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT
OAuth will be subsumed by the value REDIRECT
Response Body
Attribute Type Condition Description
transactionFees Amount Optional Might be used by the ASPSP to transport the total transaction
fee relevant for the underlying payments. This field includes
the entry of the currencyConversionFees if applicable.
currencyConversion Amount Optional Might be used by the ASPSP to transport specific currency
Fees conversion fees related to the initiated credit transfer.
estimatedTotalAmount | Amount Optional The amount which is estimated to be debted from the debtor
account.
Note: This amount includes fees.
estimatedinterbank Amount Optional The estimated amount to be transferred to the payee.
SettlementAmount
scaStatus SCA Status Mandatory | A definition of the provided SCA method is contained, if only
one authentication method is available, and if the Embedded
SCA approach is chosen by the ASPSP.
authorisationld String Mandatory | Unique resource identification of the created authorisation
sub-resource.
scaMethods Array of Conditional | This data element might be contained, if SCA is required and

authentication
objects

if the PSU has a choice between different authentication
methods. Depending on the risk management of the ASPSP
this choice might be offered before or after the PSU has
been identified with the first relevant factor, or if an access
token is transported. If this data element is contained, then
there is also an hyperlink of type
"selectAuthenticationMethod” contained in the response
body.

These methods shall be presented towards the PSU for
selection by the TPP.

chosenSca Method

Authentication
object

Conditional

This data element is only contained in the response if the
APSPS has chosen the Embedded SCA Approach, if the PSU is
already identified e.g. with the first relevant factor or
alternatively an access token, if SCA is required and if the
authentication method is implicitly selected.

challengeData

Challenge

Conditional

It is contained in addition to the data element
"chosenScaMethod" if challenge data is needed for SCA.

In rare cases this attribute is also used in the context of the
"updatePsuAuthentication" link.

_links

Links

Mandatory

A list of hyperlinks to be recognised by the TPP. The actual
hyperlinks used in the response depend on the dynamical
decisions of the ASPSP when processing the request.
Remark: All links can be relative or full links, to be decided by
the ASPSP.




Attribute

Type

Condition

Description

Type of links admitted in this response, (further links might
be added for ASPSP defined extensions):

"scaRedirect": In case of an SCA Redirect Approach, the
ASPSP is transmitting the link to which to redirect the PSU
browser.

"scaOAuth": In case of a SCA OAuth2 Approach, the ASPSP is
transmitting the URI where the configuration of the
Authorisation Server can be retrieved. The configuration
follows the OAuth 2.0 Authorisation Server Metadata
specification.

"confirmation": Might be added by the ASPSP if either the
"scaRedirect" or "scaOAuth" hyperlink is returned in the
same response message. This hyperlink defines the URL to
the resource which needs to be updated with

a confirmation code as retrieved after the plain redirect
authentication process with the ASPSP authentication server
or

an access token as retrieved by submitting an authorization
code after the integrated OAuth based authentication
process with the ASPSP authentication server.

"updatePsuldentification":

The link to the authorisation or cancellation authorisation
sub-resource, where PSU identification data needs to be
uploaded.

"udpatePsuAuthentication":

The link to the authorisation or cancellation authorisation
sub-resource, where PSU authentication data needs to be
uploaded.

"udpateEncryptedPsuAuthentication":

The link to the authorisation or cancellation authorisation
sub-resource, where encrypted PSU authentication data
needs to be uploaded

"selectAuthenticationMethod":

The link to the authorisation or cancellation authorisation
sub-resource, where the selected authentication method
needs to be uploaded. This link is contained under exactly
the same conditions as the data element "scaMethods"

"authoriseTransaction":

The link to the authorisation or cancellation authorisation
sub-resource, where the authorisation data has to be
uploaded, e.g. the TOP received by SMS.

"scaStatus": The link to retrieve the scaStatus of the
corresponding authorisation sub-resource.

psuMessage

Max500Text

Optional

Example

Request
POST https://api.testbank.com/vl/payments/sepa-credit-transfers
/awer3456tzui7890/authorisations
99391c7e-ad88-49ec-a2ad-99ddcblf7721

X-Request-ID:




PSU-ID: PSU-1234

Response
HTTP/1.x 201 CREATED
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json
{

"scaStatus": "received",
"psuMessage": "Please use your Bank App for transaction Authorisation.",
" links":{

"scaStatus": {"href":"/vl/payments/sepa-credit-

transfers/qwer3456tzui7890/authorisations/123auth456"}
}
}

HTTP/1.x 201 CREATED
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Location: https://www.testbank.com/psd2/ vl/payments/sepa-credit-transfers/
gwer3456tzui7890/123auth456
Content-Type: application/json
{
"scaStatus": "received",
"authorisationId": "123auth456",
"psuMessage": "Please use your BankApp for transaction Authorisation.",
" links":{
"scaStatus": {"href":"/vl/payments/sepa-credit-transfers/qwer3456tzui7890/
authorisations/123auth456"}
}

3abenexka: Ako ce M3Mon3BaT XUNepBpb3KU B crieBalumTe paswmpeHn dopmu, ce npunarat
AOMbIHUTENHN YCINOBKSA 3a NapaMeTpuTe, NoCoYeHM Nno-aony:

e "startAuthorisationWithPsuldentification": Cekuuna 7.2.1

e "startAuthorisationWithPsuAuthentication": Cekuns 7.2.2

e ‘"startAuthorisationWithEncryptedPsuAuthentication": Cekunsa 7.2.2

e "startAuthrosiationWithAuthenticationMethodSelection": Cekuuns 7.2.3.

Pasnukata B noBukBaHusiTa € camMo Aanu ga ce manon3sa komaHpa POST, 3a pa ce
cb3gage noj-pecypca 3a aBTopu3aumsa U ga ce aktyanuaupart JaHHUMTEe eQHOBPEMEHHO UM aa ce
nasnonsesa komaHgata PUT, 3a ga ce aktyanusmpaT nocoyeHuTe AaHHW KbM Beyve Cb3gafeH noja-

pecypc.

7.2. [lpouecu no obmMeH Ha OaHHU c [lon3eamens

B1b3MOXHM ca HSAKONKO BMAaA 3a8BKU npu obmeH Ha gaHHuTe ¢ [Non3Bartens, B 3aBMCUMOCT

oT noaxona Ha 3YW:
e [lpn Redirect noaxopa: B KoOHKpeTHa 3asBka ce 0OMeHAT AaHHM 3a n3bop Ha 3YW noaxon

e [Ipun Decoupled noaxoa: CneundmyHa odbmsHa Ha gaHHK 3a [Non3eaTtens, npunoXxmuma camo

npu:



- [obassHe Ha ngeHTndukaumaTa Ha lNon3saTend 3a ycnyrarta, ako He e npegocTaBeHa
B 3asBKaTa 3a MHUUuupaHe Ha nnawiaHe unm VickaHeTo 3a cbrnacue 3a nHgpopmaums
nnu ako He ce mn3nona3ea OAuth2 TokbH 3a gocTbn

- pwn n3bop Ha meTon 3a 3YU

e [lpn Embedded nogxon: O6meHbT Ha faHHK ¢ [on3BaTens OTHOCHO:
- [HobGaBsiHe Ha naeHTUMUKaUua Kato NbpBU (hakTop 3a yaoctoBepsiBaHe NonssaTtens
- WN36op Ha meToa 3a 3YU

MoaxoaobT Ha 3YWN moxe fa 3aBucu oT n3bpaHua metoq Ha 3YW. Toea e npuynHata npu
BCcMYkM nogxoam Ha 3YW aa ce npeanara obmeH Ha aaHHu ¢ [Non3eaTtensa — N36op Ha meTopg 3a 3YW.
Toau n3bop ce npeanara Ha lNonseatens, camo korato AMNMYOC nogabpka noBeyve OT €AuH MEeTo Ha
3YW.

PasnnyHuTe nckaHusa 3a obmsaHa Ha gaHHu ¢ lNon3eaTtens ca onucaHn B NOATOYKUTE:

7.2.1. ObmeH Ha OaHHU 3a udeHmudbukauus Ha [lonzeamerns
(Update PSU Data -Identification)upe3 Decoupled meTtog Ha 3YU

ToBa noBukBaHe ce m3nonssa ot [AlMY, korato cnep HayanHOTO MOBUKBaHE € MoJslyvyeH
OTroBop OT TUN "updatePsuldentification".

- [loBukBaHe B cnyyan Ha UCKaHe 3a UHULMMPAHE Ha nralwlaHe
PUT/v1/{payment-service}/{payment-product}/{paymentId}/authorisations/{authorisationId}

- [loBuKBaHe B cnyyaun Ha UcKaHe 3a OTMSAHA Ha nnawaHe
PUT /v1/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations/{authorisationId}

- [loBukBaHe B crniyyaun Ha UCKaHe 3a cbrracue 3a uHopmMauus 3a cMeTka
PUT /vl1/consents/{consentId}/authorisations/{authorsationId}

- TMoBuKkBaHe B crnyyait Ha aBTOPU3aLMS HA KOLLHWULA OT MnallaHus
PUT /v1/signing-baskets/{basketId}/authorisations/{authorisationId}

Path

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment-product String The payment product, under which the payment under paymentld has
been initiated.
It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.

paymentld, String Resource identification of the related payment initiation, signing

basketld or basket or consent resource.

consentld

authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.

authorisationld String Resource identification of the related Payment Cancellation
authorization sub-resource

Query Parameters - Hama



Request header

Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
PSU-ID String Conditional | Contained if not yet contained in a preceding request, and
mandated by the ASPSP in the related response
PSU-ID-Type | String Conditional | Type of the PSU-ID, needed in scenarios where PSUs have several
PSU-IDs as access possibility.
PSU- String Conditional | Contained if not yet contained in the first request, and mandated
Corporate-ID by the ASPSP in the related response. This field is relevant only in
a corporate context.
PSU- String Conditional | Might be mandated by the ASPSP in addition if the PSU-
Corporate- Corporate-ID is contained.
ID-Type
Request body - Hama
Response Code
HTTP response code is 200.
Response header
Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional | Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT
OAuth will be subsumed by the value REDIRECT
scaMethods | Array of Conditional | Might be contained, if several authentication methods are
authentication available. (name, type)
objects

Response body




Attribute

Type

Condition

Description

_links

Links

Mandatory

A list of hyperlinks to be recognised by
the TPP. The actual hyperlinks used in
the response depend on the dynamical
decisions of the ASPSP when processing
the request.

Remark: All links can be relative or full
links, to be decided by the ASPSP.

Type of links admitted in this response,
(further links might be added for ASPSP
defined extensions):

"scaStatus": The link to retrieve the
scaStatus of the corresponding
authorisation sub-resource.

"selectAuthenticationMethod": This is a
link to a resource, where the TPP can
select the applicable second factor
authentication methods for the PSU, if
there are several available
authentication methods and if the PSU
is already sufficiently authenticated.. If
this link is contained, then there is also
the data element "scaMethods"
contained in the response body

scaStatus

SCA Status

Mandatory

transactionFees

Amount

Optional

Might be used by the ASPSP to
transport the total transaction fee
relevant for the underlying payments.
This field includes the entry of the
currencyConversionFees if applicable.

currencyConversionFees

Amount

Optional

Might be used by the ASPSP to
transport specific currency conversion
fees related to the initiated credit
transfer.

estimatedTotalAmount

Amount

Optional

The amount which is estimated to be
debted from the debtor account

estimatedInterbankSettlementAmount

Amount

Optional

The estimated amount to be
transferred to the payee.




Attribute Type Condition | Description

transactionFeelndicator Boolean Optional If equals “true”, the transaction will
involve specific transaction cost as
shown by the ASPSP in their public
price list or as agreed between ASPSP
and PSU.

If equals "false" or is not used, the
transaction will not involve additional
specific transaction costs to the PSU
unless the fee amount is given
specifically in the data elements
transactionFees and/or
currencyConversionFees.

psuMessage Max500Text | Optional

Example

Request

PUT https://api.testbank.com/vl/payments/sepa-credit-transfer/qwer3456tzui7890
authorisations/123auth456

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7721

PSU-ID: PSU-1234

Response

HTTP/1.x 200 OK

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: DECOUPLED

Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/json

{

"scaStatus": "psuldentified",
"psuMessage": "Please use your BankApp for transaction Authorisation.",
" links™:{
"scaStatus": {"href":"/vl/payments/sepa-credit-transfers/qwer3456tzui7890/

authorisations/123auth456"}
}
}

7.2.2. ObmeH Ha aHHUMe 3a asmeHmukauusi Ha [lonsgamerisi
(Update PSU Data Authentication) upes metoau Ha 3YWU Decoupled nnu Embedded
ToBa nosukeaHe ce m3nonssa ot [l1Y, korato crneg HavyanHOTO MNOBUKBaHE € MosyyeH
OTroBop OT TUN "updatePsuAuthenication" unu ,updateEncryptedPsufAuthenication™ T.e.
AOMYOC unsuncksa ygoctoBepeHue ot Nonssartens.

- [loBukBaHe B criyyan Ha UCKaHe 3a MHULMMPaHe Ha nrallaHe
PUT /v1/{payment-service}/{paymentId}/{payment-product}/authorisations/{authorisationId}

Cnep vckaHe ot [MYOC ce yooctoBepsiBaT AaHHUTe Ha lNonseaTtens B npoueca Ha MHULMUpaHe
Ha nnatyaHe

- [loBukBaHe B cnyyaun Ha UCKaHe 3a OTMSAHA Ha nnawaHe
PUT /v1/{payment-service}//{payment-product} {paymentId}/cancellation-authorisations/
{authorisationId}

- [loBuKBaHe B crnyyan Ha UCKaHe 3a cbrnacue 3a MHopmaLms 3a cMeTka
PUT /vl1/consents/{consentId}/authorisations/{authorisationId}



https://api.testbank.com/v1/payments/sepa-credit-transfer/

Cnep nckane ot ANMYOC ce ygoctoBepsiBaT U akTyanuampar gaHHute Ha Nonssatend B 6asarta 3a
cbrnacue no ycnyrute ,MHdopmauns 3a cmeTka“.

- TMoBuKkBaHe B criyyait Ha aBTOPU3aLMS HA KOLLUHWULA OT MnallaHus
PUT /v1/signing-baskets/{basketId}/authorisations/{authorisationId}

Path
Attribute Type Description
payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”
payment-product String The payment product, under which the payment under paymentld has
been initiated.
It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.
paymentld, String Resource identification of the related payment initiation, signing
basketld or basket or consent resource.
consentld
authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.
authorisationld String Resource identification of the related Payment Cancellation
authorization sub-resource
Query Parameters - Hama
Request header
Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
PSU-ID String Conditional | Contained if not yet contained in a preceding request, and
mandated by the ASPSP in the related response
PSU-ID-Type | String Conditional | Contained if not yet contained in a preceding request, and
mandated by the ASPSP in the related response
PSU- String Conditional | Contained if not yet contained in a preceding request, and
Corporate-ID mandated by the ASPSP in the related response. This field is
relevant only in a corporate context.
PSU- String Conditional | Contained if not yet contained in a preceding request, and
Corporate- mandated by the ASPSP documentation. Might be mandated by
ID-Type the ASPSP in addition if the PSU-Corporate-ID is contained.
Request body
Attribute Type Condition | Description
psuData PSU Data Mandatory | The password, encryptedPassword, additionalPassword, or

additionalEncryptedPassword subfield is used, depending
whether the password or the additional password needs to be
sent and depending on encryption requirements of the ASPSP




Attribute Type Condition | Description

as indicated in the corresponding hyperlink contained in the
preceding response message of the ASPSP.

Remark for Future: More details on the encrypted password
transport will be published by a future bulletin.

Response Code
HTTP response code is 200.

Response header

Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional | Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT
OAuth will be subsumed by the value REDIRECT

Response body

Attribute Type Condition | Description
chosenScaMethod Authenticati | Condition | A definition of the provided SCA method is
on object al contained, if only one authentication

method is available, and if the Embedded
SCA approach is chosen by the ASPSP.

challengeData Challenge Condition | Challenge data might be contained, if only
al one authentication method is available.
scaMethods Array of Condition | Might be contained, if several
authenticati | al authentication methods are available.

on objects (name, type)




Attribute

Type

Condition

Description

_links

Links

Condition
al

A list of hyperlinks to be recognised by the
TPP. Might be contained, if several
authentication methods are available for
the PSU.

Type of links admitted in this response:
"updateAdditionalPsuAuthentication" The
link to the payment initiation or account
information resource, which needs to be
updated by an additional PSU password.
This link is only contained in rare cases,
where such additional passwords are
needed for PSU authentications.
"updateAdditionalEncryptedPsuAuthentic
ation" The link to the payment initiation or
account information resource, which
needs to be updated by an additional
encrypted PSU password. This link is only
contained in rare cases, where such
additional passwords are needed for PSU
authentications.
"selectAuthenticationMethod": This is a
link to a resource, where the TPP can
select the applicable second factor
authentication methods for the PSU, if
there were several available
authentication methods. This link is only
contained, if the PSU is already identified
or authenticated with the first relevant
factor or alternatively an access token, if
SCA is required and if the PSU has a choice
between different authentication
methods. If this link is contained, then
there is also the data element
"scaMethods" contained in the response
body.

"authoriseTransaction": The link to the
resource, where the "Transaction
Authorisation Request" is sent to. This is
the link to the resource which will
authorise the transaction by checking the
SCA authentication data within the
Embedded SCA approach.

"scaStatus": The link to retrieve the
scaStatus of the corresponding
authorisation sub-resource.

scaStatus

SCA Status

Mandator
y




Attribute Type Condition | Description

transactionFees Amount Optional | Might be used by the ASPSP to transport
the total transaction fee relevant for the
underlying payments. This field includes
the entry of the currencyConversionFees if
applicable.

currencyConversionFees Amount Optional | Might be used by the ASPSP to transport
specific currency conversion fees related
to the initiated credit transfer.

estimatedTotalAmount Amount Optional | The amount which is estimated to be
debted from the debtor account

estimatedInterbankSettlementAm | Amount Optional | The estimated amount to be transferred

ount to the payee.

transactionFeelndicator Boolean Optional | If equals “true”, the transaction will

involve specific transaction cost as shown
by the ASPSP in their public price list or as
agreed between ASPSP and PSU.

If equals "false" or is not used, the
transaction will not involve additional
specific transaction costs to the PSU unless
the fee amount is given specifically in the
data elements transactionFees and/or
currencyConversionFees.

psuMessage Max500Text Optional

3ABENEXKA: MNpu rpewHa napona AOIY Ttpabsa ga noucka oT [Nlon3satena ga BbBede OTHOBO
naponata. HoBo-BbBeaeHaTa napona Tpsabea ga 6bae obHoBeHa no cblmsa NbT. NpenopbyBa ce
ANnYOC pa wHdopmupa AOY 3a TOoBa 4pe3 gobaBsaHe Ha cekuus _links B gonbnHuMTenHata
nHpopmauuss 3a rpewka W npeacraBsHe Ha cboTBeTHaTa updatePsuAuthentication wnu
updateEncryptedPsuAuthentication xunepspb3ka.

Example

Request in case of Embedded Approach

PUT https://api.testbank.com/vl/payments/sepa-credit-transfers/qwer3456tzui7890/
authorisations/123auth456
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
PSU-ID: PSU-1234
{
"psuData": {
"password": "startl2"

}

}

Response in case of the Embedded Approach

HTTP/1.x 200 OK

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: EMBEDDED

Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/json

{ "scaStatus": "psuAuthenticated",

" links":{


https://api.testbank.com/v1/payments/sepa-credit-transfers/qwer3456tzui7890/

"authoriseTransaction": {"href": "/vl/payments/sepa-credit-transfers/1234-wertiq-
983/authorisations/123auth456"}

}
}

7.2.3. ObmeH Ha 0aHHUmMe npu u3bop Ha memoo 3a aemeHmukauus ¢ [lon3eamerns
(Update PSU Data - Select Authentication Method)

ToBa noBukBaHe ce manon3ea ot [IY, korato cnen HavyanHoTo nosukBaHe MANYOC e
BbPHan OTroBop OoT TMn "selectAuthenticationMethod" 1.e. ANMYOC nogabpxa HAKONKO MeToaa
3a ygocTtoBepsiBaHe Ha [Non3Batens.

- [loBukBaHe B criyyan Ha UCKaHe 3a MHULMMPaHE Ha nrallaHe
PUT /v1/{payment-service}/{payment-product}/{paymentId}/authorisations/{authorisationId}

AKTyanuampa gaHHuUTe 3a UHUUMMpaHe Ha nnawiaHusa Ypes3 gaHHu 3a [MonsBaTtensi, ako ToBa ce
nanckea ot AMNYOC.

- [loBukBaHe B cnyyaun Ha UCKaHe 3a OTMSAHA Ha nnawaHe
PUT /v1/{payment-service}/{payment-product}/{paymentId}/cancellation-authorisations/
{authorisationId}

- [loBuKBaHe B crniyyan Ha UCKaHe 3a cbrnacue 3a MHopmaLms 3a cMeTka
PUT /vl1/consents/{consentId}/authorisations/{authorisationId}

Cnep vckaHe ot [INMYOC ce akTyanuaupaTt aBTopu3aumMoHHUTE AaHHW Ha [Nons3BaTens B 6a3aTa 3a
cbrnacue no ycnyrute ,MHdopmaunsa 3a cmeTtka“.

- TMoBuKkBaHe B crnyyait Ha aBTOPU3aLMS HA KOLLHWLA OT MnallaHus
PUT /v1/signing-baskets/{basketId}/authorisations/{authorisationId}

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment -product String Only in case of an Update Data Request in a Payment Initiation context.

The payment product, under which the payment under paymentld has
been initiated.

It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.

paymentld, String Resource identification of the related payment initiation, signing

basketld or basket or consent resource.

consentld

authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.

authorisationld String Resource identification of the related Payment Cancellation

authorization sub-resource

Query Parameters - Hama

Response Code
HTTP response code is 200.



Request header

Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
Request body
Attribute Type Condition | Description
authentication | String Mandatory | The authentication method ID as provided by the ASPSP.
Methodld

Response Code

HTTP response code equals 200.

Response header

Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional | Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT

OAuth will be subsumed by the value REDIRECT

Response body

Attribute

Type

Condition | Description

chosenSca Method

Authentication
object

Conditional

A definition of the provided SCA
method is contained, if only one
authentication method is available,
and if the Embedded SCA approach is
chosen by the ASPSP.

challengeData

Challenge

Conditional

Challenge data might be contained, if
only one authentication method is
available.




Attribute

Type

Condition

Description

_links

Links

Conditional

A list of hyperlinks to be recognised
by the TPP. The actual hyperlinks used
in the response depend on the
dynamical decisions of the ASPSP
when processing the request.
Remark: All links can be relative or full
links, to be decided by the ASPSP.
Remark: This method can be applied
before or after PSU identification. This
leads to many possible hyperlink
responses.

Type of links admitted in this
response, (further links might be
added for ASPSP defined extensions):

"scaRedirect": In case of an SCA
Redirect Approach, the ASPSP is
transmitting the link to which to
redirect the PSU browser.

"scaOAuth": In case of a SCA OAuth2
Approach, the ASPSP is transmitting
the URI where the configuration of
the Authorisation Server can be
retrieved. The configuration follows
the OAuth 2.0 Authorisation Server
Metadata specification.

"confirmation":

Might be added by the ASPSP if either
the "scaRedirect" or "scaOAuth"
hyperlink is returned in the same
response message. This hyperlink
defines the URL to the resource which
needs to be updated with

e a confirmation code as retrieved
after the plain redirect authentication
process with the ASPSP
authentication server or

® an access token as retrieved by
submitting an authorization code
after the integrated OAuth based
authentication process with the
ASPSP authentication server.

"updatePsuldentification":

The link to the authorisation or
cancellation authorisation sub-
resource, where PSU identification
data needs to be uploaded.




Attribute

Type

Condition

Description

"updatePsuAuthentication":

The link to the authorisation or
cancellation authorisation sub-
resource, where PSU authentication

data needs to be uploaded.
"updateEncryptedPsuAuthentication":
The link to the authorisation or
cancellation authorisation sub-
resource, where encrypted PSU
authentication data needs to be
uploaded.

"authoriseTransaction":

The link to the authorisation or
cancellation authorisation sub-
resource, where the authorisation
data has to be uploaded, e.g. the TOP
received by SMS.

"scaStatus": The link to retrieve the
scaStatus of the corresponding
authorisation sub-resource.

scaStatus

SCA Status

Mandatory

transactionFees

Amount

Optional

Might be used by the ASPSP to
transport the total transaction fee
relevant for the underlying payments.
This field includes the entry of the
currencyConversionFees if applicable.

currencyConversionFees

Amount

Optional

Might be used by the ASPSP to
transport specific currency conversion
fees related to the initiated credit
transfer.

estimatedTotalAmount

Amount

Optional

The amount which is estimated to be
debted from the debtor account

estimatedInterbankSettlementAmount

Amount

Optional

The estimated amount to be
transferred to the payee.

transactionFeelndicator

Boolean

Optional

If equals “true”, the transaction will
involve specific transaction cost as
shown by the ASPSP in their public
price list or as agreed between ASPSP
and PSU.

If equals "false" or is not used, the
transaction will not involve additional
specific transaction costs to the PSU
unless the fee amount is given
specifically in the data elements
transactionFees and/or
currencyConversionFees.

psuMessage

Max500Text

Optional




Example
Request in case of Embedded Approach

PUT https://api.testbank.com/vl/payments/sepa-credit-transfers/qwer3456tzui7890/
authorisations/123auth456

X-Request-ID: asdfoeljkasdfoelkjasdf-123479093

{

authenticationMethodId: "myAuthenticationID"
}

Response in case of the Embedded Approach

HTTP/1.x 200 OK
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7721
ASPSP-SCA-Approach: EMBEDDED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json
{
"scaStatus": "scaMethodSelected",
"chosenScaMethod": {
"authenticationType": "SMS OTP",
"authenticationMethodId": "myAuthenticationID"},
"challengeData": {
"otpMaxLength": "6",
"otpFormat": "integer"},
" links": {
"authoriseTransaction": {"href":"/vl/payments/sepa-credit-transfers/1234-wertiqg-
983/authorisations /123auth456"}
}

7.3. Aemopu3auust Ha mpaH3akuuu (Transaction Authorization)

Tasu cekumst onncea nNpoLeca Ha aBTopM3aLUmUsa Ha TpaH3aKumMs, KONTO Ce M3Mon3Ba camo
npu Embedded metoa Ha 3YI.

- [loBuKkBaHe B cnyyan Ha UCKaHe 3a UHULMMPAHE Ha nrawiaHe
PUT /v1/payments/{payment-product}/{paymentId}/authorisations/{authorisationId}

MogaBa gaHHM 3a pasnnalaHe, kouto noanexat Ha 3YW asTtopusauma ot AMNYOC

- [loBukBaHe B cnyyaun Ha UCKaHe 3a OTMSAHA Ha nnawaHe
PUT /v1/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations/{authorisationId}

- [loBuKBaHe B crnyyan Ha UCKaHe 3a cbrnacue 3a MHopmaLms 3a cMeTka
PUT /vl1/consents/{consentId}/authorisations/{authorisationId}

- [loBukBaHe B cnyqal7| Ha aBTOpM3aunda Ha KOLHMLUa OT nialaHuA
PUT /vl1/signing-baskets/{basketId}/authorisations/{authorisationId}

Path
Attribute Type Description

payment-product String The related payment product of the payment initiation to be
authorized.



https://api.testbank.com/v1/payments/sepa-credit-transfers/qwer3456tzui7890/

paymentld, String Resource identification of the related payment initiation, signing

basketID or basket or consent resource.

consentld

authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.

authorisationld String Resource identification of the related Payment Cancellation
authorization sub-resource

Query Parameters - Hama

Request header

Attribute Type Condition Description
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating
party.
Authorization String Conditional | Is contained only, if the optional Oauth Pre-Step was performed.
Request body
Attribute Type Condition Description
scaAuthenticationData | String Mandatory | SCA authentication data, depending on the chosen authentication
method. If the data is binary, then it is base64 encoded.

Response Code

HTTP response code is 200.

Response header

Attribute Type Condition | Description
X-Request-ID uuliD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
Response body
Attribute Type Condition | Description
scaStatus SCA Status | Mandatory

3ABEJIEXKA: B cnyyam Ha HekopekTHu scaAuthenticationData, [AY Ttpabea ga noucka ot
[MonsBaTens ga BbBeAe OTHOBO AaHHUTE 3a yOOCTOBeEpsSBaHe, KaTo NoBTopu nbpBo Metoga 3YWN. B
3aBMCUMOCT OT U3NBbIIHEHMETO Ha CbOTBETHUA MeToa Ha 3YW, ANY ce Hyxaae:

e UM Aa Bb30OHOBW MpoLeca Ha NMbHO OTOpU3MpaHe, KaTo reHepupa HOB MOA-pecypc 3a
aBTOpM3aums, Hanp. B criydan Ha SMS OTP,

e UNX Ja M3npaTn HOBO-TeHepupaHu AaHHU 3a YOOCTOBEpSiBaHe OT KIIMEHTCKO YCTPOWCTBO,
No CbLUMS HAYUH, KaKTO MbpBUA MbT, Hanp. B cnyyan Ha CHIP OTP.



AOrnyYOC vHdopmupa OMY 3a ToBa 4pe3 gobaBsHe Ha cekuus _links B gonbrHUTENHaTa
MHoOpMauua 3a rpewka uU npegocrtaBsHe Ha CbOTBeTHaTa xunepBpb3ka startAuthorisation wnu
transactionAuthorisation.

Example
Request

PUT https://api.testbank.com/vl/payments/sepa-credit-transfers/qwer3456tzui7890/
authorisations/ 123auth456

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721

{

"scaAuthenticationData": "123456"
}

Response in case of the embedded approach
Response Code 200
Response body
"scaStatus": "finalised",
" links":{

"scaStatus": {"href":"/vl/payments/sepa-credit-transfers/qwer3456tzui7890/
authorisations/123auth456"}

}

7.4. [lonyyaeaHe Ha aemopu3ayusi 3a Nood-pecypc

CnepgBalwute KOMaHaM ce U3nonaeaT 3a [a ce NpeaocTaBu MacuB OT UAEHTUDUKATOPU Ha
pecypca 1 Ha BCUYKU reHepupaHu Nnoa-pecypcy 3a aBTopuaaLms.

NMoBukKkBaHe B KOHTeKcTa Ha UckaHe 3a nHNUnMnpaHe Ha nnawjaHe
GET /vl1/{payment-service}/{payment-product}/{paymentId}/authorisations

MoBuKBaHe B KOHTEKCTa Ha UCKaHe 3a cbrrnacue 3a UH(opMaums No cmeTka
GET /vl1/consents/{consentId}/authorisations

NMoBuKBaHe B KOHTEKCTa Ha aBTopus3auunda n noaonnceBaHe Ha KowwHuUaTa
GET /v1/signing-baskets/{basketId}/authorisations

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-payments”

payment-product String | The payment product, under which the payment under paymentld has been
initiated.

It shall be checked by the ASPSP, if the payment-product is matching the payment
initiation addressed by paymentld.

paymentld, basketld String Resource identification of the related payment initiation, signing basket or

or consentld consent resource.

Query Parameters - Hama

Request Header


https://api.testbank.com/v1/payments/sepa-credit-transfers/qwer3456tzui7890/

Attribute

Type

Condition Description

X-Request-ID | UUID

Mandatory | ID of the request, unique to the call, as determined by the initiating

party.

Authorization | String

Conditional | Isco

ntained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was performed in
the current PIS transaction or in a preceding AlS service in the
same session, if no such OAuth2 SCA approach was chosen in the
current PIS transaction.

Request Body - Hama

Response Code
HTTP response code equals 200.

Response Header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the initiating
party.
Response Body
Attribute Type Condition Description

authorisationlds

Array of String | Mandatory

An array of all authorisationlds connected to this payment,
signing basket or consent resource.

Example

Request

GET https://api.testbank.com/vl/payments/sepa-credit-transfers/1234-wertiqg-
983/authorisations

Accept:

X-Request-1ID:
Date: Sun,

Response

HTTP/1.x 200 Ok

X-Request-ID:
Date: Sun,
Content-Type:

{

"authorisationIds":

}

7.5.

application/json
99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7723
06 Aug 2017 15:04:07 GMT

99391c7e-ad88-49ec-a2ad-99ddcb1£7723
06 Aug 2017 15:04:08 GMT
application/json

["123auth456"]

lMpoeepka Ha 3YU cmamyc

Cneppawmte KOMaHaM ce n3nonsseaT 3a NpoBepka Ha cTaTycCa Ha oTopu3npaHuna pecypc.

NoBukBaHe B KOHTeKcTa Ha UckaHe 3a nHNUnMnpaHe Ha nnawaHe




GET /vl1/{payment-service}/{payment-product}/{paymentId}/authorisations/ {authorisationId}

NoBukBaHe B KOHTeKcTa Ha MckaHe 3a oTMAHA Ha nNnawaHe

GET/v1/{payment-service}/{payment-product}/{paymentId}/cancellation-authorisations
/{authorisationId}

NMoBMKBaHe B KOHTEKCTa Ha UCKaHe 3a cbrracue 3a UHopmauumsa No cMeTKa

GET /vl1/consents/{consentId}/authorisations/{authorisationId}

NMoBuKBaHe B KOHTEKCTa Ha aBTopu3auua n noannceBaHe Ha KolwHUMLaTa

GET /v1/signing-baskets/{basketId}/authorisations /{authorisationId}

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment-product String The payment product, under which the payment under paymentld has

been initiated.
It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.

paymentld, basketld String Resource identification of the related payment initiation, signing

or consentld basket or consent resource.

authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.

authorisationld String Resource identification of the related Payment Cancellation

authorization sub-resource

Query Parameters - Hama

Request Header

Attribute Type Condition Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was performed in
the current PIS transaction or in a preceding AlS service in the
same session, if no such OAuth2 SCA approach was chosen in the
current PIS transaction.

Request Body - Hama

Response Code
HTTP response code equals 200.



Response Header

Attribute Type Condition Description
X-Request-ID uuIiD Mandatory ID of the request, unique to the call, as determined by the initiating
party.

Response Body

Attribute Type Condition Description
scaStatus SCA Status | Mandatory This data element is containing information about the status of
the SCA method applied.
_links Links Optional Should refer to next steps if the problem can be resolved via the
interface e.g. for re-submission of credentials.
tppMessages Array of Optional Messages to the TPP on operational issues.
TPP
Message
Information
Example
Request

GET https://api.testbank.com/vl/payments/sepa-credit-transfers/1234-wertig-
983/authorisations/123auth456

Accept: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£7721

Date: Sun, 06 Aug 2017 15:04:07 GMT

Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721
Date: Sun, 06 Aug 2017 15:04:08 GMT

Content-Type: application/json

{

"scaStatus": "finalised"

}

7.6. 3asieka 3a nomebpKOeHUe
Ta3sn 3asaBKa ce n3nons3ea, korato B NPeaxXoaHNSA OTFOBOP Ce CbAbpKa XMnepBpb3kaTa OT TuM
,confirmation“ n ako e npunoxeH redirect metog 3a aBTopmsaums. Npeamn 3asskata ga 6vae
nanpateHa ot MY, Tpsbea oa ce nsenede Ko 3a aBTopM3aums, CbOTBETHO U KO 3a
noTebpxaeHue, ot [Ny cnen obpaboTtkata Ha 3YW npm npeHaco4yBaHe KbM CbpBbpa 3a
aBTopusaumna Ha AMNYOC.

B cnyyan Ha nHTerpmpanmna nogxog Ha OAuth 3YW, uanoctHaTa npoueaypa 3a ycnewHo
nosiydaBaHe Ha KO 3a aBTopu3aumst U TOKEH 3a AOCTbM € onvcaHa B pa3sgen 13.

B cnyyan Ha nogxop Ha redirect 3YW, npouenyparta 3a usBnvyaHe Ha kofa 3a aBTopusauus e
onucaHa B crneasawuTe nogpasgenu. [lencTBuTenHoTo cbobuieHne 3a 3asaBka 3a NOTBbPXKAEHNE €
onucaHo B pasgen 7.6.4, kakto 3a uHterpupanus nogxon Ha OAuth2 3YW, Taka u 3a nogxoda 3a
redirect 3YW.



7.6.1. [lony4yasaHe Ha KOO 3a nomebp)x0eHue npu rnodxoda Ha redirect 3y
AMY tpabea na dvmkcnpa cecusta Ha Nonssatens B 6pay3bpa Ha AlMY ¢ nonce, KbaeTo vacT
OT Hero e yHukaneH “state” napameTsp.

Mpn nogroToBkaTa Ha u3npawjaHe Ha 3asiBKkaTa 3a aBTopusauuns, [MY tpsbea

e [a cb3pante XSRF TokeH 3a egHokpaTHa ynotpeba, konto we 6bae npegageH Ha AMNMYOC B
napametbpa "state" n,
e [a 06GBbpXKeTe Tasn CTOMHOCT C TeKyLlaTa cecusi B NOTPEOUTENCKNUS areHT.
3abenexka: B cnyyan Ha nHterpupanusa nogxog Ha OAuth 3YW, [INY tpabea ga reHepupa
AONMbIHUTENHO ,nonce“ 3a NnapamMmeTbpa 3a Npean3BMKaTencTBo. ToBa CbLWo Tpsbea aa obae
00BBbp3aHO CbC cecusiTa Ha NOTPEBUTENCKNA areHT.

7.6.2. UsuckeaHusi KbM HT TP 3asieka bpay3bpa Ha [lon3gamerns
AMY tpabsa ga npenpatu ,state“ napameTbpa Kato NnapameTbp Ha 3asdBkaTa kbM [lonssaTens,
koeTo we gosefe o GET HTTP 3aaBka oT 6pay3bpa Ha Non3BaTtensi, KakTo ce U3NCKBa, KakTo
cnepga:

MapameTbp Ha 3asBKaTa 3a aBTopusauusa Ha NonsBaTtensa (GET 3asaBka)

Attribute Type Condition Description
state string mandated state parameter as defined by the TPP as a unique parameter and
bound to the PSU/TPP session.

Example

GET ASPSP-Redirect-URI?state=1234567er

Cnep npoBexaaHeTo Ha aBTeHTUdUKaunaTa Ha KnueHTa Ha cbpBbpa Ha [MYOC, AMNMYOC otroeaps
CbC cblmsa “state” napameTbp 1 yHMKANEH KOA 3a NOTBbPXAEHME, CBbP3aH C pecypca Ha
aBTOpMU3auma KaTo napamMeTpu Ha 3asBkaTa. ,confirmationCode” we ce cbabpka camo ako 3YU e
YCNELLHO M3MbJIHEHO.

NMapameTbp Ha 3asiBKaTa 3a aBTopusauusa Ha NonsesaTtensa (Otrosop Ha GET 3asBka)

Attribute Type Condition Description

state string mandated state parameter as used in the corresponding request.

code string conditional unique authorisation code of the ASPSP, bound to the related
transaction, in case of Integrated OAuth SCA Approach.

confirmationCode | string conditional unique authorisation code of the ASPSP, bound to the related
transaction, in case of Redirect SCA Approach.

Example in case of Redirect SCA Approach
http 3027?state=1234567er&confirmationCode=2256ffgh

7.6.3. [lpedsapumerniHo ycriogue 3a 3asi8Kka 3a nomebpXoeHue
Korato nony4un Ha GET 3asaBka ot 6pay3bpa Ha MNonasartens, AlNY tpsabea ga nposepu, ganu
,State” napameTbpa e cBbp3aH ¢ Tekywata cecus. CTonHoOCTTa Ha ,state” e cBbp3aHa ¢ TekywaTa
cecusi B noTpebutenckusa areHT. AKO NpoBepkaTta € nonoxurtennHa, Toraea [AMY nocneasawo
obpaboTBa

e B KOHTekcTa Ha nHterpmpaHua OAuth 3YU nogxon ¢ ussnmyaHe Ha access Bearer TokeH,
KaKTO e onncaHo B pasaen 13 Ha To3u JOKYMEHT, 1 Ccried ToBa NpoabiiKaBa, KakTo € OnmMcaHo
B pasgen 7.6.4.

e B KOHTEeKCTa Ha noaxoaa Ha redirect 3YW amMpekTHo, KakTo € onucaHo B pasaen 7.6.4.

AKO npoBepkaTta He ycnee, TpaH3akuuaTa Tpsabea ga 6vae cnpsaHa ot AY.



7.6.4. Aemopu3supaHe Ha 3aseKkama 3a nomebpxoeHue
N3BuKkBaHe B KOHTEKCTa Ha 3asiBKa 3a MHNUMnpaHe Ha nnaiuiaHe

PUT /v1/{payment-service}/{payment-
product}/{paymentId}/authorisations/{authorisationId}

O6HoBsAIBa AaHHMUTE Ha NoA-pecypca 3a aBTopu3aLums Ha MHULUMUMPAHO NiallaHe Ha CbpBbpa No
aBTOpU3aLMOHEH koA, ako ce nanckea ot [MYOC.

M3BUKBaHe B KOHTEKCTa Ha 3asiBKa 3a OTMSHa HAa MHULUUPAHO nnawjaHe

PUT /vl1/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations/{authorisationId}

O6HoBsAIBa AaHHMTE Ha NoA-pecypca 3a OTMSHA Ha MHMLMMPAHO NnaljaHe Ha CbpBbpa no
aBTOpU3aLMOHEH ko, ako ce nanckea ot [MYOC.

M3BnKBaHe B KOHTEKCTa Ha 3asiBKa 3a Cb3[aBaHe Ha cbrnacue

PUT /vl1/consents/{consentId}/authorisations/{authorsationId}

O6HoBsIBa AaHHUTE Ha CbINacmneTo 3a MHGOPMaLUs No CMEeTKa Ha CbpBbpa Mo aBTOPM3aALMOHEH
koa, ako ce usuckea ot [ANMYOC.

M3BnKBaHe B KOHTEKCTa Ha 3asiBKa 3a MHOXeCTBEeHa aBTopu3auusa npu nnaiwjaHe

PUT /v1/signing-baskets/{basketId}/authorisations/{authorisationId}

OGHoBsIBa JaHHUTE Ha KOLLHWLIATa C MOAMNUCY Ha CbpBbPa Mo aBTOPU3ALIMOHEH KO, ako ce U3MCKBa
ot AMNyoOcC.

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment-product String The payment product, under which the payment under paymentld has been
initiated.

It shall be checked by the ASPSP, if the payment-product is matching the
payment initiation addressed by paymentid.

paymentld, basketld | String Resource identification of the related payment initiation, signing basket or

or consentld consent resource.

authorisationld String Resource identifciation of the related Payment Initiation, Signing Basket or
Consent authorisation sub-resource.

authorisationld String Resource identification of the related Payment Cancellation authorisation sub-
resource

Query Parameters
No specific query parameters.

Request Header

Attribute Type Condition Description

X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the initiating
party.

Authorization String Conditional Authorization Bearer Token as retrieved by the TPP in case the
integrated OAuthSCA Approach as described in Section 13.




Request Body

Attribute Type Condition Description

confirmationCode | String Conditional Confirmation Code as retrieved by the TPP from the redirect based
SCA process as described in Section 7.6.1 ff.

Response Code

HTTP response code is 200.

Response Header

Attribute Type Condition Description

X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the initiating
party.

scaStatus SCA Status Mandatory Value "finalised" if the transaction authorisation and confirmation
was successful.

Value "failed" if the transaction authorisation or confirmation was
not successful.

_links Links Mandatory A list of hyperlinks to be recognised by the TPP. The actual
hyperlinks used in the response depend on the dynamical decisions
of the ASPSP when processing the request.

Remark: All links can be relative or full links, to be decided by the
ASPSP.

Type of links admitted in this response, (further links might be
added for ASPSP defined extensions):

"status": The link to retrieve the status of the corresponding
transaction resource.

psuMessage Max512Text | Optional

Example for integrated OAuth solution

Request

PUT https://api.testbank.com/vl/payments/sepa-credit-
transfers/qwer3456tzui7890/authorisations/123auth456

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

Authorization: Bearer 1234567

Response

HTTP/1.x 200 OK

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721

Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/Jjson

{

"scaStatus": "finalised",

" links":{

"status": {"href":"/vl/payments/sepa-credit-transfers/qwer3456tzui7890/status"}

}

Example for redirect solution




Request

PUT https://api.testbank.com/vl/payments/sepa-credit-
transfers/qwer3456tzui7890/authorisations/123auth456

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
{ "confirmationCode": "2256ffgh"}

Response

HTTP/1.x 200 OK

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721
Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/Jjson

{

"scaStatus": "finalised",

" links":{

"status": {"href":"/vl/payments/sepa-credit-transfers/qwer3456tzui7890/status"}
}

}



8. MognuceaHe Ha KowHMUa

8.1. (Cwn30aeaHe Ha 3asi6Ka 3a NOONUC Ha KOWHUUAa

Cb3gaBaHe Ha KoLHULAa 3a noanuc
POST /v1/signing-baskets/

Path Parameters - Hama

Query Parameters - Hava

Request Header

Attribute

Type

Condition

Description

Content-Type

String

Mandatory

application/json

X-Request-ID

uuID

Mandatory

ID of the request, unique to the call, as determined by the
initiating party.

PSU-ID

String

Conditional

Client ID of the PSU in the ASPSP client interface. Might be
mandated in the ASPSP’s documentation.

It might be contained, even if an OAuth2 based
authentication was performed in a pre-step or an OAuth2
based SCA was performed in an preceding AlS service in the
same session. In this case the ASPSP might check whether
PSU-ID and token match, according to ASPSP documentation.

PSU-ID-Type

String

Conditional

Type of the PSU-ID, needed in scenarios where PSUs have
several PSU-IDs as access possibility.

In this case, the mean and use is then defined in the ASPSP’s
documentation.

PSU-Corporate-ID

String

Conditional

Identification of a Corporate in the Online Channels
Might be mandated in the ASPSP’s documentation. Only used
in a corporate context.

PSU-Corporate-ID-
Type

String

Conditional

This is describing the type of the identification needed by the
ASPSP to identify the PSU-Corporate-ID content. Mean and
use is defined in the ASPSP’s documentation. Only used in a
corporate context.

Authorization

String

Conditional

Bearer Token. Is contained only, if an OAuth2 based
authentication was performed in a pre-step or an OAuth2
based SCA was performed in an preceding AlS service in the
same session.

Consent-ID

String

Optional

This data element may be contained, if the signing basket
transaction is part of a session, i.e. combined AIS/PIS service.
This then contains the "consentld" of the related AIS one off
consent, which was performed prior to this bulk signing.

PSU-IP-Address

String

Mandatory

The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP.

If not available, the TPP shall use the IP Address used by the
TPP when submitting this request.

TPP-Redirect-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers a redirect over an
embedded SCA approach.

If it equals "false", the TPP prefers not to be redirected for
SCA. The ASPSP will then choose between the Embedded or




Attribute

Type

Condition

Description

the Decoupled SCA approach, depending on the choice of the
SCA procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the SCA method chosen
by the TPP/PSU.

TPP-Decoupled-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers a decoupled SCA approach.

If it equals "false", the TPP prefers not to use the decoupled
approach for SCA. The ASPSP will then choose between the
embedded or the redirect SCA approach, depending on the choice
of the SCA procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the parameter TPP-Redirect-
Preferred and the SCA method chosen by the TPP/PSU.

The parameter might be ignored by the ASPSP.

If both parameters TPP-Redirect-Preferred and TPP-Decoupled-
Preferred are present and true, the request is still not rejected, but
it is up to the ASPSP, which approach will actually be used.

RFU: TPP-Redirect-Preferred and TPP-Decoupled-Preferred
will be revised in future versions, maybe merged. Currently
kept separate for downward compatibility.

TPP-Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected
to after a Redirect. Mandated for the Redirect SCA Approach
(including OAuth2 SCA approach), specifically when TPP-
Redirect-Preferred equals "true".

It is recommended to always use this header field.

TPP-Nok-Redirect-URI

String

Optional

If this URI is contained, the TPP is asking to redirect the
transaction flow to this address instead of the TPP-Redirect-
URI in case of a negative result of the redirect SCA method.
This might be ignored by the ASPSP.

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

Must equal "true", if contained.

Remark: No optimisation processes for creating authorisation
resources for signing baskets implicitly, since anyhow several
calls have been submitted.

Request Body

Attribute

Type

Condition

Description

paymentlds

Array of String

Optional

An array of paymentlds. Array may not be empty.

consentlds

Array of String

Optional

An array of consentlds. Array may not be empty.

Response Code

The HTTP response code equals 201.

Response Header

Attribute Type Condition Description

Location String Mandatory Location of the created resource (if created)

X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the initiating
party.

ASPSP-SCA- String Conditional This data element must be contained, if the SCA Approach is already

Approach fixed. Possible values are:




Attribute Type Condition Description
e EMBEDDED
e DECOUPLED
e REDIRECT
The OAuth SCA approach will be subsumed by REDIRECT.
Response Body
Attribute Type Condition Description
transactionStatus | Transaction Mandatory | The nonpayment related values defined in Section 14.23 might
Status be used like RCVD, ACTC, CANC or RIJCT
basketld String Mandatory | resource identification of the generated signing basket resource.
scaMethods Array of Conditional | This data element might be contained, if SCA is required and if
authentication the PSU has a choice between different authentication methods.
objects Depending on the risk management of the ASPSP this choice
might be offered before or after the PSU has been identified
with the first relevant factor, or if an access token is transported.
If this data element is contained, then there is also an hyperlink
of type "startAuthorisationWithAuthenticationMethodSelection"
contained in the response body.
These methods shall be presented towards the PSU for selection
by the TPP.
chosenSca Authentication | Conditional | This data element is only contained in the response if the APSPS
Method object has chosen the Embedded SCA Approach, if the PSU is already
identified e.g. with the first relevant factor or alternatively an
access token, if SCA is required and if the authentication method
is implicitly selected.
challengeData Challenge Conditional | Itis contained in addition to the data element
"chosenScaMethod" if challenge data is needed for SCA.
In rare cases this attribute is also used in the context of the
"startAuthorisationWith PsuAuthentication" link.
_links Links Mandatory | A list of hyperlinks to be recognised by the TPP. The actual

hyperlinks used in the response depend on the dynamical
decisions of the ASPSP when processing the request.

Remark: All links can be relative or full links, to be decided by
the ASPSP.

Type of links admitted in this response, (further links might be
added for ASPSP defined extensions):

"startAuthorisation":

In case, where an explicit start of the transaction authorization is
needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).

"startAuthorisationWithPsuldentification":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the PSU
identification data.

"startAuthorisationWithPsuAuthentication":




Attribute Type Condition Description

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the PSU
authentication data.

"startAuthorisationWithEncryptedPsuAuthentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the encrypted
PSU authentication data.

"startAuthorisationWithAuthentication MethodSelection":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while selecting the
authentication method. This link is contained under exactly the
same conditions as the data element "scaMethods"

"startAuthorisationWithTransactionAuthorisation": The link to
the authorization end-point, where the authorization sub-
resource has to be generated while authorizing the transaction
e.g. by uploading an OTP received by SMS.

"self": The link to the payment initiation resource created by this
request. This link can be used to retrieve the resource data.

psuMessage Max500Text Optional Text to be displayed to the PSU
tppMessages Array of TPP Optional Messages to the TPP on operational issues.
Message
Information
Example
Request

POST https://api.testbank.com/vl/signing-baskets

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721

PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 06 Aug 2017 15:02:37 GMT

{
"paymentIds": ["123qwert456789", "12345gwert7899"]

Response (always with explicit authorization start)

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721

ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:02:42 GMT

Location: https://www.testbank.com/psd2/vl/signing-baskets/1234-basket-567
Content-Type: application/json

{

"transactionStatus": "RCVD",

"basketId": "1234-basket-567",

" links": {
"self": {"href": "/vl/signing-baskets/1234-basket-567"},
"status": {"href": "/vl/signing-baskets/1234-basket-567/status"},

"startAuthorisation™:
{"href": "/vl/signing-baskets/1234-basket-567/authorisations"}



8.2. [lonyvyaeaHe Ha 3asi6Ka 3a MOONMUC Ha KOWHUUAa

NoBuKkBaHe:

GET /vl1/signing-baskets/{basketId}

Nauckea pa ce BbpHE OnncaHne Ha CbAbp>XaHNETO B KOLUHMLUAaTa

Path Parameters - Hama

Attribute Type

Description

basketld String

ID of the corresponding signing basket object.

Query Parameters - Hama

Request Header

Attribute Type Condition Description

X-Request-ID uuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Authorization String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was
performed in the current PIS transaction or in a preceding AlS
service in the same session, if no such OAuth2 SCA approach
was chosen in the current signing basket transaction.

Request body - Hama

Response Code
The HTTP response code equals 200.

Response Header

Attribute Type Condition Description
X-Request-ID uuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
Response body
Attribute Type Condition Description
payments array of Optional payment initiations which shall be authorised through this
paymentld signing basket.
consents array of Optional consent objects which shall be authorised through this
consentld signing basket.
transactionStatus Transaction Mandatory | Only the not explicitly payment related codes like RCVD,
Status PATC, ACTC, RICT are used. For a list of all transactionStatus
codes permitted for signing baskets, cp. Section 8.3.
_links Links Optional The ASPSP might integrate hyperlinks to indicate next
(authorisation) steps to be taken. Type of links admitted in




Attribute

Type

Condition Description

this response, (further links might be added for ASPSP
defined extensions):

Example

Request

GET https://api.testbank.com/vl1/signing-baskets/1234-basket-567
99391c7e-ad88-49ec-a2ad-99ddcbl1£7721

X-Request-ID:
06 Aug 2017 15:05:46 GMT

Date: Sun,

Response

HTTP/1.x 200 Ok
99391c7e-ad88-49ec-a2ad-99ddcbl1£7721

X-Request-ID:
06 Aug 2017 15:05:47 GMT
Content-Type:

Date: Sun,

{

"payments":

application/json

"transactionStatus": "ACTC"

8.3.

NoBukBaHe:

["1234pay567","1234pay568","1234pay888"],

3asigka 3a cmamyc Ha KOowHuya 3a nodnuc

GET /vl1/signing-baskets/{basketId}/status

N3uckBa ga ce BbpHe cTaTyca Ha kollHuuaTa

Path Parameters

Attribute

Type

Description

basketld

String

ID of the corresponding signing basket object.

Query Parameters - Hama

Request Header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined
by the initiating party.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication

was performed in a pre-step or an OAuth2 based
SCA was performed in the current PIS transaction or
in a preceding AIS service in the same session, if no
such OAuth2 SCA approach was chosen in the
current signing basket transaction.




Request Body - Hama
Response Code

The HTTP response code equals 200.

Response Header

Attribute Type Condition | Description

X-Request-ID uuiD Mandatory ID of the request, unique to the call, as
determined by the initiating party.

Response Body

Attribute Type Condition | Description
transactionStatus Transaction Mandatory | Only the codes RCVD, ACTC, PATC, CANC
Status or RJCT are supported for signing baskets.

For a list of all transactionStatus codes
permitted for signing baskets, cp. Section
8.3.

Example
Request

GET https://api.testbank.com/vl/signing-baskets/1234-basket-567/status

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
Date: Sun, 06 Aug 2017 15:05:49 GMT
Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
Date: Sun, 06 Aug 2017 15:05:51 GMT
Content-Type: application/Jjson

{

"transactionStatus": "ACTC"

}

8.4. MmHoxecmeeHa 3YU npu nodnuc Ha KOWHUUa

3agBkaTa 3a Cb3aBaHe Ha KOoLHULaTa 3a NoAanuc, onpeaeneHa no-rope, € Hesas1Mcuma ot
HeobxoammocTTa oT obpaboTka Ha egHa unu noseye HmBa Ha 3YW T.e. He3aBucMMO OT Bposi Ha
aBTOpM3auMnTe, HeO6XoANMM 3a U3MbIAHEHNETO HA BCUYKM TPaH3aKUMK, CbAbpKallu ce B KoLHMLUaTa.

OTroBop®bT 3a Cb3gaBaHe Ha KOLHMLA 3a nognuc ¢ eaHo HMBo Ha 3YW Gelwe aeduHmnpaH
no-rope B T03M pasgen. lo-gony e obsAcHeH npoueca npu MHoxecTBeHa 3YW B cboOuieHneTo
"Cb3gaBaHe Ha KoWwHuMua 3a noanuc'.

N36opbT Ha 3YWM meToa He ce nmogabpka 4vpes xunepBpb3ka B oTroBopa. CTapTbT Ha
MHOXXeCTBEHa aBTopmu3auma 3a BCUYKM MeTOaN e eaHakbe. B To3n cnyyan Han-Hanpepq TpsibBa ga ce
reHepupa nog-pecypc 3a aBTopusauus, crnegsaH ot Bpb3kaTta "startAuthorisation”.


https://api.testbank.com/v1/signing-baskets/1234-basket-567

Response body npn MHoxecTtBeHa 3YU

Attribute Type Condition Description
transactionStatus | Transaction Mandatory | The non payment related values defined in Section 14.23 might
Status be used like RCVD, ACTC, PATC, CANC or RICT
basketld String Mandatory | Resource identification of the generated signing basket
resource.
_links Links Mandatory | A list of hyperlinks to be recognised by the TPP. The actual

hyperlinks used in the response depend on the dynamical
decisions of the ASPSP when processing the request.

Remark: All links can be relative or full links, to be decided by
the ASPSP.

Type of links admitted in this response, (further links might be
added for ASPSP defined extensions):

"startAuthorisation":

In case, where an explicit start of the transaction authorization is
needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the PSU
identification data.

"startAuthorisationWithPsuAuthentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the PSU
authentication data.
"startAuthorisationWithEncryptedPsuAuthentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the encrypted
PSU authentication data.

"self": The link to the payment initiation resource created by this
request. This link can be used to retrieve the resource data.

psuMessage Max500Text Optional Text to be displayed to the PSU
tppMessages Array of TPP Optional Messages to the TPP on operational issues.
Message
Information

8.5. AHynupaHe Ha kowHuuya 3a nodnuc ( Cancellation of Signing Baskets)

AHynnpaHeTO Ha KoWHWUAaTa 3a NoAnuc e paspeLleHo A0KaTo HAMa (UM Mma YacTuyHa)
aBTOpM3aUMs 3a KolHMLATa 3a nognuceaHe.

lNoBukBaHe:
DELETE /vl1/signing-baskets/{basketId}

N3TpuBa cb3gageHa KowwHULa 3a Noanuc, 4oKaTo He € oTopusnpaHa

Path Parameters - Hama

Attribute Type Description




basketld String ID of the corresponding signing basket object to be deleted.

Query Parameters - Hava

Request Header

Attribute Type Condition Description

X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Authorization String Conditional | Is contained only, if an OAuth2 based SCA has been used in a
pre-step.

Request body - Hama

Response Code
The HTTP response code is 204 in case of successful deletion.

Response Header

Attribute Type Condition Description

X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Response body - Hama

Example

Request
DELETE https://api.testbank.com/vl1/signing-baskets/qwer3456tzuid876
X-Request-ID 99391c7e-ad88-49%ec-a2ad-99ddcblf7757
Date Sun, 13 Aug 2017 17:05:37 GMT

Response

HTTP/1.x 204 No Content
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7757
Date: Sun, 13 Aug 2017 17:05:38 GMT



9. KombnHMpaHe Ha MHPOPMALIMOHHM U NNATEKHU YCAYTU
(Combination of AIS and PIS Services)

M3nbnHeHneTo Ha cecuuTe B CMUCBbIIAa Ha KombGuHauus ot AIS u PIS ycnyrm e
He3aabiKUTENHa XapakTepucTuka Ha To3m uHTepdenc. B cnyyan, ye AMNYOC nogabpka Tasm
dyHKUMOHaNHOCT, To TpsAAbBa Aa Aage sAcHa uHopmauus 3a Toea Ypes ceosita PSD2 gokymeHTaums.

Taaun pyHKLMS MOXe Aa € OT 3Ha4YeHue, koraTto ca Heobxoanmm MHPOPMaLMOHHM YCIyrn 3a
CMEeTKa B PaMKUTE Ha UHULUMMPAHE Ha nnawaHus, ocobeHo 3a HGaHKMTe KOMTO M3Non3BaT NakeTHU
obpaboTkn (batch booking). B To3n cny4an e HeobxoauMMoO cbriacue 3a AOCTbN 4O CbOTBETHATa
nHdopmauusa 3a npoduna, BX. Pasgen 6.4. CvotBeTHUAT Metond GET 3a 4yeTeHe Ha gaHHuUTE B
npodwuna n3nonssa napameTtsbpa Header "Consent-I1D".

ArY moxe ga nsnonssa kaTo napameTbp UAEHTUMPUKALMOHHUA HOMEP Ha CbrnacueTo B
meToga POST npu npunaraHe Ha UCKaHETO 3a nHnuuupaHe Ha nnawaHe (Pasgen 5.3.). NpegnocTaska
3a u3nonsBaHe Ha WAEHTUUKAUMOHHMSA HOMEp Ha CbrfacueTto B MocnenBalloTo WUCKaHe 3a
MHMLMKMPAaHe Ha nnalyaHe e, vYe e 3agageH cdnar "combinedServicelndicator" B uckaHeTo 3a cbrnacme
3a MHGopmaumsa 3a cmeTka, Pasgen 6.3.1.

M3nons3saHeTo Ha "Consent-ID " B nocnegsawoto MHnumMmnpaHe Ha nnaiiaHe cnej Tosa Lie
AoBefe [0 ToBa, Ye HAMa [a ce rnoncka OTHOBO NMbpBU hakTop 3a yaoctosepsiBaHe. Taka ve [MYOC
HAMa OTHOBO [a npedocTaBuM Bpb3ka 3a yaocrtoBepsABaHe Ha [lonssatensa. B cnyyanm Ha
ocBoboxaasaHe oT 3YM 3a cbOTBETHOTO MnawaHe, ToBa MOXe Aa AoBede 00 CUTyauusi, MpU KOATO
He e HeobxoaMmo AOMbIHUTENHO yaocToBepsiBaHe Ha [lon3eatensa - nnawaHeTo we 6bae
N3BbpLLUEHO 6€3 4OMBAHUTENHO NOTBBLPXKAEHME.

B cnyyan Ha ocBob6oxgaBaHe oT 3YW 3a CbOTBETHOTO NnalaHe (M3KIYeHus No cMucbna
Ha [upekTnBaTa), nnawaHeTo we 6bae n3nbnHeHo 6e3 No-HaTaTbLWHO NOTBbPXAEHME.

B cnyyan Ha metog OAuth2, cbOTBETHMTE AOCTHLNU Ype3 TOKbH TpsibBa ga nogabpxaT
aHanorn4yHo Tasm PyHKUMS.



10. lMoTebpKOEHUE 33 HA/IMYHOCT HA CpeacTBa NO CMETKA

10.1. YcmaHoesieaHe Ha cbanacue 3a [lomebpxdeHue 3a HaJludHOCM Ha cpedcmea
no cMemka
[MpouecsT 3a ycTaHOBABaHe Ha cbrnacue 3a [oTBbpXKaaBaHe 3a HaNMYHOCT Ha cpeacTBa no
CMeTKa e CbLUNAT, KaKTo Npu yCTaHOBSAIBaHe Ha cbrracue 3a MHgopmaumnsa no cMmeTka.
YcTaHOBABAHETO Ha TOBa CblflacMe He e 3abJ/DKUTENHO fa ce npegoctaBs oT XS2A
nHTepdgenca cnopeg Article 65 (b), [PSD2], 3awoTo TO CbWO MOXe Aa (PyHKUMS Ha OHManH
GaHknpaHeTo nnu gopu xapTneHo 6asmpaH npouec. JonbHUTENHaTa ycnyra onvcaHa Tyk npegnara
yCTaHOBsIBAaHe Ha cbrracue 3a [MoTBbpXOeHWe 3a HanM4YHOCT Ha CpeacTBa KaTto yacT oT XS2A
UHTepdgenca.
[MbpBO ce ycTaHoBsABa cbrnacue kaTo Nonssartens gasa cbrnacue Ha AMNYOC ga npegocrasu
Ha OMY (PIISP) goctbn 0O KOHKpeTHa CMeTKa.
Cnep ToBa cbrnacmeTo ce aBTopuaunpa/nognucea npec AMYOC ypes 3YN.
PesynTtaTbT OT npoueca e pecypc Ha cbrnacmeto. Agpec Ha pecypca e BbpHaT Ha [I1Y u 10
Moe Aa ro goctbnea ype3 GET 3asBka. OOeKTbT Ha CbrfacueTo CbAbpXa AeTaunum 3a cMmeTkara,
BanuaHocT n Consent-ID.
Cb3ganeHoTo cbrnacue MoXxe aa ce M3nonssa UMNANUUTHO UK eKCANTUUNTHO:
e Ako API-to funds-confirmations He nogabpra Consent-ID, ToraBa cboTBeTHOTO 3a [lon3BaTena
cbrnacue ce nposepsasa BbTpewHo 8 ANMYOC;
e Ako ANYOC npepgoctaa APl 3a cbrnacue 3a lNMoTtBbpKAeHNE 33 HAAMYHOCT, ToraBa Consent-ID
ce npegasa B none Ha HTTP xeabpa.

10.1.1. Obw npeaned Ha 0aHHUMe 8 ycnyaama , YcmaHoeseaHe Ha chajiacue 3a

[TlomebpxxdeHue 3a Halu4YyHocm Ha cpedcmea o cmemeka”
M3nonsBea ce cbwmna Moaen Ha AaHHW, onucaH B ycnyrata ,MHdopmaums no cmeTtka“.

10.1.2. OcobeHocm nipu cwenacue 3a [lomebpxxdeHue 3a Hasau4HoOCm no MHO20-

gaslymHa cMemka
CobrnacueTto cbabpXa CMeTKa, 3a KOATO TO € pJajeHo. Banytata Ha cmeTkata e
He3aab/KUTENHO none B obekTa 3a cMeTKa.
B cnyyan Ha MHOro-BanyTHa cMeTka ce nma npeasua, Ye € agpecvpaHa cMeTkaTa ¢ BanyTaTta
no nogpasbupaHe, ako He € ykasaHa Banyta B 3asBkata Ha [I1Y. CmeTkaTa c Banytata no
noapasdupaHe ce onpegens ot AMNYOC.

10.1.3. 3asieka 3a ycmaHo8s18aHe Ha cbasiacue

NoBukBaHe
POST /v2/consents/confirmation-of-funds

CvsgaBa Covrnacue B ANYOC oTHOCHO [loTBbpXaeHWe 3a HanU4YHOCT OO0 KOHKPETHO
nocovyeHaTta cMeTKa B 3asiBKaTa.

Hama cTpaHnyHu echekTun
3a pasnuka OT ycTaHOBsiBaHe Ha cbrracve 3a MHdopmaunsa no cmetka, HaMa CTPaHUYHK
edreKkTn Npu ycTaHoBsIBaHe Ha cbrnacuve 3a [NoTBbpxaeHue 3a Hanm4HoCT.

Query parameters
Hama Query parameters

Request header



Attribute

Type

Condition

Description

X-Request-ID

uuID

Mandatory

ID of the request, unique to the call, as determined by the
initiating party.

PSU-ID

String

Conditional

Client ID of the PSU in the ASPSP client interface. Might be
mandated in the ASPSP’s documentation.

It might be contained even if an OAuth2 based authentication
was performed in a pre-step In this case the ASPSP might
check whether PSU-ID and token match, according to ASPSP
documentation.

PSU-ID-Type

String

Conditional

Type of the PSU-ID, needed in scenarios where PSUs have
several PSU-IDs as access possibility.

PSU-Corporate-ID

String

Conditional

Might be mandated in the ASPSP's documentation. Only used
in a corporate context.

PSU-Corporate-ID-
Type

String

Conditional

Might be mandated in the ASPSPs documentation. Only used
in a corporate context.

PSU-IP-Address

String

Mandatory

The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP.

If not available, the TPP shall use the IP Address used by the
TPP when submitting this request.

Authorization

String

Conditional

If OAuth2 has been chosen as pre-step to authenticate the
PSU.

TPP-Redirect-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers a redirect over an
embedded SCA approach. If it equals "false", the TPP prefers
not to be redirected for SCA. The ASPSP will then choose
between the Embedded or the Decoupled SCA approach,
depending on the choice of the SCA procedure by the
TPP/PSU. If the parameter is not used, the ASPSP will choose
the SCA approach to be applied depending on the SCA
method chosen by the TPP/PSU.

TPP-Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected
to after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Nok-Redirect-URI

String

Optional

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers to start the authorisation
process separately, e.g. because of the usage of a signing
basket. This preference might be ignored by the ASPSP, if a
signing basket is not supported as functionality.

If it equals "false" or if the parameter is not used, there is no
preference of the TPP. This especially indicates that the TPP
assumes a direct authorisation.

TPP-Notification-URI

String

Optional

URI for the Endpoint of the TPP-API to which the status of the
consent should be sent.

This header field may by ignored by the ASPSP, cp. also the
extended service definition in [XS2A-RSNS].




Attribute Type

Condition

Description

TPP-Notification- String
Content-Preferred

Optional

The string has the form

status=X1, ..., Xn

where Xi is one of the constants SCA, PROCESS, LAST and
where constants are not repeated.

The usage of the constants supports the following semantics:
SCA: A notification on every change of the scaStatus attribute
for all related authorisation processes is preferred by the TPP.
PROCESS: A notification on all changes of consentStatus or
transactionStatus attributes is preferred by the TPP.

LAST: Only a notification on the last consentStatus or
transactionStatus as available in the XS2A interface is
preferred by the TPP.

This header field may be ignored, if the ASPSP does not
support resource notification services for the related TPP.

TPP-Brand-Logging- String
Information

Optional

This header might be used by TPPs to inform the ASPSP about
the brand used by the TPP towards the PSU. This information
is meant for logging entries to enhance communication
between ASPSP and PSU or ASPSP and TPP.

The ASPSP might ignore this field.

Request body

Attribute Type

Condition

Description

access Account
Access

Mandatory

Requested access services.

cardNumber Max35Text

Optional

Card Number of the card issued by the PIISP. Should be
delivered if available.

cardExpiryDate ISODate

Optional

Expiry date of the card issued by the PIISP

cardInformation Max140Text

Optional

Additional explanation for the card product.

Response Code

HTTP Response Code equals 201.

Response Header

Attribute Type Condition Description
Location String Mandatory Location of the created resource.
X-Request-ID uuIiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT
OAuth will be subsumed by the constant value REDIRECT
Response body
Attribute Type Condition Description
consentStatus Consent Mandatory | authentication status of the consent

Status




Attribute

Type

Condition

Description

consentld

String

Conditional

Identification of the consent resource as it is used in the API
structure
Shall be contained, if a consent resource was generated.

scaMethods

Array of
Authentication
Objects

Conditional

This data element might be contained, if SCA is required and if
the PSU has a choice between different authentication
methods. Depending on the risk management of the ASPSP this
choice might be offered before or after the PSU has been
identified with the first relevant factor, or if an access token is
transported. If this data element is contained, then there is also
a hyperlink of type "selectAuthenticationMethods" contained in
the response body.

These methods shall be presented towards the PSU for
selection by the TPP.

chosenSca Method

Authentication
Object

Conditional

This data element is only contained in the response if the APSPS
has chosen the Embedded SCA Approach, if the PSU is already
identified with the first relevant factor or alternatively an access
token, if SCA is required and if the authentication method is
implicitly selected.

challengeData

Challenge

Conditional

It is containded in addition to the data element
chosenScaMethod if challenge data is needed for SCA.

In rare cases this attribute is also used in the context of the
updatePsuAuthentication link.

_links

Links

Mandatory

A list of hyperlinks to be recognised by the TPP.

Type of links admitted in this response (which might be
extended by single ASPSPs as indicated in its XS2A
documentation):

"scaRedirect": In case of an SCA Redirect Approach, the ASPSP
is transmitting the link to which to redirect the PSU browser.
"scaOAuth": In case of an OAuth2 based Redirect Approach, the
ASPSP is transmitting the link where the configuration of the
OAuth2 Server is defined.

"startAuthorisation":

In case, where an explicit start of the transaction authorisation
is needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
identification data.
"startAuthorisationWithPsuAuthentication":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
authentication data.

"startAuthorisationWithEncryptedPsu Authentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the
encrypted PSU authentication data.
"startAuthorisationWithAuthentication MethodSelection":
The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while selecting the




Attribute Type Condition Description

authentication method. This link is contained under exactly the
same conditions as the data element "scaMethods".
"startAuthorisationWithTransactionAuthorisation":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while authorising the
transaction e.g. by uploading an OTP received by SMS.

"self": The link to the Establish Account Information Consent
resource created by this request. This link can be used to
retrieve the resource data.

"status": The link to retrieve the transaction status of the
account information consent.

"scaStatus": The link to retrieve the scaStatus of the
corresponding authorisation sub-resource. This link is only
contained, if an authorisation sub-resource has been already

created.
psuMessage Max500Text Optional Text to be displayed to the PSU, e.g. in a Decoupled SCA
Approach
Example
Request

POST https://api.testbank.com/v2/consents/confirmation-of-funds

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7756

PSU-IP-Address: 192.168.8.78

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101
Firefox/54.0

Date: Sun, 06 Aug 2017 15:05:37 GMT

{

"account":

{ "iban": "DE40100100103307118608"™ 1},

"cardNumber": "1234567891234",

"cardExpiryDate": "2020-12-31",

"cardInformation": "MyMerchant Loyalty Card",

"registrationInformation": "Your contract Number 1234 with MyMerchant is completed

with the registration with your bank."

}
Response in case of a redirect

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertigq-983"
Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"scaRedirect": {"href": "https://www.testbank.com/authentication/1234-wertig-983"},
"status": {"href": "/v2/consents/confirmation-of-funds/1234-wertig-983/status"},
"scaStatus": {"href": "v2/consents/confirmation-of-funds/1234-wertig-983/

authorisations/123authb567"}
}
}

Response in case of a redirect with a dedicated start of the authorisation process

HTTP/1.x 201 Created




X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721

ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertig-983"

Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"startAuthorisation": {"href": "v2/consents/confirmation-of-funds/1234-wertiqg-
983/authorisations"}

}

}

Response in case of the OAuth2 approach with an implicit generated authorisation
resource

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertig-983"
Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"self": {"href": "/v2/consents/confirmation-of-funds/1234-wertig-983"},

"scaStatus": {"href": "v2/consents/confirmation-of-funds/1234-wertiqg-
983/authorisations/123auth567"},

"scaOAuth": {"href": "https://www.testbank.com/oauth/.well-known/oauth-

authorization-server"}
}
}

Response in case of the decoupled approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

ASPSP-SCA-Approach: DECOUPLED

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertig-983"

Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"startAuthorisationWithPsulIdentification": {"href": "/v2/consents/confirmation-of-
funds/1234-wertig-983/authorisations"}

}

}

Response in case of the embedded approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

ASPSP-SCA-Approach: EMBEDDED

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertig-983"

Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"startAuthorisationWithPsuAuthentication": {"href": "/v2/consents/confirmation-of-
funds/1234-wertig-983/authorisations"}

}

}



10.1.4. UckaHe 3a cbcmosiHue Ha 3asskama (Get Status Request)
NMoBukKkBaHe

GET /v2/consents/confirmation-of-funds/{consentId}/status

M3nonsea ce 3a npoBepka Ha CbCTOAHMETO Ha CblacneTo 3a ITOTBBDMﬂeHMe Ha
HalriM4HOCT.

Path Parameters:

Attribute Type Description
consentld String The consent identification assigned to the created resource.

Query parameters
Hama

Request header

Attribute Type Condition Description

X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Authorization | String Conditional | Is contained only, if an OAuth2 based SCA was performed in the
corresponding consent transaction or if OAuth2 has been used in a
pre-step.

Request Body
Hama

Response Code
HTTP Response Code equals 200.

Response Header

Attribute Type Condition Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Response Body

Attribute Type Condition Description
consentStatus | Consent Mandatory | This is the overall lifecycle status of the consent.
Status
Example
Request

GET https://api.testbank.com/v2/consents/confirmation-of-
funds/qwer3456tzui7890/status

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7721

PSU-IP-Address: 192.168.8.78

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101
Firefox/54.0

Date: Sun, 06 Aug 2017 15:05:46 GMT



Response

HTTP/1.x 200 Ok

X-Request-ID:
Date:
Content-Type:

{

"consentStatus":

}

10.1.5.
NoBukKkBaHe

Sun,

"valid"

99391c7e-ad88-49ec-a2ad-99ddcbl£f7721
06 Aug 2017 15:05:47 GMT
application/json

3asieka 3a cbObpxxaHue Ha cbenacuemo (Get Consent Request)

GET /v2/consents/confirmation-of-funds/{consentId}

Bpbla cbabpxaHMeTo Ha cbriacue no MNoTebpxaeHne 3a HanuM4HocT. Taka ce nogasar
AaHHuTe kbM [MY, korato cbrnacneTo e AMpekTHo ynpaenssaHo mexay OMYOC n NMonasaTtens,
Hanp. B Redirect 3YU noaxoa.

Path Parameters:

Attribute

Type

Description

consentld

String

ID of the corresponding consent object as returned by an Account Information
Consent Request

Query parameters
Hama

Request header
CobwuTe kakto npu pasgen 10.1.4

Request Body
Hama

Response Code
HTTP Response Code equals 200.

Response Header
CobwwuTe kakto npu pasgen 10.1.4

Response Body

Attribute Type Condition Description

account Account Mandatory | Account, where the confirmation of funds service is
Reference aimed to be submitted to.

cardNumber Max35Text Optional Card Number of the card issued by the PIISP. Should

be delivered if available.

cardExpiryDate ISODate Optional Expiry date of the card issued by the PIISP

cardInformation Max140Text | Optional Additional explanation for the card product.

registrationInformation | Max140Text | Optional Additional registration information.

consentStatus Consent Mandatory | The status of the consent resource.

Status




Example

Request
GET https://api.testbank.com/v2/consents/confirmation-of-funds/qwer3456tzui7890
Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl£f7721
Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/json

{

"account":
{ "iban": "DE40100100103307118608" 1},
"cardNumber": "1234567891234",
"cardExpiryDate": "2020-12-31",
"cardInformation": "MyMerchant Loyalty Card",
"consentStatus": "valid"
}
10.1.6. MHoxecmeeHo 3YU npu YcmaHogsisaHe Ha cbariacue 3a [lomebpxxdeHue

3a Ha/lu4Hocm o MHo20-8a/lymHa cMemka
M3nonaea ce cblma mMHoxecTBeH 3YW, onncaH B ycnyrata ,MIHopmaums no cmeTtka“.

10.1.7. UsmpusaHe Ha Ckenacue 3a [lomebpxdeHue 3a Hasu4yHocm
TPP moxe oa nstpue cbrnacmeTo 3a lMoTebpiKAaeHue 3a HaAUYHOCT NPU HEOBXOAMMOCT, Ypes3
CnegHoTO NOBUKBAHE

NMoBukBaHe

DELETE /v2/consents/confirmation-of-funds/{consentId}

Path Parameters:

Attribute Type Description
consentld String Contains the resource-ID of the consent to be deleted.

Query parameters
Hama

Request header
CobwuTe kakto npu pasgen 10.1.4

Request Body
Hsawma

Response Code
The HTTP response code equals 204 for a successful cancellation.

Response Header
CobwuTe kakto npu pasgen 10.1.4



Response Body
Hsawma

Example

Request

DELETE https://api.testbank.com/v2/consents/confirmation-of-
funds/qwer3456tzui7890

X-Request-ID 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7757
Date Sun, 13 Aug 2017 17:05:37 GMT

Response

HTTP/1.x 204 No Content
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7757
Date: Sun, 06 Aug 2017 15:05:47 GMT


https://api.testbank.com/v2/consents/confirmation-of-funds/qwer3456tzui7890
https://api.testbank.com/v2/consents/confirmation-of-funds/qwer3456tzui7890

10.2. O6w npeaned Ha OaHHUMe 8 ycnay2ama ,[llomebpxoeHue 3a HaslU4HOCM Ha

cpedcmea“

CnepgHata Tabnuua geduHMpa TEXHMYECKOTO ONMcaHMe Ha abCTpakTHUA MOLEN Ha OaHHW,
onpeaeneH B [XS2A OR] 3a ycnyraTta 3a uHuumMmpaHe Ha nnawadus. KonoHute gasat obuwy nornea
Bbpxy API npoTokonuTte, KakTo creasa:

KonoHarta "Data element" nanonssa abcTpakTHUTE €NeMEHTU Ha AaHHW, 3a Aa OOCTaBu
Bpb3kaTa KbM npasunaTta n gedvHULmMnTE Ha posnu.
KonoHata Attribute encoding gnaBa onpefeneHneto 3a gelCTBUTENHO kogupaHe B API
XS2A, kaKkTo e AenHNpaHOo B TO3N JOKYMEHT.
KonoHute "Location" onpegenat kora CbOTBETHUTE €fleMEeHTU Ha [JaHHuTe ce
TpaHcnopTupart kaTto napameTpu Ha HTTP Ha HuBo path, header nnun body n ca B3eTtu ot
ceptudukaTtute elDAS.
KonoHa "Usage" paBa o6w, nperneg Ha M3NOn3BaHETO Ha €feMeHTM OT [OaHHW B
pasnuyHuTe ycnyrmn n APl nosuksaHus. B [XS2A OR] obaxgaHuaTta XS2A ce onucsaT Kato
abcTtpakTHu API noBukBaHus. Te3n obaxaaHunsa we 6baat TEXHUYECKM peanmanpaHin KaTto
komanga HTTPS POST. ObaxaaHuaTta hopmmpaT noBMKBaHE 3a:

e 3asaBka 3a notebpxaeHne (Confirmation Request), kosito e eagmHcTBeHo API

NOBMKBaHE B paMKuTe Ha ycrnyraTa lNoTBbpXaeHMe 3a HanMYHOCT Ha cpeacTBa.

M3nonsBa ce cnegHOTO M3MoN3BaHe Ha CbKpalleHus B konoHuTte "Location n Usage "

X: To3n enemeHT OT AaHHUTE Ce TPaHCNopTUpa Ha CbOTBETHOTO HUBO.

m: 3a4bmKUTENHO

o: HesaabmkutenHo 3a nanonasaxHe ot MYy

Cc: YcnoBHO. YCNOBMETO € OnuMcCaHO B agpecupaHuTe Mnpu MNPUNOoXHUA MporpamMeH
nHtepdenc (API) 3a cnyvan, onpegenenun ot ArNYOC.

Location Usage
. u I = o
Data element Attribute encoding < S Z |58« 3|« S
S|l 8| §|8E|ls¢e|sS¢e
T 23| =&
Provider Identification X m
Consent-ID X o
TPP Registration Number m
TPP Name m
TPP Role m
& | TPP National Competent
= . m
= Authority
§ Request Identification X-Request-ID X m m
[a W
= TPP Certificate Data TPP-Signature-Certificate X C
=) Further signature related Dicest y c
g data 8
TPP Electronic Signature Signature X o
Card Number cardNumber X o
Account Number account X m
Name Payee payee X o]
Transaction Amount instructedAmount X m
o g [a W
é S 2| Request Identification X-Request-ID X m m




TPP Message Information

tppMessages

10.3. MexaHu3bM Ha [TomebpxOeHuUe 3a Haslu4HOCM Ha cpedcmea

MNoBukKkBaHe
POST /v1/funds-confirmations

Cv3naBa 3asiBka 3a NnoTBbpxaeHne Ha cpeactea B AMNYOC.

Query Parameters - Hava

Request header

Attribute Type Condition Description
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating
party.
Consent-ID string Conditional | Shall be provided if the consent of the PSU has been provided
through the consent process as defined in [XS2A-COFC].
Otherwise not used.
Digest cp. Conditional | Is contained if and only if the "Signature" element is contained in
Section Error! the header of the request.
Reference
source not
found.
Signature cp Conditional | A signature of the request by the TPP on application level. This
Section Error! might be mandated by ASPSP.
Reference
source not
found.
TPP-Signature- | String Conditional | The certificate used for signing the request, In base64 encoding.
Certificate
Authorization | String Optional This field might be used in case where a consent was agreed
between ASPSP and PSU through an OAuth2 based protocol,
facilitated by the TPP.
Request body
Attribute Type Condition Description
cardNumber String n.a The request might be rejected If present.
account Account Mandatory | PSU’s account number.
Reference
payee Max70Text Optional The merchant where the card is accepted as an information to the
PSU.
instructedAmount | Amount Mandatory | Transaction amount to be checked within the funds check
mechanism.

Response code
The HTTP response code equals 200

Response header




Attribute Type Condition Description
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Response body

Attribute

Type Condition Description

fundsAvailable

Boolean Mandatory Equals "true" if sufficient funds are available at the time of the
request, "false" otherwise.

[Mpun nHTepnpeTupaHeTo Ha VickaHeTo 3a NoTBbpxXaeHMe Ha cpeacTBaTta 3a MHOro-BasnyTHU
CMETKM ce NpunaraT cnegHuTe npasuna:

[donbnHUTENeH HOMep Ha KapTa MOXe [ia OTroBaps Ha noA-cMmeTka (BanyTa).

AKO HsIMa HOMeEp Ha KapTaTa, HO ce cbabpxa NaoeHTndukaTopsbT Ha [lonssaTtens - no
nogpasbupaHe ce npoBepsiBa CMeTKaTa Ha KNMeHTa.

AKO HAMa HOMep Ha KapTaTa, HO ce cbabpxa WaoeHTudukatop Ha [llonssaTens,
NpeHTudukatopa Ha CmeTkaTta 1 Koa Ha BanyTaTa — NpoBepsiBa Ce HanMM4yHOCTTa Ha
cpencTBa B CbOTBETHATa Noa-CMeTKa.

Ako ce cbabpxaT Homepa Ha kapTaTa® u MoeHTudwukatopbT Ha noTpebuTenckara
CwmeTka - npoBepsiBa ce noA-cMeTkaTa, agpecvpaHa KbM KapTtara.

Ako HomepbT Ha kaptata* He e peructpupaH KbM nog-cmeTka, unn HomepbT Ha
KapTata® e permctpupaH KbM gpyra noga-cMeTka, TO HOMEpPbT Ha KapTaTta ce urHopvpa

M ce npoBepsaBa HANIMYHOCTTA MO CMEeTKaTa.

*Homep Ha kapTa He MOXe a ce nogasa B siBeH BUA. AKO He ce Mofi3Ba Macka 3a ToBa norie, 3asiBkata

MoOXXe Aa 6bae OTXBbprieHa.

Example
Request

POST https://api.testbank.com/vl/funds-confirmations
Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721
Date: Sun, 06 Aug 2017 15:02:37 GMT

{

"account": {"iban": "DE23100120020123456789"},
"instructedAmount": {"currency": "EUR", "amount": "123"}
}
Response
{"fundsAvailable": "true"}

11. CTpyKTypa Ha OCHOBHW NAaTEXKHU NPOAYKTU

CtaHgapTbT onpefens CTPyKTypuTe Ha nnaTexHuTe npoaykTu, Kouto TpsabBa na ce
nogabpxaT oT AMNYOC. Tpabea ga ce o6bpHe BHUMaHWE Ha hakTa Ye CTPYKTYpUTE Ha OCHOBHUTE
NpoayKTN 3a nrnawaHe Ha eBpOMnencKns nasap ca paswmpeHn C ueri CbBMECTUMOCT KbM MEeCTHUTE

cneumdukn.

11.1. EQuUHUYHO nnawaHe




11.1.1. Cmpykmypa 8 JSON chbopmam

. The following table gives an overview on the Bulgarian National
National standard . .
. standard generic defined JSON structures of standard payment
Single Payments .
products for single payments.
. instant-sepa-
sepa-credit- cross-border- . P
credit-
Data Element Type transfers transfers transfers
SCT non SEPA
(5¢T) ( ) (SCT Inst)
endToEndldentification Max35Text optional optional optional
debtorAccount (incl. type) Account optional optional optional
- P Reference P P P
debtorld Max35Text optional n.a. optional
. UltimateDebtor . .
ultimateDebtor optional n.a. optional
Type
instructedAmount (inc. Curr.) Amount mandatory mandatory mandatory
transactionCurrency * Currency Code n.a. n.a. n.a.
. Account
creditorAccount mandatory mandatory mandatory
Reference
creditorAgent BICFI optional optional optional
creditorAgentName ** Max140Text n.a. optional n.a.
creditorName Max70Text mandatory mandatory mandatory
creditorld Max35Text optional n.a. optional
creditorAddress Address optional mandatory optional
ultimateCreditor Max70Text optional n.a. optional
purposeCode* Purpose Code n.a. n.a. n.a.
Charge Bearer . .
chargeBearer g optional conditional n.a.
Code
remittancelnformationUnstructured | Max140Text optional optional optional
remittancelnformation Array of
n.a. n.a. n.a.
UnstructuredArray * Max140Text
remittancelnformationStructured * | Remittance n.a. n.a. n.a.
requestedExecutionDate * ISODate n.a. n.a. n.a.
requestedExecutionTime * ISODateTime n.a. n.a. n.a.
servicelevel SelpieafaT optional optional n.a
Code i P e

* MapkupaHume rnonema He ca rnpuoXumu 3a mekyuwama eepcusi Ha cmaHdapm BUCTPA, HO e 8b3MOXHO
Oa ce usnonseam e credsawu eepcuu

** Ampubymume ce nodasam cbC cmoliHocm camo 8 C/iy4aume, KO2amo CMemKama Ha rnosay4yamesns He e 8
IBAN ¢popmam u 3a baHkama Ha noayyamens He e npedocmaseH SWIFT BIC.

Account Reference

Attribute Type Condition Description

iban IBAN Conditional

bban BBAN Conditional payment accounts without IBAN
pan * String n.a.

maskedPan String Conditional




msisdn

String Conditional

currency

Currency Code | optional

* C uen onpocTaABaHe HA apXUTEKTYPHUTE pelueHns n3nckeanu ot PCI DSS, B Ta3u Bepcus Ha
CTaHAapTa, aTpubyT pan He ce M3nNoa3Ba.

Amount
Attribute Type Condition Description
currency Currency Code | Mandatory ISO 4217 code
content ES:Lne% Point Mandatory The decimal separator is a dot.

Address
Attribute Type Condition Description
street Max70Text Optional
buildingNumber String Optional
city String Optional
postalCode String Optional
country Country Code | Mandatory

Remittance

Attribute Type Condition Description
reference Max35Text Mandatory The actual reference
referenceType Max35Text Optional
referencelssuer Max35Text Optional

Ultimate Debtor Type

Attribute

Type Condition Description

Tax Type-Tax Id-Payment Category

e Tax Type (Tax Type Code) —
Mandatory, if position 13 in creditor
account is equal to "8".

e Taxld (9, 10 or 13 digits) —
Mandatory, if position 13 in creditor
account is equal to "8".

e Payment Category (6 digit code) —
May be used, if positions 13 and 14 in
creditor account are equal to "8" and
“4",

Max70Text conditional

Codes Table

Code attribute

Type Description

SEPA - Used for SEPA payment

URGP — Used for payments through RTGS System

SDVA — Used for Cross border CT. Payment must be executed
with same day value to the creditor.

Service Level Code String 4 letters | NEXT - Used for Cross border CT. Payment must be executed

with next working day value to the creditor

SPOT - Used for Cross border CT. Payment must be executed
with spot working day value to the creditor

INST — Used for instant payments (SEPA instant payments)




DEBT - Borne By Debtor

CRED - Borne By Creditor

SHAR - Shared In Credit Transfer context
SLEV - Used for SEPA payments

Charge Bearer Code String 4 letters

ElH / EGN - Personal ID
Tax Type Code String 3 letters | EMK / EIK - Corporate ID
JIHY / LNC - Foreign Person ID

Examples

1. SEPA credit transfer

Request Body

{
"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"chargeBearer": "SLEV",
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"creditorName": "Receiver Merchantl23",
"creditorAccount": {"iban": "DE23100120020123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

2. SEPA credit transfer (budget transfer)

Request Body

{
"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"creditorName": "Receiver TD NRA SOFIA",
"creditorAccount": {"iban": "BG47BNBG96668123456789"},
"ultimateDebtor": "EGN-9904281234-110000",
"remittanceInformationUnstructured": "Tax payment ZDDFL info"

3. SEPA credit transfer (instant transfer)

Request Body
{
"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"paymentType": {"Servicelevel" : "INST"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"creditorName": "Receiver Merchantl23",
"creditorAccount": {"iban": "BG96BGBK43210123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

4. SEPA credit transfer (with URGP marker for RTGS)

Request Body

{
"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},
“serviceLevel" : "URGP",
"creditorName": "Receiver Merchantl123",
"creditorAccount": {"iban": "BG96BGBK43210123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

5. Cross border credit transfer

Request Body with IBAN present on SPOT value date
{



"instructedAmount": {"currency": "USD", "amount": "123.50"},

"paymentType": "SPOT",

"chargeBearer": "SHAR",

"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorName": "Receiver Merchantl123",

"creditorAccount": {"iban": "TR73TURKBANK00000001234567890"},

"creditorAddress": {"country": "TR", "city": "Istanbul", "street": "Main Street 25"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

Request Body without IBAN and SWIFT BIC for Creditor Agent and NEXT value date

{

"instructedAmount": {"currency": "USD", "amount": "123.50"},

"paymentType": "NEXT",

"chargeBearer": "SHAR",

"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorAccount": {"bban": "0123456789"},

"creditorAgentName": "BANK Name of the Merchant, Turkey, Istanbul, 21 Central street",
"creditorName": "Receiver Merchantl23",

"creditorAddress": {"country": "TR", "city": "Istanbul", "street": "Main Street 25"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

6. Instant SEPA credit transfer

Request Body

{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorName": "Receiver Merchantl23",

"creditorAccount": {"iban": "BG96BGBK43210123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment"



11.1.2.

Cmpykmypa 8 XML 1SO20022 ko0

L BGN Budget |BGN Credit| SEPA Credit] Cross-
. DEREI GRS 59 Rl Description Transfer Transfer | Transfer |border CT

1 +<GrpHdr> [1..1] GroupHeader M M M M
1.1 ++<Msgld> [1..1] |Text Messageldentification M M M M
1.2 ++<CreDtTm> [1..1] | DateTime |CreationDateTime M M M M
13 ++<NbOfTxs> [1..1] |Text NumberOfTransactions M M M M
1.4 ++<CtrlSum> [0..1] |Quantity ControlSum M M M M
15 +<InitgPty> [1.1] |+ InitiatingParty Opt Opt Opt Opt
151 +++<Nm> [0..1] [Text Name Opt Opt Opt Opt
152 +H+<PstIAdr> [0..1] |+ PostalAddress Opt Opt Opt Opt
1521 +H+<StrtNm> [0..1] [Text StreetName Opt Opt Opt Opt
15.2.2 ++++<BldgNb> [0..1] |Text BuildingNumber Opt Opt Opt Opt
1523 +H++<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
1524 +H+<TwnNm> [0..1] [Text TownName Opt Opt Opt Opt
1525 +H++<Ctry> [0..1] |CodeSet Country Opt Opt Opt Opt
153 +H<ld> [0.1] | Identification Opt Opt Opt Opt

Organisation Identification

+

1534 1:1:2:5&2 [1.1] |¢ Or};(:ir\?::: [Itlj;i\]t;‘ication Opt Opt Opt Opt

<Prvtld>[1..1]+
2 +<Pmtinf> [1..%] Payment Information M M M M
21 ++<PmtInfld> [1..1] [Text IPdaeyr:Ttliiir:;Itri\;Zrmation M M M M
22 ++<PmtMtd> [1..1] [CodeSet Payment Method M M M M
2.4 +<PmtTpInf> [0..1] |+ Payment Type Information M n.a. n.a. n.a.
241 +++<CtgyPurp> [0..1] CategoryPurpose M n.a. n.a. n.a.
2411 ++++<Cd> [1..1] |Text Constant "GOVT" M n.a. n.a. n.a.
242 +++<Svclvl> [0.1] | Service Level Opt Opt Opt Opt
2421 +H++<Cd> [1..1] |CodeSet Code Opt Opt Opt Opt
25 ++<Dbtr> [1..1] [+ Debtor M M M M
251 +++<Nm> [0..1] [Text Name M M M M
252 +++<PstlAdr> [0..1] |+ PostalAddress M M M M
2521 +H++<StrtNm> [0..1] |Text StreetName Opt Opt Opt Opt
2522 ++++<BldgNb> [0..1] |Text BuildingNumber Opt Opt Opt Opt
2523 +H+<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
2524 +H+<TwnNm> [0..1] [Text TownName Opt Opt Opt Opt
2525 +H++<Ctry> [0..1] [CodeSet Country M M M M
253 +H<ld> [0..1] |+ Identification M M M M

Organisationldentification
2531 i:i:::ftl :)d>> [L-1] Or} P:i?;gtledlz ([elnt:llfll :ation M M M M

<Prvtld>[1..1]%
2.6 ++<DbtrAcct> [1..1] |+ DebtorAccount M M M M
26.1 +<Id> [1.1] [+ Identification M M M M
261.1 ++++<|BAN> [1..1] [ldentifierSet |IBAN M M M M




2.7 ++<DbtrAgt> [1.1] [+ DebtorAgent M M M M
271 +++<Finlnstnld> [1.1] [+ Finan'c?al Il.‘istitution M M M M

Identification
2711 ++++<BICFI> [0..1] |ldentifierSet |BICFI M M M M
2712 +++<Nm> [0..1] |Text Name M M M M
2713 +H++<PstIAdr> [0..1] [z PostalAddress Opt Opt Opt Opt
27131 +HHH<StrtNm> [0..1] [Text StreetName Opt Opt Opt Opt
27132 +++++<BldgNb> [0..1] [Text BuildingNumber Opt Opt Opt Opt
27133  |++++<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
27134 +H+H<TwnNm> [0..1] [Text TownName Opt Opt Opt Opt
27135 +H+++<Ctry> [0..1] [CodeSet Country BG BG BG BG
28 +<CdETrTXING [1.%] Credit Tr?nsferTra nsaction M M M M

Information
28.1 +++<Pmtld> [1..1] Paymentldentification M M M M
2811 ++H++<Instrid> [0..1] [Text Instructionldentification Opt Opt Opt Opt
2.8.1.2 ++++<EndToEndId> [0..1] [Text EndToEndldentification Opt Opt Opt Opt
282 +H<Amt> [1..1] [Text Amount M M M M
2.82.1 ++<InstdAmt Ccy="AAA"> [[1..1] [Amount InstructedAmount "BGN" "BGN" "EUR" M

ChargeBearer

DEBT BorneByDebtor
283 +++<ChrgBr> [0..1] |CodeSet s:ii‘:s;zgﬁfditor Opt Opt Opt M

Credit Transfer context

SLEV -in case of SEPApmnt
284 +++<CdtrAgt> [1.1] [+ CreditorAgent M M M M
2.84.1 ++++<FinInstnld> [1..1] |+ ::;Z:;:::t?;:tuuon M M M M
2.84.1.1 +++++<BICFI> [0..1] |ldentifierSet |BICFI M M M Opt
28412 +++++<Nm> [0..1] [Text Name M M M M
28413  |+++++<PstlAdr> [0.1] | PostalAddress Opt Opt Opt Opt
284131 |++++++<StrtNm> [0..1] |Text StreetName Opt Opt Opt Opt
284132 |++++++<BldgNb> [0..1] |Text BuildingNumber Opt Opt Opt Opt
284133 |++++++<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
284134 |++++++<TwnNm> [0..1] |Text TownName Opt Opt Opt Opt
284135 |++H+++<Ctry> [0..1] |CodeSet Country M M M M
285 +++<Cdtr> [0..1] |% Creditor M M M M
2.85.1 +++<Nm> [0..1] |Text Name M M M M
2852 ++++<PstIAdr> [0.1] |* PostalAddress M M M Opt
2.85.2.1 +HHH<StrtNm> [0..1] [Text StreetName Opt Opt Opt Opt
28522 +++++<BldgNb> [0..1] [Text BuildingNumber Opt Opt Opt Opt
28523  |+++++<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
2.85.2.4 +H+H<TwnNm> [0..1] [Text TownName Opt Opt Opt Opt
28525  |++H++<Ctry> [0..1] |CodeSet Country Opt Opt Opt Opt
286 +++<CdtrAcct> [0..1] |+ CreditorAccount M M M M
2.86.1 +HH+<Id> [1.1] | Identification M M M Opt
286.1.1 +++++<|BAN> [1..1] |ldentifierSet |IBAN M M M Opt
2.86.12 +++++<Othr> [1..1] Other n.a. n.a. n.a. Opt
286121 |+r++r<id> [1..1] |Text Identification n.a. n.a. n.a. Opt




252 +H=Tax: [0..1] Tax Opt n.a. n.a. n.a.
2881 ++<Dbtr= [0..1] Debtor Opt n.a. n.a. n.a.
18811 |+=Taxld= [0..1] |Text Taxldentification Cand n.a. n.a. n.a.
. TaxType
18812 |+++<TaxTp= [0.1]) |Text EGNIEIK_.-‘FNF Cand n.a. n.a. n.a.
28813 +HHHAuthstn= [0..1] Authorisation Opt n.a. n.a. n.a.
288131 [+H+HH<Nm> [0.1] [Text Name Opt n.a. n.a. n.a.
2882 ++++=Rrd= [0..%] Record Opt n.a. n.a. n.a.
28821 gy [@..1] |CodeSet Payment Category Opt n.a. n.a. n.g.
249 +++<Rmtinf [0..1] i‘i:r'::; E; M ¥ M M
28351 ++=lstrd= [@.%] |Text Unstructured MW I M M

11.2. lMepuoduyHo nnawaHe / [lMnawaHe ¢ 6 0ew, 8asabLOP

[NepuoduyHo nnawaHe - Request Body

AOMNYOC Ttpsbea ga nocoyn B cBodATa crneumdukaums ganu npmemMa 1o3v Bug nnawaHus.
CTpykTypaTa Ha Te3u nnailaHuvsi MOXe Oa BKN4Ba BCEkM tag Ha OCHOBHOTO nnawaHe (pasgen
11.1.1.) KaTO B AOMbJSIHEHNE CE N3MNON3BAT MapKkepuTe onnucaHu B pasgen 5.3.4.

[TnawaHe ¢ 60ewy sanbop - Request Body

AOMYOC tpsabea ga nocoun ganv npuvema To3M BuA nnawaHusa. CTpyKTypaTa Ha Tesmu
nnawaHus MoXe [a BKIYBa BCekun tag Ha OCHOBHOTO nnawaHe (pasgen 11.1.1.) kaTto B JonbIiHEHWE
ce mnsnonsea cneundpunyHma atpmbyT "requestExecutionDate" kato He3agbmkutTenHo none (optional)
BMecTO (n.a).

11.3. Macoeo nnauwiaHe

Tasu cneundpunkaumnsa npegnara pyHkums 3a macoso / rpynoso nnawaHe B JSSON kogmpaHe
KaTo He3agbIDKUTENHA KpanHa Touvka. PopmaTbT Ha MacOBOTO NnawaHe npeacTaBnsiBa Macue OT
eOVHNYHM NnawaHna, npeawecTBaH OT eduHHa nnaTtexHa MHdopmaumsa, npunoXxuma KbM BCSIKO
OTAEenHo nnawaHe B MacuBsa.

Condition
Optional

Data element Type
batchBookingPreferred String

Description

If this element equals true, the PSU prefers only one
booking entry. If this element equals false, the PSU prefers
individual booking of all contained individual transactions.
The ASPSP will follow this preference according to contracts
agreed on with the PSU.

debtorAccount (incl.
type)

Account
Reference

Mandatory

paymentinformationld

Max35Text

n.a.

Unique identification as assigned by the sending party to

unambiguously identify this bulk payment.

This attribute may be used by ASPSPs or communities as an
optional field.

Remark for Future: This attribute might be made
mandatory in the next version of the specification.

If contained, the payments contained in this bulk will be
executed at the addressed date. This field may not be used
together with the field requestedExecutionTime.

requestedExecutionDate | ISODate Optional




Data element Type Condition Description
requestedExecutionTime | ISODateTime | Optional If contained, the payments contained in this bulk will be
executed at the addressed Date/Time. This field may not be
used together with the field requestedExecutionDate.
payments Bulk Entry Mandatory | The Bulk Entry Type is a type which follows the JSON
formats for the supported products for single payments, see
Section 11.1, excluding the data elements
e debtorAccount,
e requestedExecutionDate,
e requestedExecutionTime.
These three data elements may not be contained in any
bulk entry.
Example
"batchBookingPreferred": true,
"debtorAccount": {"iban": "DE40100100103307118608"},
"requestedExecutionDate": "2018-08-01",
"payments":

[{JSON based payment initiation 1}, {JSON based payment initiation 2}]




12. NMopnwuc (Signatures)

Mpwn cny4ante B kouto AMNMYOC mnanucksa ot AIY ga ce npeacrasu ¢ undgpos nognuc (no
AeduHuummTe Ha [signHTTP]) B 6noka HTTP-Requests, nognuceT TpsibBa ga nokpmea M3bpoeHuTe no-
HaZosy U3UCKBAHUSA CbIMacHO UMM B JOMbIIHEHUE Ha cekumns 4 [signHTTP]

12.1. 3adwn/mkumenHa 3aznaeka “Digest”

Korato Y ce npeacrasm ¢ umdpoB nognuc, 3agbimkutenHo Tpsabea aa skntoun n Digest
3arnaeka no geduHuumara Ha [REC3230]. Ta tpabea fa cbabpxa wudpupar (Hash) H13, nauncnen
OT TAMNOTO Ha cbobLeHneTo. AKo cbobLleHneTo He cbabpxa Tano (body), Digest 3arnaskaTa TpsibBa
Aa cbabpxa xewa (hash) Ha npa3HOTO CbobLLeHNe. ANropUTMUTE, KOUTO MoraT a 6baaT N3non3BaHu
3a n3uucnsasaHe Ha Digest B koHTekcTa Ha Tas3u cneundukaumsa, ca SHA-256 n SHA-512, kakto e
nedmHnpaHo B [RFC5843].

12.2. U3uckeaHusi 8 3a2naska “Signature”

Kakto e pecmHumpaHo B Cekumsa 4, 3arnaska "Signature / Moanuc" Tpsibea ga npucbhctea
3agbmxkutenHo. CTpykTypaTta Ha 3arnaskaTa Ha "llognuc” e gedmHnpana B [signHTTP], cekuuns
4.1.2.2, a B cneagBawaTta tabnuua ca n3bpoeHun n3nckBaHnATa KbM 3arnaBkarta "Signature” ot
[signHTTP] n gonbnHuUTENHUTE U3NCKBaHUs, cneundundHn 3a PSD2-uHtepdeiica.

Elements of the "Signature" Header

Element | Type Condition Requirement Error! Reference Additional Requirement
source not found.

keyld String | Mandatory | The keyld field is a string that the Serial Number of the TPP's certificate
server can use to look up the included in the "TPP-Signature-
component they need to validate the | Certificate" header of this request.
signature. It shall be formatted as follows:

keyld="SN=XXX,CA=YYYYYYYYYYYYYYYY"
where “XXX" is the serial number of the
certificate in hexadecimal coding given
in the TPP-Signature-Certificate-Header
and "YYYYYYYYYYYYYYYY" is the full
Distinguished Name of the Certification
Authority having produced this
certificate.



https://tools.ietf.org/html/rfc3230
https://www.rfc-editor.org/rfc/rfc5843.txt

Elements of the "Signature" Header

Element Type Condition Requirement Error! Reference
source not found.

Additional Requirement

Algorithm | String | Mandatory | The "Algorithm" parameter is used
(Optional in | to specify the digital signature
[signHTTP]) | algorithm to use when generating
the signature. Valid values for this
parameter can be found in the
Signature Algorithms registry located
at
http://www.iana.org/assignments/si
gnature-algorithms and MUST NOT
be marked "deprecated". It is
preferred that the algorithm used by
an implementation be derived from
the key metadata identified by the
'keyld' rather than from this field.
[...]The 'algorithm' parameter [..] will
most likely be deprecated in the
future.

Mandatory

The algorithm must identify the same
algorithm for the signature as described
for the TPP's public key (Subject Public
Key Info) in the certificate (Element
"TPP-Signature-Certificate") of this
Request.

It must identify SHA-256 or SHA-512 as
Hash algorithm.

Headers String | Mandatory | The "Headers" parameter is used to
(Optional in | specify the list of HTTP headers
[signHTTP]) | included when generating the
signature for the message. If
specified, it should be a lowercased,
quoted list of HTTP header fields,
separated by a single space
character. If not specified,
implementations MUST operate as if
the field were specified with a single
value, the ‘Date” header, in the list
of HTTP headers. Note that the list
order is important, and MUST be
specified in the order the HTTP
header field-value pairs are
concatenated together during
signing.

Mandatory.
Must include

e 'digest",

e "x-request-id",
Must conditionally include

e "psu-id", if and only if "PSU-ID"
is included as a header of the
HTTP-Request.

e "psu-corporate-id", if and only if
"PSU-Corporate-ID" is included
as a header of the HTTP-
Request.

o '"tpp-redirect-uri", if and only if
"TPP-Redirect-URI" is included
as a header of the HTTP-
Request.

No other entries may be included.

Remark: It is intended to introduce a
new http header in a coming version.
This new header shall indicate the
creation date of a request on the side of
the TPP. This new header shall also to
be included in this "Headers" element.




Elements of the "Signature" Header
Element Type Condition Requirement Error! Reference Additional Requirement
source not found.
Signature | String | Mandatory | The "signature" parameteris a base | [No additional Requirements]
64 encoded digital signature, as
described in RFC 4648 [RFC46438],
Section 4. The client uses the
“algorithm™ and “headers’ signature
parameters to form a canonicalised
“signing string’. This “signing string’ is
then signed with the key associated
with “keyld" and the algorithm
corresponding to “algorithm’. The
‘signature’ parameter is then set to
the base 64 encoding of the
signature.

Example

Korato MY m3npauwia 3aseka 6e3 nognuc (np.1 B pasgen 5.3.1), Ta narnexaa taka:

Request

POST https://api.testbank.com/vl/payments/sepa-credit-transfers

Content-Encoding: gzip

Content-Type: application/json

X-Request—-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7721

PSU-IP-Address: 192.168.8.78

PSU-ID: PSU-1234

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0

TPP-Redirect-URI:
https%$3A%2F%2Fclient%2Eexample%2Ecom%2Fcb&code Cchallenge Mmethod="S256"

Date: Sun, 06 Aug 2017 15:02:37 GMT

Request Body
{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"paymentType": {"Servicelevel" : "URGP"},

"creditorName": "Receiver Merchantl23",

"creditorAccount": {"iban": "BG96BGBK43210123456789"},
"remittanceInformationUnstructured": "Ref Number Merchant"

}
TAnNoTo Ha CbOOLLEHNETO 3a MHULMMPAHE Ha NNnaljaHe MoXe Ja Ce WU3YUCIN Mo MeTon
Base64 B cumBOneH HU3:

ewOKImluc3RydWNOZWRBbWI1bnQiOiB7ImNl1cnJlbmNS5IjogIkJHTiIsICJIjb250ZW50IjogIljEyMy41MCJI9LAOKT
mR1YNRvckFjY¥Y291bnQiOiB7ImliYW4i0iAiQkcOSNEJBTksxMJMOMTIzZNDU2Nzg5MCJIJOLAOKInBheWl1bnRUeXB11]j
p7I1NlcnZpY2VMZXZ1bCIgOiAiVVIHUCIILAOKIMNYZWRpdGIyTMFtZSI6ICISZWNlaxXZ1ciBNZXJjaGFudDEyMy I
sDQ0iY3J12G1l0b3JBY2NvdW50IjogeyIpYmFuljogIkJHOTZCROJLNDMyMTAXMIMONTY30Dk1 fSwNC1iJyZWlpdHRh
bmN1SW5S5mb3JtYXRpb25VbnNOcnVjdHVYZWQiO01iAIiUmVmIES1bWJI1ciBNZXJjaGFudCINCnO=

Example
Korato AIMY mn3npalua cbuaTa 3asBka ¢ noanuc rsa-sha256

TanoTo Ha cbobLWEHNETO 3a MHMLMMPAHE Ha NnallaHe TpsibBa Aa 6bae Nnpen3vmncreHo no
anroputbm SHA-256 B kpuntnpaH cumeoneH H13 (hash):

6dea20996b11661£0d41e6£fb4c97£7118£db91b9%1e7e269744962%ae9£21fe36


https://www.ietf.org/rfc/rfc4648.txt

1 cnep ToBa Ton Aa 6bae npeusdncneH no metoq Base64 kato cumBorneH HK3 3a Digest:
NmRIYTIwWOTk2YJEXNjYxZjBkNDF1INmMZiNGM5ON2Y3MTE4ZmRiIOTFiOTFIN2UyNGk3NDOSNJISYWUSZjIxZmUzNg==
ToraBa 3agBkaTa 3a MHUUUUPaHe Ha NnallaHe e uMma cnegHusa Bua:

Request

POST https://api.testbank.com/vl/payments/sepa-credit-transfers

Content-Encoding: gzip

Content-Type: application/json

X-Request—-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1f7721

PSU-IP-Address: 192.168.8.78

PSU-ID: PSU-1234

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0

TPP-Redirect-URI:
https%$3A%2F%2Fclient%2Eexample%2Ecom%2Fcb&code Cchallenge Mmethod="S256"

Date: Sun, 06 Aug 2017 15:02:37 GMT

Digest: SHA-256=
NmR1YTIwOTk2YJEXN]YxZjBkNDF1NmZiNGM5N2Y3MTE4ZmRiOTFiOTF1IN2UyNjk3NDQSNJISYWUS5ZF IxZmUzNg==

Signature:
keyId="SN=9FAl, CA=CN=D-TRUST%$20CA%202-1%202015,0=D-Trust%$20GmbH, C=DE",
algorithm="rsa-sha256",
headers="Digest X-Request-ID PSU-ID TPP-Redirect-URI Date",
signature="Base64 (RSA-SHA256 (
ODASOTZKNWJImZTU3NDJjMDh1ZDk2YTY5MmJI1Y2NIMGI SNDZKkNGM4ANG I2MWZkMTBkNTE3ZTc5N2 I yOGEWN2QzzQ==) ) "

TPP-Signature-Certificate: TPP's eIDAS Certificate

{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"paymentType": {"Servicelevel" : "URGP"},

"creditorName": "Receiver Merchantl23",

"creditorAccount": {"iban": "BG96BGBK43210123456789"},
"remittanceInformationUnstructured": "Ref Number Merchant"

}

- Kpuntupanus Tekct (hash) ce npensdncnsea no metoa Base64 B cumBoneH HK3 3a Digest:
NmR1YTIWOTk2YJExXN]YxZjBkNDF1NmZiNGM5N2Y3MTE4ZmRiOTFiOTF1IN2UyNjk3NDQ5NJISYWU5Z) IxZmUzNg==

- Heobxoanmute napameTpu 3a obpasyBaHe Ha NOANUC ca CreaHUTE:
Digest: SHA-256
X-Request-ID:
PSU-ID:
TPP-Redirect-URI:
Date: Sun, 06 Aug 2017 15:02:37 GMT

- CToMHOCTUTE Ha NapamMeTpuTe CbOTBETHO ca:

NmR1IYTIWOTk2YJExXN]YxZJBKNDF1INmMZiNGM5N2Y3MTE4ZmRiIOTFiOTF1IN2UyNJk3NDQSNJISYWULSZ)IxXxZmUzNg==
99391c7e-ad88-49%ec-a2ad-99ddcbl1£f7721

PSU-1234

https%$3A%2F%2Fclient%2Eexample%2Ecom%2Fcb&code Cchallenge Mmethod="S256"

Sun, 28 Jan 2018 16:45:37 GMT

- 3a HM3BLT OT CTOMHOCTKN Ha NapamMeTpu ce nadmcnasa hash no metoga SHA-256:
80996d5bfe5742c08ed96a692beccc0b946d4c86261£fd10d517e797028a07d3e

- CTtonHocTTa Ha kKogupanus (hash) cumBonHus HM3 B SHA-256 0THOBO ce npeobpa3syBa B

ko Baseb4:
ODASOTZKNWJImMZTU3NDJIJMDh1ZDk2YTY5MmJI1Y2NJMGIS5NDZKNGMANGI2MWZKkMTBkNTE3ZTc5N2IyOGEWN2Qz ZQ==



13. WsucksaHua npu nsnonssaHe Ha OAuth2 metopg Ha 3YU
Requirements on the OAuth2 Protocol

M3nonssaHeTo Ha APl 3a OAuth2 npotokon e aeduHmpano B [RFC 6749]. To3n npoTokon
MOXe da ce m3nonaea no m3bop. B T03n pasgen ca onpegeneHn OONbIHUTENHU U3UCKBaHUSA 3a
npoTOKonNa.

N3unckBaHuaTa 3a obmeH Ha aaHHn mexay OMY n OAuth Server Ha [MYOC ca ngeHTn4Hmn
C N3nckBaHuATa 3a 0O6MeH Ha gaHHn mexay AOMY n untepdenca Joctovn go cmetka (Pasgen 3).

OT1roBopbT OT TMN “code, KaKTO WM paspellaBalimTe Tunose "aBTOpu3auMoHeH kog /
authorization_code" 1 "akTyanuaaumsa Ha TOKbH / refresh_token" ce npenopbyBaT OT Ta3u cneundukaums.

Ot ANYOC ce n3ncksa ga npegoctass Ha ATY KOHGUrypaunoHHM gaHHW, CbOTBETCTBALUM
Ha cneundukaumata "OAuth 2.0 Authorization Server Metadata".

13.1. 3asieka 3a aemopu3auyusi (Authorization Request)
B "3agaBka 3a aBTopusauus" Ha LOIMY kbM aBTOpu3aumoHHmMsa cbpBbp Ha AMNYOC ca
AedUHUPaHM crnegHnTe napameTpu:

Query Parameters

Attribute Condition Description
response_type Mandatory | “code” is recommended as response type.
client_id Mandatory | organizationldentifier as provided in the elDAS certificate. The

organizationldentifier attribute shall contain information using the following
structure in the presented order:

- "PSD" as 3-character legal person identity type reference;

- 2 character ISO 3166 country code representing the NCA country;

- hyphen-minus "-“ and

- 2-8 character NCA identifier (A-Z uppercase only, no separator)

- hyphen-minus "-" and

- PSP identifier (authorization number as specified by NCA).

scope Mandatory | PIS: The scope is the reference to the payment resource in the form
“PIS:<paymentld>".

AIS: The scope is the reference to the consent resource for account access in
the form “AlS:<consentld>"

PIIS: The scope is the reference to the consent resource for granting consent
to confirmation of funds in the form "PIIS:<consentld>".

Note: The resource ids chosen by the ASPSP need to be unigue to avoid
resource conflicts during the SCA process.

state Mandatory | A dynamical value set by the TPP and used to prevent XSRF attacks.

redirect_uri Mandatory | The URI of the TPP where the OAuth2 server is redirecting the PSU after the
authentication.

code_challenge Mandatory | PKCE challenge according to cryptographic RFC 7636
(https://tools.ietf.org/html/rfc7636) used to prevent code injection attacks.

code_challenge_method Optional Code verifier transformation method, is “S256” or “plain”. “S256” is

recommended by this specification.

Example

GET /authorise?response type=code&client id="PSDES-BDE-3DFD21" &

scope=ais%$3Al234-wertig-983+offline access&

state= S8NJ7ugk5fY4EJjNvP G FtyJubpUsvH9])sYni9dMAJwé&

redirect uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcbé&

code challenge method="S256"

code challenge=5c305578£8£f19b2dcdb6c3c955c0aa70978259004642eb890b97€43917cd0£36 HTTP/1.1
Host: api.testbank.com


https://www.ietf.org/rfc/rfc6749.txt

13.2. Omeoeop 3a aemopu3sayusi (Authorization Response) ce cbcmou om csiedHuUme
O0aHHU

HTTP Response Code 302

Query Parameters

Attribute Condition Description
Location: Mandatory |redirect URI of the TPP
code Mandatory |Authorization code
state Mandatory |Same value as for the request.
Example

HTTP/1.1 302 Found

Location: https://client.example.com/cb
?code=Splx10BeZQQYbYS6WxSbIA
&state=S8NJ7ugk5£fY4EjNvP G FtyJubpUsvH9]jsYni9dMAJw

13.3. 3asieka 3a mokbH (Token Request)

AOMY wnsnpawa 3asBka ¢ POST Ao kpanvHaTa To4yka “TOKbH”, 3@ Aa pa3MeHun Koga 3a
aBTOpM3auUus, NpegoCTaBeEH B OTFTOBOP Ha aBTopM3auusTa 3a AOCTbM C TOKbH Uy 3a OOHOBsIBaHE Ha
TOKbH. MI3anonaBaT ce cnegHuTe napameTpu:

Request Parameters

Attribute Condition Description

grant_type Mandatory | "authorisation_code" is recommended as response type.

client_id Mandatory | cp. Definition in Section Error! Reference source not found.

code Mandatory | Authorisation code from the authorisation response

redirect_uri Mandatory | the exact uri of the TPP where the OAuth2 server redirected the user agent to
for this particular transaction

code_verifier Mandatory | PKCE verifier according to cryptographic RFC 7636
(https://tools.ietf.org/html/rfc7636) used to prevent code injection attacks.

Example

POST /token HTTP/1.1

Host: https://api.testbank.com

Content-Type: application/x-www—form-urlencoded

client id="PSDES-BDE-3DFD21"

&grant type=authorisationCode

&code=Splx10BeZQQYbYSO6WxSbLIA

&redirect uri= https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

&code verifier=7814hj4hjai87qqhjz9hahdeu9qu771367647864676787878

ArY ce yooctoBepsiBa No BpeMme Ha Tasn 3asska, kato nsnonssa "OAuth 2.0 Mutual TLS
Client Authentication and Certificate Bound Access Tokens" 3aegHo cbc cepTudukaTta my no elDAS.

13.4. Omeogop om mokbH (Token response)
AMYOC usnonssa B OTroBOpa cu cnegHUTe napameTpu

Response Parameters



Attribute Condition | Description

access_token | Mandatory | Access Token bound to the scope as requested in the authorisation request and
confirmed by the PSU.

token_type Mandatory | Set to "Bearer"

expires_in Optional The lifetime of the access token in seconds
refresh_token | Optional Refresh Token, which can be utilised to obtain a fresh access tokens in case the
previous access token expired or was revoked. Especially useful in the context of AlS.
scope Mandatory | the scope of the access token
Example

HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-store
Pragma: no-cache
{
"access token": "SI1AV3Z2hkKG",
"token type": "Bearer",
"expires_in": 3600,
"refresh token": "tGzv3JokFOXG5Qx2T1KWIA"
"scope": "exampleScope"

13.5. O6HoesieaHe Ha mun pa3peweHue ¢ mokbH (Refresh Token Grant Type)

AOMYOC moxe ga nsgane HOB TUN pa3peLleHne ¢ TOKbH Mo CBOe yCMOoTpeHue, Hanp. ako Ay
n3nonsea CTaHgapTHaTa CTOMHOCT Ha obxeaTa "offline_access" nnun ako nHankaTopa 3a NOBTOPEHME
" recurringlndicator" e HacTpoeH Ha "true".

13.6. 3asieku API (API request)

Mpu nanonssaHe Ha noaxod Ha 3YW OAuth, nocneasawmTe 3asBkM 3a NPUNOXHUSA NpOrpameH
nHTepgenc (API) ce paspewasat 4vpe3 cboTBeTHUA OAuth Access Token. [JOCTbNBT C TOKbH Ce
nanpawia o npunoxHusa nporpameH nHrepgenc (API), kato ce nsnonsea 3arnaskata "Authorization"
n "BEARER", kakTo € aedomHmnparo B RFC 6750.

CnepBa npumep 3a 3asaBka 3a API
GET /vl/payments/sepa-credit-transfers/1234-wertigq-983/status HTTP/1.1
Host: https://api.testbank.com
Authorization: Bearer S1AV32hkKG


https://tools.ietf.org/html/rfc6750

14. Tunose AaHHU W KOHCTPYKLMKM (Complex Data Types and Code Lists)

B cnepgpawure Ta6J'Il/ILI,I/I ce CbabpixKaTt ,D,e(bVIHVILI,VIVI Ha KOHCTpyunpaHm Tunoee [JaHHU
M3nosi3BaHn B CEKUNUTE Ha NapaMeTpuTe B TO3N OJOKYMEHT

14.1. PSU Data

Attribute Type Condition Description
password String Conditional |Contains a password in plaintext.
encrypted String Conditional |Is used when a password is encrypted on application level.
Password
additional String Conditional | Contains an additional password in plaintext
Password
additional String Conditional |Is provided when the additional password is used and is
Encrypted encrypted on application level.
Password
14.2. TPP Message Information
Attribute Type Condition Description
category String Mandatory Only "ERROR” or "WARNING" permitted
code Message Mandatory
Code
path String Conditional
text Max500Text Optional Additional explaining text.
14.3. Amount
Attribute | Type Condition | Description
currency | Currency Mandatory | I1SO 4217 Alpha 3 currency code
Code
amount String Mandatory | The amount given with fractional digits, where fractions must be compliant

to the currency definition. Up to 14 significant figures. Negative amounts
are signed by minus.

The decimal separator is a dot.

Example: Valid representations for EUR with up to two decimals are:

e 1056
o 5768.2
e -150
e 5877.78
14.4. Address
Attribute Type Condition Description
streetName Max70text Optional




buildingNumber String Optional
townName String Optional
postalcode String Optional
country Country code | Mandatory
14.5. Remittance
Attribute Type Condition Description
reference Max35text Mandatory | The actual reference.
referenceType Max35text Optional
referencelssuer Max35text Optional
14.6. Links
Attribute Typ | Conditio | Description
e n
scaRedirect href | Optional | A link to an ASPSP site where
Type SCA is performed within the
Redirect SCA approach.
scaOAuth href | Optional | The link refers to a JSON
Type document specifying the OAuth
details of the ASPSP’s
authorisation server. JSON
document follows the definition
givenin
https://tools.ietf.org/html/draft
-ietf-oauth-discovery.
confirmation href | Optional | "confirmation": Might be added
Type by the ASPSP if either the

"scaRedirect" or "scaOAuth"
hyperlink is returned in the
same
response message. This
hyperlink defines the URL to the
resource which needs to be
updated with
e aconfirmation code as
retrieved after the plain
redirect authentication
process with the ASPSP
authentication server or
e an access token as
retrieved by submitting
an authorization code
after the integrated
OAuth based



https://tools.ietf.org/html/draft-ietf-oauth-discovery
https://tools.ietf.org/html/draft-ietf-oauth-discovery

Attribute

Typ

Conditio
n

Description

authentication process
with the ASPSP
authentication server.

startAuthorisation

href
Type

Optional

A link to an endpoint, where the
authorisation of a transaction
or the authorisation of a
transaction cancellation shall be
started. No specific data is
needed for this process start.

startAuthorisationWith Psuldentification

href
Type

Optional

The link to an endpoint where
the authorisation of a
transaction or of a transaction
cancellation shall be started,
where PSU identification shall
be uploaded with the
corresponding call.

updatePsuldentification

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by the PSU
identification if not delivered
yet.

startAuthorisationWith ProprietaryData

href
Type

Optional

A link to the endpoint, where
the authorisation of a
transaction or of a transaction
cancellation shall be started,
and where proprietary data
needs to be updated with this
call. The TPP can find the scope
of missing proprietary data in
the ASPSP documentation.

The usage of this hyperlink is
not further specified in the
specification but is used
analogously to e.g. the
startAuthorisation
withPsuldentification hyperlink.

updateProprietaryData

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by the
proprietary data.

startAuthorisationWith PsuAuthentication

href
Type

Optional

The link to an endpoint where
the authorisation of a
transaction or of a transaction
cancellation shall be started,




Attribute

Typ

Conditio
n

Description

where PSU authentication data
shall be uploaded with the
corresponding call.

updatePsuAuthentication

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by a PSU
password and eventually the
PSU identification if not
delivered yet.

updateAdditionalPsuAuthentication

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by an
additional PSU password.

startAuthorisationWithEncrypted
TransactionAuthorisation

href
Type

Optional

The link to an endpoint where
the authorisation of a
transaction or of a transaction
cancellation shall be started,
where encrypted PSU
authentication data shall be
uploaded with the
corresponding call.

updateEncryptedPsuAuthentication

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by an
encrypted PSU password and
eventually the PSU
identification if not delivered
yet.

updateAdditionalEncryptedPsuAuthentication

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by an
additional encrypted PSU
password.

startAuthorisationWithAuthenticationMethodSelectio
n

href
Type

Optional

This is a link to and endpoint
where the authorisation of a
transaction or of a transaction
cancellation shall be started,
where the selected SCA method
shall be uploaded with the
corresponding call.

selectAuthenticationMethod

href
Type

Optional

This is a link to a resource,
where the TPP can select the
applicable second factor




Attribute

Typ

Conditio
n

Description

authentication methods for the
PSU, if there were several
available authentication
methods.

startAuthorisationWith
AuthenticationMethodSelection

href
Type

Optional

This is a link to and endpoint
where the authorisation of a
transaction or of a transaction
cancellation shall be started,
where the selected SCA method
shall be uploaded with the
corresponding call."

startAuthorisationWithTransactionAuthorisation

href
Type

Optional

A link to an endpoint, where an
authorization of a transaction
or a cancellation can be started,
and where the response data
for the challenge is uploaded in
the same call for the
transaction authorization or
transaction cancellation at the
same time in the Embedded
SCA Approach.

authoriseTransaction

href
Type

Optional

The link to the payment
initiation or consent resource,
where the "Transaction
Authorisation"Request" is sent
to. This is the link to the
resource which will authorise
the payment or the consent by
checking the SCA authentication
data within the Embedded SCA
approach.

self

href
Type

Optional

The link to the payment
initiation resource created by
the request itself.

This link can be used later to
retrieve the transaction status
of the payment initiation.

status

href
Type

Optional

Status of the resource.

scaStatus

href
Type

Optional

A link to retrieve the status of
the authorisation or
cancellation-authorisation sub-
resource.

account

href
Type

Optional

A link to the resource providing
the details of one account




Attribute

Typ | Conditio | Description

e n
balances href | Optional | A link to the resource providing
Type the balance of a dedicated
account.
transactions href | Optional | Alink to the resource providing
Type the transaction history of a

dedicated account.

cardAccount href | Optional | Alink to the resource providing
Type the details of one card account.

cardTransactions href | Optional | A link to the resource providing
Type the transaction history of a

dedicated card account.

transactionDetails

href | Optional | Alink to the resource providing
Type details of a dedicated
transaction.

first href | Optional | Navigation link for paginated
Type account reports.

next href | Optional | Navigation link for paginated
Type account reports.

previous href | Optional | Navigation link for paginated
Type account reports.

last href | Optional | Navigation link for paginated
Type account reports.

download href | Optional | Download link for huge AIS data
Type packages.

cardAccount href | Optional | Alink to the resource providing
Type the details of one card

account."

cardTransactions href | Optional | Alink to the resource providing

Type the transaction history of a

dedicated card account.

14.7. href Type

Attribute Type Condition | Description
href String Mandatory
14.8. Authentication Object
Attribute Type Condition Description
authenticationType Authentication | Mandatory | Type of the authentication method.
Type
authenticationVersion String Conditional | Depending on the "authenticationType". This version can

be used by differentiating authentication tools used within
performing OTP generation in the same authentication
type. This version can be referred to in the ASPSP’s
documentation.




Attribute Type Condition Description

authenticationMethodld | Max35Text Mandatory | An identification provided by the ASPSP for the later
identification of the authentication method selection.

name String Mandatory | This is the name of the authentication method defined by
the PSU in the Online Banking frontend of the ASPSP.
Alternatively this could be a description provided by the
ASPSP like "SMS OTP on phone +49160 xxxxx 28".
This name shall be used by the TPP when presenting a list
of authentication methods to the PSU, if available.

explanation String Optional detailed information about the SCA method for the PSU

14.9. Authentication Type

Name Description

SMS_OTP An SCA method, where an OTP linked to the transaction to be authorized is sent to the PSU
through a SMS channel.

CHIP_OTP An SCA method, where an OTP is generated by a chip card, e.g. an TOP derived from an
EMV cryptogram. To contact the card, the PSU normally needs a (handheld) device. With
this device, the PSU either reads the challenging data through a visual interface like
flickering or the PSU types in the challenge through the device key pad. The device then
derives an OTP from the challenge data and displays the OTP to the PSU.

PHOTO_OTP An SCA method, where the challenge is a QR code or similar encoded visual data which can
be read in by a consumer device or specific mobile app.

The device resp. the specific app than derives an OTP from the visual challenge data and
displays the OTP to the PSU.

PUSH_OTP An OTP is pushed to a dedicated authentication APP and displayed to the PSU.

SMTP_OTP An OTP is sent via email to the PSU.

14.10. Challenge
Attribute Type Condition Description
image String Optional |PNG data (max. 512 kilobyte) to be displayed to the PSU,
Base64 encoding, cp. [RFC 4648].
This attribute is used only, when PHOTO_OTP or CHIP_OTP
is the selected SCA method.
data Array of | Optional |A collection of challenge data
Strings

imagelink String Optional |A link where the ASPSP will provides the challenge image for

the TPP.

otpMaxLength Integer | Optional |The maximal length for the OTP to be typed in by the PSU.

otpFormat String Optional |The format type of the OTP to be typed in. The admitted

values are “characters” or “integer”.

additional Information | String Optional |Additional explanation for the PSU to explain e.g. fallback

mechanism for the chosen SCA method. The TPP is obliged
to show this to the PSU.




14.11. Message Code

The permitted message error codes and related http response codes are listed below.

14.11.1.  Service unspecific HTTP Error Codes

Message Code HTTP Description

Response
Code

CERTIFICATE_INVALID 401 The contents of the signature/corporate seal certificate are not
matching PSD2 general PSD2 or attribute requirements.

ROLE_INVALID 401 The TPP does not have the correct PSD2 role to access this
service.

CERTIFICATE_EXPIRED 401 Signature/corporate seal certificate is expired.

CERTIFICATE_BLOCKED 401 Signature/corporate seal certificate has been blocked by the
ASPSP.

CERTIFICATE_REVOKED 401 Signature/corporate seal certificate has been revoked by QSTP.

CERTIFICATE_MISSING 401 Signature/corporate seal certificate was not available in the
request but is mandated for the corresponding.

SIGNATURE_INVALID 401 Application layer elDAS Signature for TPP authentication is not
correct.

SIGNATURE_MISSING 401 Application layer elDAS Signature for TPP authentication is
mandated by the ASPSP but is missing.

FORMAT_ERROR 400 Format of certain request fields are not matching the XS2A
requirements. An explicit path to the corresponding field might
be added in the return message.

This applies to headers and body entries. It also applies in cases
where these entries are referring to erroneous or not existing
data instances, e.g. a malformed IBAN.

PARAMETER_NOT_CONSISTENT 400 Parameters submitted by TPP are not consistent. This applies
only for query parameters."

PARAMETER_NOT_SUPPORTED 400 The parameter is not supported by the API provider. This code
should only be used for parameters that are described as
"optional if supported by API provider."

PSU_CREDENTIALS_INVALID 401 The PSU-ID cannot be matched by the addressed ASPSP or is
blocked, or a password resp. OTP was not correct. Additional
information might be added.

SERVICE_INVALID 400 (if The addressed service is not valid for the addressed resources

payload) or the submitted data.
405 (if HTTP
method)

SERVICE_BLOCKED 403 This service is not reachable for the addressed PSU due to a
channel independent blocking by the ASPSP. Additional
information might be given by the ASPSP.

CORPORATE_ID_INVALID 401 The PSU-Corporate-ID cannot be matched by the addressed

ASPSP.

CONSENT_UNKNOWN

403 (if path)

The Consent-ID cannot be matched by the ASPSP relative to the

400 (if header) | TPP.
CONSENT _INVALID 401 The consent was created by this TPP but is not valid for the
addressed service/resource.
CONSENT_EXPIRED 401 The consent was created by this TPP but has expired and needs

to be renewed.




Message Code HTTP Description
Response
Code

TOKEN_UNKNOWN 401 The OAuth2 token cannot be matched by the ASPSP relative to
the TPP.

TOKEN_INVALID 401 The OAuth2 token is associated to the TPP but is not valid for
the addressed service/resource.

TOKEN_EXPIRED 401 The OAuth2 token is associated to the TPP but has expired and
needs to be renewed.

RESOURCE_UNKNOWN 404 (if The addressed resource is unknown relative to the TPP.
account-id in An example for a payload reference is creating a signing basket
path) with an unknown resource identification.

403 (if other
resource in
path)

400 (if
payload)

RESOURCE_EXPIRED 403 (if path) The addressed resource is associated with the TPP but has
400 (if expired, not addressable anymore.
payload)

RESOURCE_BLOCKED 400 The addressed resource is not addressable by this request,

since it is blocked e.g. by a grouping in a signing basket.

TIMESTAMP_INVALID 400 Timestamp not in accepted time period.

PERIOD_INVALID 400 Requested time period out of bound.

SCA_METHOD_UNKNOWN 400 Addressed SCA method in the Authentication Method Select
Request is unknown or cannot be matched by the ASPSP with
the PSU.

SCA_INVALID 400 Method Application on authorisation resource (e.g.
Confirmation Request) blocked since SCA status of the resource
equals "failed".

STATUS_INVALID 409 The addressed resource does not allow additional

authorisation.

14.11.2.  PIS specific error codes
Message Code HTTP Description
Response
Code

PRODUCT_INVALID 403 The addressed payment product is not available for the
PSU .

PRODUCT_UNKNOWN 404 The addressed payment product is not supported by the
ASPSP.

PAYMENT_FAILED 400 The payment initiation POST request failed during the
initial process. Additional information may be provided by
the ASPSP.

REQUIRED_KID_MISSING 401 The payment initiation has failed due to a missing KID. This
is a specific message code for the Norwegian market,
where ASPSP can require the payer to transmit the KID.

EXECUTION_DATE_INVALID 400 The requested execution date is not a valid execution date
for the ASPSP.

CANCELLATION _INVALID 405 The addressed payment is not cancellable e.g. due to cut
off time passed or legal constraints.




Message Code

HTTP
Response
Code

Description

EXECUTION_DATE_INVALID

400

The requested execution date is not a valid execution date
for the ASPSP.

CANCELLATION_INVALID

405

The addressed payment is not cancellable e.g. due to cut
off time passed or legal constraints.

BENEFICIARY_WHITELISTING_REQUIRED

201

Only used in responses to a Payment Initiation Request
(see Section 5.3).

Indicates that in order to execute the payment, the PSU
needs to explicitly add the beneficiary to a credit transfer
whitelist via a banking channel.

FUNDS_NOT_AVAILABLE

202

Only used in responses to a Get Transaction Status Request
(see Section 5.4) or a Get Payment Request (see Section
5.4) in case of "transactionStatus"="RJCT".

Indicates that the reason for rejecting the payment is that
the required funds have been found to be not available for
the specific (e.g due to missing funds or due to configured
limits) during processing after the initial acceptance of the
payment initiation.

CONTENT_INVALID

200

Only used in responses to a Get Transaction Status Request
(see Section 5.4) or a Get Payment Request (see Section
5.4) in case of "transactionStatus"="RJCT".

Indicates that the reason for rejecting the payment is that
the content of the payment initiation has been found
invalid during processing after the initial acceptance of the
payment initiation.

14.11.3.  AlS specific error codes

Message Code HTTP Description
Response
Code
CONSENT _INVALID 401 The consent definition is not complete or invalid. In case of being
not complete, the bank is not supporting a completion of the
consent towards the PSU. Additional information will be provided.
SESSIONS_NOT_SUPPORTED | 400 The combined service flag may not be used with this ASPSP.
ACCESS_EXCEEDED 429 The access on the account has been exceeding the consented
multiplicity without PSU involvement per day.
REQUESTED_FORMATS 406 The requested formats in the Accept header entry are not matching

_INVALID

the formats offered by the ASPSP.




14.11.4.

PIIS specific error codes

Message code

HTTP Response
Code

Description

CARD_INVALID 400 Addressed card number is unknown to the ASPSP or not
associated to the PSU.
NO_PIIS_ACTIVATION 400 The PSU has not activated the addressed account for the usage

of the PIIS associated with the TPP.

14.11.5.

Signing Basket Specific Error Codes

Message code

HTTP Respon
Code

se N
Description

REFERENCE_MIX_INVALID

400

The used combination of referenced objects is not supported in
the ASPSPs signing basket function.

REFERENCE_STATUS_INVALID

409

At least one of the references is already fully authorised.

14.12. Error Information

Attribute Type Condition Description

title Max70Text | Optional Short human readable description of error type. Could be in local
language. To be provided by ASPSPs.

detail Max500Text | Optional Detailed human readable text specific to this instance of the error.
XPath might be used to point to the issue generating the error in
addition.
Remark for Future: In future, a dedicated field might be introduced
for the XPath.

code Message Mandatory | Message code to explain the nature of the underlying error.

Code

14.13. Transaction status

Identification — Payment Transaction Status Code

Code

Name

Definition

1[ACCP

Accepted Customer Profile

Preceding check of technical validation was successful. Customer
profile check was also successful.

2|ACSC

Accepted Settlement Completed

Settlement on the debtor's account has been completed.

Usage : this can be used by the first agent to report to the debtor that
the transaction has been completed.

Warning: this status is provided for transaction status reasons, not for
financial information. It can only be used after bilateral agreement

3[ACSP

Accepted Settlement In Process

All preceding checks such as technical validation and customer profile
were successful and therefore the payment initiation has been accepted
for execution.

4|ACTC

Accepted Technical Validation

Authentication and syntactical and semantical validation are successful

5[ACWC

Accepted With Change

Instruction is accepted but a change will be made, such as date or
remittance not sent.




6 | ACWP [ Accepted Without Posting Payment instruction included in the credit transfer is accepted without
being posted to the creditor customer’s account.

7| RCVD |[Received Payment initiation has been received by the receiving agent.

8 | PDNG [ Pending Payment initiation or individual transaction included in the payment
initiation is pending. Further checks and status update will be
performed.

8 | PART | Partial acceptance A number of transactions have been accepted, whereas another

number of transactions have not yet achieved 'accepted' status.
Remark: This code may be used only in case of bulk payments. It is
only used in a situation where all mandated authorizations have been
applied, but some payments have been rejected.”

9| RJCT [Rejected Payment initiation or individual transaction included in the payment
initiation has been rejected.
10 [ CANC [ Cancelled Payment initiation has been cancelled before execution

Remark: Change Request to 1ISO20022 is still needed.

14.14. Consent Status

Code Description

received The consent data have been received and are technically correct. The data is not authorised
yet.

rejected The consent data have been rejected e.g. since no successful authorisation has taken place.

partiallyAuthorised | The consent is due to a multi-level authorisation, some but not all mandated authorisations
have been performed yet.

valid The consent is accepted and valid for GET account data calls and others as specified in the
consent object.

revokedByPsu The consent has been revoked by the PSU towards the ASPSP.

expired The consent expired.

terminatedByTpp The corresponding TPP has terminated the consent by applying the DELETE method to the
consent resource.

AOMYOC moxe ga pobaBu OONbNHUTENHM KOAOBE. Te3n KOOoBe crneq ToBa Ce CbabpXaT B
AokymeHTaumsaTa Ha AMNMYOC 3a nHtepdenca XS2A.

14.15. SCA Status

Attribute Description
received An authorisation or cancellation-authorisation resource has been created successfully.
psuldentified The PSU related to the authorisation or cancellation-authorisation resource has been identified.

psuAuthenticated The PSU related to the authorisation or cancellation-authorisation resource has been identified
and authenticated e.g. by a password or by an access token.

scaMethodSelected | The PSU/TPP has selected the related SCA routine. If the SCA method is chosen implicitly since
only one SCA method is available, then this is the first status to be reported instead of

"received".

started The addressed SCA routine has been started.

unconfirmed SCA is technically successfully finalised by the PSU, but the authorisation resource needs a
confirmation command by the TPP yet.

finalised The SCA routine has been finalised successfully

failed The SCA routine failed

exempted SCA was exempted for the related transaction, the related authorisation is successful.




14.16. Account Access

Attribute Type Condition | Description
accounts Array of Optional Is asking for detailed account information.
Account If the array is empty, the TPP is asking for an accessible account list.
Reference This may be restricted in a PSU/ASPSP authorization dialogue.
balances Array of Optional Is asking for balances of the addressed accounts.
Account If the array is empty, the TPP is asking for the balances of all
Reference accessible account lists. This may be restricted in a PSU/ASPSP
authorization dialogue
transactions Array of Optional Is asking for transactions of the addressed accounts.
Account If the array is empty, the TPP is asking for the transactions of all
Reference accessible account lists. This may be restricted in a PSU/ASPSP
authorization dialogue
additional Additional Optional if | Is asking for additional information as added within this structured
Information Information | supported | object.
Access by API The usage of this data element requires at least one of the entries
provider "accounts", "transactions" or "balances" also to be contained in the
object. If detailed accounts are referenced, it is required in addition
that any account addressed within the additionallnformation
attribute is also addressed by at least one of the attributes
"accounts", "transactions" or "balances".
availableAccounts | String Optional if | Only the value "allAccounts" is admitted.
supported
by API
provider
availableAccounts | String Optional if | Only the value "allAccounts" is admitted.
WithBalance supported
by API
provider
allPsd2 String Optional if | Only the value "allAccounts" is admitted.
supported
by API
provider

14.17. Additional Information Access

Attribute Type Condition Description

ownerName Array of Optional Is asking for account owner name of the accounts referenced within.
Account If the array is empty in the request, the TPP is asking for the account
Reference owner name of all accessible accounts. This may be restricted in a

PSU/ASPSP authorization dialogue. If the array is empty, also the
arrays for accounts, balances or transactions shall be empty, if used.
The ASPSP will indicate in the consent resource after a successful

authorisation, whether the ownerName consent can be accepted by
providing the accounts on which the ownerName will be delivered.
This array can be empty.




14.18. Account Reference

This type is containing any account identification which can be used on payload-level to address
specific accounts. The ASPSP will document which account reference type it will support. Exactly one
of the attributes defined as "conditional" shall be used.

Remark: The currency of the account is needed, where the currency is an account characteristic

identifying certain sub-accounts under one external identifier like an IBAN. These sub-accounts

are separated accounts from a legal point of view and have separated balances, transactions etc.

Attribute Type Condition Description

iban IBAN Conditional

bban BBAN Conditional | This data elements is used for payment accounts which have no
IBAN.

pan String Conditional | Primary Account Number (PAN) of a card, can be tokenised by the
ASPSP due to PCI DSS requirements.

maskedPan String Conditional | Primary Account Number (PAN) of a card in a masked form.

msisdn String Conditional | An alias to access a payment account via a registered mobile phone
number.

currency Currency Optional ISO 4217 Alpha 3 currency code

Code

14.19. Account Details

Remark: The ASPSP shall give at least one of the account reference identifiers listed as
optional below.

Attribute Type Condition | Description

resourceld Max35Text Conditional | This is the data element to be used in the path when
retrieving data from a dedicated account, cp. Section 6.5.3
or Section 6.5.4 below. This shall be filled, if addressable
resource are created by the ASPSP on the /accounts.

iban IBAN Optional This data element can be used in the body of the Consent
Request Message for retrieving account access consent
from this payment account, cp. Section 6.3.1.1.

bban BBAN Optional This data element can be used in the body of the Consent
Request Message for retrieving account access consent
from this account, cp. Section 6.3.1.1. This data elements
is used for payment accounts which have no IBAN.
msisdn Max35Text Optional An alias to access a payment account via a registered
mobile phone number. This alias might be needed e.g. in
the payment initiation service, cp. Section 5.3.1. The
support of this alias must be explicitly documented by the
ASPSP for the corresponding API Calls.

currency Currency Mandatory | Account currency
Code
ownerName Max140Text | Optional Name of the legal account owner. If there is more than

one owner, then e.g. two names might be noted here.
For a corporate account, the corporate name is used for
this attribute.

Even if supported by the ASPSP, the provision of this field
might depend on the fact whether an explicit consent to




Attribute Type Condition | Description
this specific additional account information has been given
by the PSU.
name Max70Text Optional Name of the account given by the bank or the PSU in
Online-Banking
displayName Max70Text Optional Name of the account as defined by the PSU within online
channels.
product Max35Text Optional Product Name of the Bank for this account, proprietary
definition
cashAccountType | Cash Optional ExternalCashAccountTypelCode from ISO 20022
Account
Type
status String Optional Account status. The value is one of the following:
e "enabled": account is available
e "deleted": account is terminated
e "blocked": account is blocked e.g. for legal reasons
If this field is not used, than the account is available in the
sense of this specification.
bic BICFI Optional The BIC associated to the account.
linkedAccounts Max70 Text | Optional This data attribute is a field, where an ASPSP can name a
cash account associated to pending card transactions.
usage Max4Text Optional Specifies the usage of the account
- PRIV: private personal account
- ORGA: professional account
details Max500 Optional Specifications that might be provided by the ASPSP
Text - characteristics of the account
- characteristics of the relevant card
balances Array of Conditional
Balances
_links Links Optional Links to the account, which can be directly used for
retrieving account information from this dedicated
account.
Links to "balances" and/or "transactions"
These links are only supported, when the corresponding
consent has been already granted.
14.20. Card Account Details
Attribute Type Condition | Description
resourceld Max35Text Conditional | This is the data element to be used in the path when
retrieving data from a dedicated account, cp.
Section 6.7.2, cp. Section 6.7.3 or Section 6.7.4 below. This
shall be filled, if addressable resource are created by the
ASPSP on the /card-accounts endpoint.
maskedPan Max35Text Optional Primary Account Number (PAN) of a card in masked form.

This data element can be used in the body of the Consent




Attribute Type Condition | Description
Request Message for retrieving account access consent
from this card, cp. Section 6.3.1.1.
currency Currency Mandatory | Account currency
Code
ownerName Max140Text | Optional Name of the legal account owner. If there is more than
one owner, then e.g. two names might be noted here.
For a corporate account, the corporate name is used for
this attribute.
Even if supported by the ASPSP, the provision of this field
might depend on the fact whether an explicit consent to
this specific additional account information has been given
by the PSU.
name Max70Text Optional Name of the account given by the bank or the PSU in
Online-Banking
displayName Max70Text Optional Name of the account as defined by the PSU within online
channels.
product Max35Text Optional Product Name of the Bank for this account, proprietary
definition
debitAccounting | Boolean Optional If true, the amounts of debits on the reports are quoted
positive with the related consequence for balances.
If false, the amount of debits on the reports are quoted
negative.
status String Optional Account status. The value is one of the following:
e ‘"enabled": account is available
o "deleted": account is terminated
e "blocked": account is blocked e.g. for legal reasons
If this field is not used, than the account is available in the
sense of this specification.
usage Max500Text | Optional Specifies the usage of the account
- PRIV: private personal account
- ORGA: professional account
details Max500Text | Optional Specifications that might be provided by the ASPSP
- characteristics of the account
- characteristics of the relevant card
creditLimit Amount Optional Defines the credit limit of the PSU for all cards related to
this card account in total.
balances Array of Conditional | The specific card account balances associated to this card
Balances accounts.
_links Links Optional Links to the cardAccount, which can be directly used for

retrieving account information from this dedicated
account.

Links to "balances" and/or "cardTransactions"

These links are only supported, when the corresponding
consent has been already granted.




14.21. Balance Type

CnegHnte BMOoBe canga U3knio4BaTt KpeaUTHUTE NIMMUTU, OCBEH aKO ENEMEHTBT
creditLimitincluded npucbcTBa 1 e paBeH Ha true B CbOTBETHUA HanaHCOB ENEMEHT.
MosicHeHue: ToBa onpeaeneHune cnegpa nornkata Ha 1ISO20022 3a onpegensiHe Ha BuaoBe 6anaHc.

Type

Description

closingBooked

Balance of the account at the end of the pre-agreed account reporting period. It is the sum of
the opening booked balance at the beginning of the period and all entries booked to the
account during the pre-agreed account reporting period.
For card-accounts, this is composed of

e invoiced, but not yet paid entries

expected

Balance composed of booked entries and pending items known at the time of calculation,
which projects the end of day balance if everything is booked on the account and no other
entry is posted.
For card accounts, this is composed of

e invoiced, but not yet paid entries,

e not yetinvoiced but already booked entries and

e pending items (not yet booked)

openingBooked

Book balance of the account at the beginning of the account reporting period. It always equals
the closing book balance from the previous report.

interimAvailable

Available balance calculated in the course of the account ’servicer’s business day, at the time
specified, and subject to further changes during the business day. The interim balance is
calculated on the basis of booked credit and debit items during the calculation time/period
specified.
For card-accounts, this is composed of

e invoiced, but not yet paid entries,

e not yet invoiced but already booked entries

interimBooked

Balance calculated in the course of the account servicer's business day, at the time specified,
and subject to further changes during the business day. The interim balance is calculated on the
basis of booked credit and debit items during the calculation time/period specified.

forwardAvailable

Forward available balance of money that is at the disposal of the account owner on the date
specified.

nonlnvoiced Only for card accounts, to be defined yet.
14.22. Balance

Attribute Type Condition | Description

balanceAmount Amount Mandatory

balanceType Balance Mandatory

Type

creditLimitincluded Boolean Optional A flag indicating if the credit limit of the corresponding
account is included in the calculation of the balance, where
applicable.

lastChangeDateTime

ISODateTime | Optional This data element might be used to indicate e.g. with the
expected or booked balance that no action is known on the
account, which is not yet booked.

referenceDate

ISODate Optional indicates the date of the balance

lastCommitted
Transaction

Max35Text Optional entryReference of the last commited transaction to support
the TPP in identifying whether all PSU transactions are already
known.




14.23. Account Report

Attribute Type Condition | Description
booked Array of Conditional | Shall be contained if bookingStatus parameter is set to "booked"
transactions or "both".
pending Array of Optional Not contained if the bookingStatus parameter is set to "booked"
transactions or "information".
information Array of Optional Only contained if the bookingStatus is set to "information" or
transactions "all" and if supported by ASPSP.
_links Links mandatory | The following links might be used within this context:
e account (mandatory)
e first (optional)
e next (optional)
e previous (optional)
e last (optional)
14.24. Transactions
Attribute Type Condition Description
transactionld String Mandatory | Can be used as access-ID in the API, where
more details on an transaction is offered. If
this data attribute is provided this shows
that the AIS can get access on more details
about this transaction using the GET
Transaction Details Request as defined in
entryReference Max35Text Optional Is the identification of the transaction as
used e.g. for reference for delta function
on application level. The same
identification as for example used within
camt.05x messages.
batchIndicator Boolean Optional If this indicator equals true, then the
related entry is a batch entry.
batchNumberOf Transactions Integer Conditional | Shall be used if and only if the
batchindicator is contained and equals
true.
endToEndId Max35Text Optional Unique end to end identity.
mandateld Max35Text Optional Identification of Mandates, e.g. a SEPA
Mandate ID
checkld Max35Text Optional Identification of a Cheque
creditorld Max35Text Optional Identification of Creditors, e.g. a SEPA
Creditor ID
bookingDate ISODate Optional The Date when an entry is posted to an
account on the ASPSPs books.
valueDate ISODate Optional Date and time at which assets become
available to the account owner in case of a
credit entry, or cease to be available to the
account owner in case of a debit entry.
Usage: If entry status is pending and value
date is present, then the value date refers
to an expected/requested value date.
transactionAmount Amount Mandatory | The amount of the transaction as billed to
the account.




Attribute Type Condition Description
currencyExchange Array of Optional
Report
Exchange
Rate
creditorName Max70Text Optional Name of the creditor if a "Debited"
transaction
creditor Account Conditional
Account Reference
creditorAgent BICFI Optional
ultimate Max70Text Optional
Creditor
debtorName Max70Text Optional Name of the debtor if a "Credited"
transaction
debtorAccount Account Conditional
Reference
debtorAgent BICFI Optional
ultimateDebtor Max70Text Optional
remittance Max140Text | Optional
Information
Unstructured
remittancelnformationUnstructuredArray | Array of Optional Remark for Future:
Max140Text In version 2.0 these two unstructured
remittance fields might be merged.
remittance Max140Text | Optional Reference as contained in the structured
Information remittance reference structure (without
Structured the surrounding XML structure).
remittancelnformationStructuredArray Array of Optional NOTE:
Remittance More details about the Remittance Data
Type will be published in an Errata in due
course.
For usage of the fields e.g. for domestic
elements, Berlin Group should be
contacted. This would enable to publish
usage of structured remittance information
in the domestic payment documentation,
cp. [XS2A-DP].
entryDetails Array of Optional Might be used by the ASPSP to transport
Entry Details details about transactions within a batch.
additional Max500Text | Optional Might be used by the ASPSP to transport
Information additional transaction related information
to the PSU.
additionallnformationStructured Structured Conditional | Is used if and only if the bookingStatus
Additional entry equals "information". Every active
Information standing order related to the dedicated
payment account result into one entry.
purposeCode Purpose Optional
Code
bankTransactionCode Bank Optional Bank transaction code as used by the

Transaction
Code

ASPSP and using the sub elements of this
structured code defined by 1ISO20022

For standing order reports the following
codes are applicable:




Attribute Type Condition Description
"PMNT-ICDT-STDQ" for credit transfers,
"PMNT-IRCT-STDO" for instant credit
transfers
"PMNT-ICDT-XBST" for cross-border credit
transfers
"PMNT-IRCT-XBST" for cross-border real
time credit transfers and
"PMNT-MCOP-OTHR" for specific standing
orders which have a dynamical amount to
move left funds e.g. on month end to a
saving account

proprietaryBank Max35Text Optional proprietary bank transaction code as used

TransactionCode within a community or within an ASPSP e.g.
for MT94x based transaction reports

balanceAfterTransaction Balance Optional This is the balance after this transaction.
Recommended balance type is
interimBooked.

_links Links Optional The following links could be used here:
transactionDetails for retrieving details of a
transaction.

14.25. Entry Details

Attribute Type Condition Description

endToEndld Max35Text Optional Unique end to end identity.

mandateld Max35Text Optional Identification of Mandates, e.g. a SEPA Mandate ID

checkld Max35Text Optional Identification of a Cheque

creditorld Max35Text Optional Identification of Creditors, e.g. a SEPA Creditor ID

transactionAmount | Amount Mandatory | The amount of the transaction as billed to the account.

currencyExchange Array of Optional
Report
Exchange
Rate

creditorName Max70Text Optional Name of the creditor if a "Debited" transaction

creditor Account Account Conditional
Reference

creditorAgent BICFI Optional

ultimate Creditor Max70Text Optional

debtorName Max70Text Optional Name of the debtor if a "Credited" transaction

debtorAccount Account Conditional

Reference

debtorAgent BICFI Optional

ultimateDebtor Max70Text Optional

remittance Max140Text Optional

Information

Unstructured

remittance Array of Optional Remark for Future:

Information Max140Text In version 2.0 these two unstructured remittance fields might

Unstructured Array be merged.




Attribute Type Condition Description

remittance Max140Text Optional Reference as contained in the structured remittance reference

Information structure (without the surrounding XML structure).

Structured Remark For Future: This field will be re-typed in a future
version of the interface to the structured data type Remittance
or might be omitted. For migration reasons, this is not
supported in version 1.3.x.

remittance Array of Optional NOTE:

Information Remittance More details about the Remittance Data Type will be published

Structured Array in an Errata in due course.

For usage of the fields e.g. for domestic elements, Berlin Group
should be contacted. This would enable to publish usage of
structured remittance information in the domestic payment
documentation, cp. [XS2A-DP].

purposeCode Purpose Code | Optional

14.26. Structured Additional Information Data Type

Attribute

Type

Condition

Description

standingOrderDetails

Standing
Order Details

Mandatory

Details of underlying standing orders.

14.27. Standing Order Details Data Type

Attribute

Type

Condition

Description

startDate

ISODate

Mandatory

The first applicable day of execution starting from this date the
first payment was/will be executed.

endDate

ISODate

Optional

The last applicable day of execution
If not given, it is an infinite standing order.

executionRule

String

Optional

"following" or "preceding" supported as values. This data
attribute defines the behavior when a transaction date
resulting from a standing order falls on a weekend or bank
holiday. The payment is then executed either the "preceding"
or "following" working day.

withinAMonthFlag

Boolean

Optional

This element is only used in case of frequency equals
"Monthly".

If this element equals false it has no effect. If this element
equals true, then the execution rule is overruled if the day of
execution would fall into a different month using the
execution rule.

Example: executionRule equals "preceding", dayOfExecution
equals "02" and the second of a month is a Sunday. In this
case, the transaction date would be on the last day of the
month before. This would be overruled if withinAMonthFlag
equals true and the payment is processed on Monday the third
of the Month.

Remark: This attribute is rarely supported in the market.

frequency

Frequency
Code

Mandatory

The frequency of the recurring payment resulting from this
standing order.

monthsOfExecution

Array of
Max2Text

Conditional

The format is following the regular expression \d{1,2}. The
array is restricted to 11 entries. The values contained In the




Attribute

Type

Condition

Description

array entries shall all be different and the maximum value of
one entry is 12.

This attribute is contained if and only if the frequency equals
"MonthlyVariable".

Example: An execution on January, April and October each
year is addressed by ["1". "4", "10"].

multiplicator

Numerical

Optional

This is multiplying the given frequency resulting the exact
frequency, e.g. Frequency=Weekly and multiplicator=3 means
every 3 weeks.

Remark: This attribute is rarely supported in the market.

dayOfExecution

Max2Text

Optional

"31" is ultimo.

The format is following the regular expression \d{1,2}.
Example: The first day is addressed by "1".

The date is referring to the time zone of the ASPSP.

limitAmount

Amount

Conditional

limitAmount

Amount limit for fund skimming, e.g. skim all funds above this
limit to savings account, i.e. typically a specific periodic
payments with fixed remaining amount rather than fixed
transaction amount. Amount may be zero as well as below
zero, i.e. negative.

Constraints: transactionAmount needs to be zero and
bankTransactionCode needs to specify PMNT-MCOP-OTHR for
fund skimming

14.28. Card Account Report

Attribute Type Condition Description
booked Array of Card | Conditional | Shall be contained if bookingStatus parameter is set to
transactions "booked" or "both".
pending Array of Card | Optional Not contained if the bookingStatus parameter is set to
transactions "booked".
_links Links Mandatory | The following links might be used within this context:
¢ cardAccount (mandatory when providing transaction reports
on card reconciliation accounts under /card-accounts)
e card (mandatory when providing transaction reports on
single card entry level under /cards)first (optional)
* next (optional)
e previous (optional)
e |ast (optional)
14.29. Card Transactions
Attribute Type Condition Description
cardTransactionld Max35Text Optional Unique end to end identity.
terminalld Max35Text Optional Identification of the Terminal, where the card has
been used.
transactionDate ISODate Optional date of the actual card transaction
acceptorTransactionDateTime ISODateTime | Optional Timestamp of the actual card transaction within
the acceptance system
bookingDate ISODate Optional booking date of the related booking on the card
account




Attribute Type Condition Description
transactionAmount Amount Mandatory | The amount of the transaction as billed to the card
account.
currencyExchange Array of Optional For card accounts, only one exchange rate is used.
Report
Exchange
Rate
originalAmount Amount Optional Original amount of the transaction at the Point of
Interaction in original currency
markupFeePercentage String Optional e.g. "0.3" for 0,3%.
markupFee Amount Optional Any fee related to the transaction in billing
currency.
cardAcceptorld Max35Text Optional Identification of the Card Acceptor (e.g. merchant)
as given in the related card transaction.
cardAcceptorAddress Address Optional Address of the Card Acceptor as given in the
related card transaction.
cardAcceptorPhone Phone Optional Merchant phone number
Number
merchantCategoryCode Merchant Optional Merchant Category Code of the Card Acceptor as
Category given in the related card transaction.
Code
maskedPAN Max35Text Optional The masked PAN of the card used in the
transaction.
transactionDetails Max140Text | Optional Additional details given for the related card
transactions.
invoiced Boolean Optional Flag indicating whether the underlying card
transaction is already invoiced.
proprietaryBankTransactionCode | Max35Text Optional proprietary bank transaction code as used within a
community or within an ASPSP e.g. for MT94x
based transaction reports
14.30. Report Exchange Rate
Attribute Type Condition | Description
sourceCurrency Currency Mandatory | Currency from which an amount is to be converted in a
Code currency conversion.
exchangeRate String Mandatory | Factor used to convert an amount from one currency
into another. This reflects the price at which one
currency was bought with another currency.
unitCurrency Currency Mandatory | Currency in which the rate of exchange is expressed in
Code a currency exchange. In the example 1EUR = xxxCUR,
the unit currency is EUR.
targetCurrency Currency Mandatory | Currency into which an amount is to be converted in a
Code currency conversion.
quotationDate ISODate Mandatory | Date at which an exchange rate is quoted.
contractldentification | String Optional Unique identification to unambiguously identify the
foreign exchange contract.

14.31. Payment Exchange Rate




Attribute Type Condition | Description

unitCurrency Currency Code | Optional Currency in which the rate of exchange is expressed in
a currency exchange. In the example 1EUR = xxxCUR,
the unit currency is EUR.

exchangeRate String Optional Factor used to convert an amount from one currency
into another. This reflects the price at which one
currency was bought with another currency.

contractldentificati | String Optional Unique identification to unambiguously identify the

on foreign exchange contract.

rateType String Optional Specifies the type used to complete the currency
exchange.

Only SPOT, SALE and AGRD is allowed.

14.32. Geo Location
Format using [REC 2426], i.e. “GEO:”<latitude>;< longitude >.

14.33. Frequency Code

The following codes from the EventFrequency7Code of ISO20022 are supported:
e Daily,

e Weekly,

e EveryTwoWeeks,

e Monthly,

e FEveryTwoMonths,

® Quarterly,

e SemiAnnual,

e Annual,

e MonthlyVariable

RFU: It needs to be checked for a later version of these Implementation Guidelines whether
these codes should be in lowerCamelCase.

14.34. Charge Bearer

Type Description

DEBT All transaction charges are to be borne by the debtor.

CRED All transaction charges are to be borne by the creditor.

SHAR In a credit transfer context, means that transaction charges on the sender side are to be borne

by the debtor, transaction charges on the receiver side are to be borne by the creditor. In a
direct debit context, means that transaction charges on the sender side are to be borne by the
creditor, transaction charges on the receiver side are to be borne by the debtor.

SLEV Charges are to be applied following the rules agreed in the service level and/or scheme.

14.35. Other ISO-related basic Types

The following codes and definitions are used from 1ISO20022
e Purpose Code: ExternalPurposelCode
e Cash Account Type: ExternalCashAccountTypelCode


https://www.ietf.org/rfc/rfc2426.txt

e Bank Transaction Code: ExternalBankTransactionDomainlCode

e BICFI: BICFIIdentifier

e IBAN: IBAN2007Identifier - pPattern: [A-Z]{2}[0-9]{2}[A-Z0-9]{1-30}
e BBAN: BBANIdentifier

e Phone Number: PhoneNumber

e Merchant Category Code: Category code conform to ISO 18245
e Service Level Code: ExternalServicelevellCode

The following code is a concatenated code from 1SO20022

e BankTransactionCode: This code type 1is concatenating the three
15020022 Codes Domain Code, Family Code and SubFamiliy Code by
hyphens, resulting in “DomainCode”-“FamilyCode”-“"SubFamilyCode”.

Example: PMNT-RCDT-ESCT defining a transaction assigned to the PayMeNT Domain (PMNT),
belonging to the family of ReceivedCreDitTransfer (RCDT) that facilitated the
EuropeanSEPACreditTransfer (ESCT)

For all codes used in JSON structures, not the abbreviation defined for XML encoding, but the
name of the code is used as value. The following Codes are used from other ISO standards:

e Currency Code: Codes following ISO 4217 Alpha 3

e Country Code: Two characters as defined by ISO 3166

Further basic ISO data types:

e TISODateTime: A particular point in the progression of time defined
by a mandatory date and a mandatory time component, expressed in
either UTC time format (YYYY-MM-DDThh:mm:ss.sssZ), local time with
UTC offset format (YYYY-MM-DDThh:mm:ss.sss+/-hh:mm), or local time
format (YYYY-MMDDThh:mm:ss.sss). These representations are defined
in "XML Schema Part 2: Datatypes Second Edition - W3C Recommendation
28 October 2004" which is aligned with ISO 8601.

e ISODate: A particular point in the progression of time in a calendar
year expressed in the YYYY-MM-DD format.
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